Inside the Mind of a Hacker:

How do Cyber Criminals Find their Targets?
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Vectors of attack ER——

Over 31% of cyber-attacks involve using compromised credentials as an
attack vector

31%

14%

13%

COMPROMISED PHISHING EXPLOITATION OF
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REDLINE STEALER
Glade - 19 ®es 2020 16 17 18

Phoenix Native Stealer [C/C++ | 28 KB Build]
PhoenixSteal - 16 Map 2023

META Stealer
__META__ - 7 Map 2022 2
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16.03.2022

Kyﬂﬂlﬂ no Xxopowwum ueHam:

bbicTpasa npoeepka. AHOHUMHO

Trudnﬂis‘fzrast 0day/1day RCE (uena go 10.000.000%)

Windows
remium VPN

Pernctpaunsa:  12.01.2022

CoobuweHus: 82 Citrix
Peakumu: 28 Rdweb
fapaHT caenkw: 3 Vmware
Nlenosur: 5B 1 Apyrue...

MNepBbin KOHTaKT B 1M € onncaHveM nNpoaykTa 1 KoHTakToM (qTox)
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Command and control

COMMAND & CONTROL (C2)




Actions on Objectives

ACTIONS ON DBJECTIVES




Reconnaissance and Initial Access

RECONNAISSANCE




Reconnaissance and Initial Access
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MnaTHaA perucTpauna
@0
7 nybnukaumia
PerMcTpauma
08/12/21 (ID: 119003)
NeAaTencHOCTE
BupyconoriAa / malware

KYMAK ocTyna, ueHa 10-50%
/vpn/index.html
/vpn/tmindex.html
Jfauth/login.aspx
/LogonPoint/tmindex.html
XenAppl/auth/login.aspx
auth/silentDetection.aspx
Jeitrix/

[+ CSCOE+/

RDWeb

/dana/

/dana-na/

/alobal-protect/
/nf/auth/doAuthentication.do
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RUSSIAN MARKET

Country:

Germany (/7066)

Zip:
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SYNLAB /

B - 1xb. de/dana-na /N




&

Reconnaissance and Initial Access E—

‘ON

_Eitr‘iI{.SSl.El}n.Eﬂm




&

Reconnaissance and Initial Access E—




&

Reconnaissance and Initial Access E—

xda ENERCON

Ay ENERGY FOR THE WORLD

B << con . de/+CSCOE+/
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May 24, 2024

Hi! | will buy you accesses (Citrix, VPN and RDP) revenue from 10kk geo US, CA, UK and EU.

MNpweet! A kynawo saww goctynol (Citrix, VPN v RDP) aoxoa ot 10kk geo CLUA, Kanagbl, Bennkobputanum n EC.

Contact/KoHTakT:
Tox: 54441

Member
Mow 5, 2023
Messages
Reaction score

Points
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Eugene Levytskyi
ParanoidLab Inc.

¢ Booth 7A-615a

m linkedin.com/in/eugene-levytskyi

0w \ https://paranoidlab.com
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