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0 1 General Cyber Threats

Really no major changes in the last year?
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Current Cyber Security Threats

Most of them are very hard to prevent, which makes them so successful

[# Phishing likes News @ | eaked Passwords
GENERATIVE Al o

{4/ Remote Work Exploitation 5] Zere-day exploits

Business Email Compromise % Deepfakes & Identity Theft

&g Ransomware Attacks and Cloud Breaches / Takeovers

Double Extortion

to be continued A



BARCTIC @ 4 e
A WOLF

Frequent Attacks in Detall

In the DACH Region
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Frequent Attack Types 1

Malicious files (.Ink .html .pdf .iso, ...) send as attachments

B D3287DCASTATATOCRASFDR0C31CA POECCOMATINISOS!. X Usage of User known Files/lcons
A Terminal Secunty Details Previous Versions
General Shortcut Options Font Layout Colors .
_—
» D34287DC4E0474747D3CBASFD30C31C4_02ECCB04197 i M u ItI_Stag e-AttaC k

& & &
o —— « First Stage:
Target IC\Windows\system32\cmd exe /v:on /c findstr "gIKmf
* Phishing Email with attachment

« .Ink files which extract script content

= VBS I .
i i - & J S, PS ScCripts
{ (€MD) ’ ’
+ /v:on /c findstr "gIKi nNs.* Fo *C:\Windows\System32\WScript exe’ . ‘ )I I l
i c n . indows\Sys cript ex Il Il‘ISEi ‘E
LNK Emotet 04.25 7077‘}5’1“":"w ;‘C’;:[K:“iii‘7"ep“b’ & "C:\Users\user\AppData\Local\Temp\YIScZcZKePvbs 3 | L] D OW I O ad S e C O t g fr WWW
ance!

C\Windows\system32\regsvi32exe - C\Windows\sySTem32\regsVR32 Exe N
"C:\Windows\system3 2\DIhxqw\wxk rYPQ. WWj C:\Users\user\AppData\Local\Te emp\KZCEXKEKpR ZVP

Monitoring &
Detection
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Frequent Attack Types 2

LOLBINs & LOLDRIVERS

11101111 10100000 10010111 00100001 000101
10010000 01011011 01110000 10111
00011110 01001101 00000010 1
11001011 01101010 0100011
00111010 10000100 100110
10101010 11101100 111
01011111 00111001 (11
01000011 00011J0G1
10110101 10011001 1
10010010 10000020 (
10000000 013004 10gl (
01100111 00000101
00110111 00130081
011111011181 190 ®]
01011111 1,10,00§!
01011011 11000101
01011011°01D0™ 19|
00000100 000Q1041 0
00011000 10011101 011
11110001 001107 11°00%(
11101111 10100080 100
10010000 01011011.01]1
nontrirrroornrior onnon

1100011100 11100010 10011100 €

1111011 01011010 1
1 80180100 11010110 1
G111 00100001 (

pOO0 10 11100100 C
JOO11011101111 1
)11001 11010100 1
100001 10100100 C
100111 11111100 C
100010 10011100 C
1001011 01001001 1
N1IOOOTT 000111110

Living on the Land via:

 LOLbins: Use installed software mainly for:

« Downloading content

W

Monitoring &
Detection

 Execution of content/code

 https://lolbas-project.qgithub.io/

LOLdrivers: Use installed drivers mainly for:
« Bypass security controls
« Execute content/code
e https://www.loldrivers.io/



https://lolbas-project.github.io/
https://www.loldrivers.io/
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Frequent Attack Types 3

Usage of the organizations own Remote Access Tools

Attackers are using legitimate Remote Access Software

> AnyDesk () BeyondTrust I WA  Download, install and persists

CONNECTWISE
 Most AVs do not report these files

Golo B¥ \icrosoft  RemotePC

oy IDFive « Some attackers are doing reconnaissance for reusing the
, Remote Access Software installed on systems.
TeamViewer REAL

splashtop’

: .,
LogMe(®

&

Monitoring &
Detection
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Frequent Attack Types 4

Token & Tickets & APIs

Cloud API & Token exploitation

« APl Usage via Token Authentication does not require for
MFA

» Not secured APIs -> often seen on Webpages

..,...wfg ~

» Tokens are often embedded in scripts and communicated

in cleartext

Monitoring &
Detection

« 0365 Token — aka Golden <SAML/> Tickets
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Shiny Object Syndrome

©2024 Arctic Wolf Networks, Inc. All rights reserved. Classification: Public
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Shiny Object Syndrome

Adapting security to required scope and not vice versa

Shiny Object Area

Shiny Object Target Group Result

Attack techafques

Current
Protection

P L E o
R e ey
e e ey
e
T L e

+++====+:
S
T
S

.
SRR

own attack surface

i SN .S« Board Level No alignment
AL~ AN o Peer Groups with required
unprotected \

e CISO protection
« IT
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State of the art Security Protection
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Cyber-Defense @ Arctic Wolf
THREE WORLDS, THREE PERSPECTIVES, BUT ONE GOAL

Data
Risks
Processes .
Services

Ensuring
Business Continuity

® A ®

Clouds Communication

People Endpoints
Networks

o Dot
| < - 3 .
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|2 A ’ "v'-._-:f,'A‘:r
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%
E . ' SN -
‘ i 3R

Q Jvrregrated ' & T Reporling
\ s ronoon SR e o



THE LEADER IN SECURITY OPERATIONS

General Cyber Defense Strategy
AWARENESS, PROTECTION, DETECTION, REACTION, RESILIENCE

RISK FOCUSED
PREVENTION

SECURITY
MONITORING &
TRIAGE

INCIDENT
MANAGEMENT
& RESPONSE

SITUATIONAL
AWARENESS
PICTURE

©
0
c
o
o
7
[}
o
°
[}
o)
©
c
a
=

INTELLIGENCE

Managed Risks e e——

Managed Detection =——————— ————— ————— ae——— E—

Managed Awareness s —s—

AN

N

Actual
Security Level

Required

774
e

Detection

Security level
for Business-Continuity

/v /\_@Sf_ueﬁensf_ 7 j

Business Continuity

Minimizing duration
of critical states

Reducing amount
of critical states

Key Questions:
. Where should be the blue line? What is the appropriate security level?
. How to balance operation, blocking and detection? A
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Cyber Protection — Building Blocks you need to cover

STATE-OF-THE-ART CYBER DEFENCE ()
SIT-AWARENESS PICTURE )} RISK BASED PROTECTION

CDM

SOC KPIs for SOC

Improving Security
Configurations & adding

Security Features

Threat, Risk & Protection Level
Information

7

Security

Vulnerability Management

Gaps

; : Incident-Response-
Tl-Feed- Sl EM E”dpggtssglfg‘;t'on & Incident- Response- Retainepr
Selection Spléi;ﬁ;;fl?el, CrowdStike, AMP, MS ATP Process Definition & | 7
‘ \ Tools Cyber Insurance
.
> Case Management >
TIP N AD
 / Stealthwatch/Darktrace... MISP S;éctle(?gs Tlﬁiilifg' t
SIEM Operations Playbooks
Infrastructure/ . . :
Rollout ecurity Orchestration, Automation
=>  and Response (SOAR)
Data / Log-Sources Process Technical
Automation Automation
SN SecOp Phantom, Demisto
SIEM-Rules Playbooks
& User and Entity Behavior
O3S Analytics (UEBA)
PRODUCTION?
! %
PRODUCTION?
INDUSTRIAL SECURITY <

Continuous Improvement Circle
PHASE 1 PHASE 2 PHASE 3 Manual [
Red Tegm
IT-Land- [| CDMA Pentesting
scape stand :
Simulation
/} automatic
|

Arctic Wolf — Managed Detection & Response, Managed Risk, Managed Cloud, Managed Awareness, Cyber Assurance
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Thank You
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https://arcticwolf.com/de/
https://arcticwolf.com/de/security-operations-platform/
https://arcticwolf.com/de/concierge-security/

