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APl Trends

80% of internet traffic is APIs
More than 80% of all web traffic is APl communications ?

92% incident rate

92% of organizations have experienced an API security
incident 2

60% lack visibility

Of the 72% of cybersecurity professionals who have full
APl inventories, only 4 in 10 have visibility into which APIs
return sensitive data 3

31% of all traffic protected by
Sources: 1, 3: Noname Security 2023 API Disconnect Report | 2, ESG, “Securing the API Attack Surface,” 2023 Akam al IS AP I traffl C
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API| Environments

Incomplete Inventory Limited Observability

Scale

Complexity

Dynamic Nature

Lack of Runtime Minimal Testing

API-Specific Threats
Controls
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Footprint

Business Demands

Digital Transformation . API Security Gap

Agile/Continuous Delivery , l

Microservices Applications T staff Additions

Public Cloud Infrastructure

Security Capacity

Regulatory Requirements

A Y N Nh SR S

5  © 2024 Akamai Akamai



Lo

"
&

Lt

6  © 2024 Akamai

Akamai



Discovery

APl asset inventory,
change detection,
network mapping,

reconnaissance.
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Posture Management

Configuration control,
vulnerability
management,
remediation
prioritization.

Runtime Protection

Detection and
prevention of
attackers and
suspicious behavior in
real time.

Testing

Secure APIs in dev to
stop vulnerabilities
before production.
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Development Platforms

@ Jenkins 9 CircleCl ‘5 Bamboo

Network and Cloud
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DevOps

b TeamCity é: Webhooks ¢Jira

m NGINX
Kubernetes

Akamai

Ecosystem

Workflow Integrations API Gateway

Splunk @ QRadar é‘\@ Webhooks @ MuleSoft apigee
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Akamai + Noname Lead in API Security
Complete API security at any stage of your API lifecycle
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Key Takeaways
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Known OWASP Business
DDoS OWASP Top 10 CVEs AP| attacks Bot attacks Top 10 API logic attacks

7 E DS

‘Akamai App & API Protector

Discovery

L7 DDoS Web application firewall Bot
protections protections API testing

Posture management

Runtime management

Blocks all known threats Alerts on previously undetected threats

24/7 global support and services
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Learn more at Akamail.com

https://www.akamai.com/products/api-security

Threat research

https://www.akamai.com/security-research

Download Akamai APl Security product brief

https://www.akamai.com/resources/product-brief/api-security

Request personalized demo

https://www.akamai.com/products/api-security/demo
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Thank you!
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