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I. INTRODUCTION

1. From 5G networks and Wi-Fi routers to baby monitors and fitness trackers, a wide array of
radio-frequency (RF) devices are ubiquitous in Americans’ daily lives and across our economy. The
FCC’s equipment authorization program is tasked with ensuring that all of these devices available to
American businesses and consumers comply with our rules regarding, among other things, interference,
radio-frequency (RF) emissions, and hearing aid compatibility. To ensure the efficient and effective
review of tens of thousands of equipment authorizations annually, the Commission delegates certain
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important responsibilities to telecommunications certification bodies (TCBs) and measurement facilities
(test labs) with regard to implementing our equipment authorization program. Now, as part of ongoing
efforts to promote national security and protect our nation’s communications equipment supply chain, the
Commission has placed significant new national security related responsibilities on TCBs and test labs.
By establishing new equipment authorization program rules that prohibit authorization of
communications equipment that has been determined to pose an unacceptable risk to the national security
of the United States or the security and safety of United States persons,! these entities now must help
ensure that such prohibited equipment is kept out of our nation’s supply chain. Further, these entities are
entrusted with receiving and maintaining sensitive and proprietary information regarding communications
equipment. In light of these new and ongoing responsibilities and the persistent and evolving threats
posed by untrustworthy actors seeking, among other things, to compromise our networks and supply
chains, today we seek to strengthen our requirements for and oversight of TCBs and test labs by
proposing new rules that would help ensure the integrity of these entities for purposes of our equipment
authorization program, better protect national security, and advance the Commission’s comprehensive
strategy to build a more secure and resilient communications supply chain. It is vital that we ensure that
these entities are not subject to influence or control by foreign adversaries or other untrustworthy actors
that pose a risk to national security.

2. Specifically, we propose to prohibit from recognition by the FCC and participation in our
equipment authorization program, any TCB or test lab in which an entity identified on the Covered List
has direct or indirect ownership or control, and prohibit reliance on or use of, for purposes of equipment
authorization, any TCB or test lab that is directly or indirectly owned or controlled by any entity on the
Covered List or by any third party in which an entity identified on the Covered List has any direct or
indirect ownership or control. Considering our national security concerns about entities identified on the
Covered List, we also direct the Office of Engineering and Technology (OET) to take swift action to
suspend the recognition of any TCB or test lab directly or indirectly owned or controlled by entities
identified on the Covered List, thereby preventing such entities from using their owned or controlled labs
to undermine our current prohibition on Covered Equipment.? Next, we seek comment on prohibiting
recognition of any TCB or test lab directly or indirectly owned or controlled by a foreign adversary or any
other entity that has been found to pose a risk to national security. To that end, and consistent with
Commission action in other recent national security proceedings,’ we seek comment on whether and how
the Commission should consider national security determinations made in other Executive Branch agency
lists in establishing eligibility qualifications for FCC recognition of a TCB or a test lab in our equipment

! Protecting Against National Security Threats to the Communications Supply Chain through the Equipment
Authorization Program; Protecting Against National Security Threats to the Communications Supply Chain through
the Competitive Bidding Program, ET Docket No. 21-232 and EA Docket No. 21-233, Report and Order and
Further Notice of Proposed Rulemaking, 37 FCC Red 13493 (2022) (EA Security R&O and EA Security FNPRM,
respectively).

2 We note that OET has recently taken action to deny the renewal of a lab — Global Compliance and Testing Center
of Huawei Technologies — apparently owned by an entity identified on the Covered List, by issuing a letter asking
that they show cause as to why they should be allowed to obtain FCC re-recognition. See Letter to Global
Compliance and Testing Center of Huawei Technologies,

https://www.fcc.gov/sites/default/files/Global Compliance-signed.pdf (sent April 22, 2024). We fully expect that
OET will, in this interim period of this suspension , pending final rules requiring more transparency from TCBs, test
labs, and entities on the Covered List, work diligently with our federal partners to take action against such entities
for which there is evidence to support a reasonable conclusion that such entity is owned or controlled by an entity
identified on the Covered List, while still allowing such entities an opportunity to show cause and seek review.

3 See Review of International Section 214 Authorizations to Assess Evolving National Security, Law Enforcement,
Foreign Policy, and Trade Policy Risks, Amendment of the Schedule for Application Fees Set Forth in Sections
1.1102 through 1.1109 of the Commission’s Rules, IB Docket No. 23-119 and MD Docket No. 23-134, 38 FCC Rcd
4346 (2023) (Evolving Risks Order and NPRM); In the Matter of Cybersecurity Labeling for Internet of Things, PS
Docket No. 23-239, Report and Order, (FCC 24-26), FCC Rcd __ (adopted Mar. 14, 2024) (Cybersecurity loT
Labeling R&O).


https://www.fcc.gov/sites/default/files/Global_Compliance-signed.pdf
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authorization program.* In addition, we propose that the prohibition would be triggered by direct or
indirect ownership or control of 10% or more and, to help ensure that we have the information to enforce
this requirement, TCBs and test labs would be required to report direct or indirect equity and/or voting
interest of 5% or greater by any entity. Further, to implement the proposed national security prohibition,
to ensure the integrity of the equipment authorization program and the impartiality of the TCBs and test
labs within it, we propose to collect additional ownership and control information from TCBs and test
labs. We also seek comment on other revisions concerning TCBs and test labs as we seek to address
these issues.

II. BACKGROUND

3. The Commission’s equipment authorization program, codified in the Commission’s part 2
rules, plays a critical role in enabling the Commission to carry out its responsibilities under the
Communications Act. Under Section 302 of the Communications Act, the Commission is authorized to
make reasonable regulations governing the interference potential of equipment that emit radiofrequency
(RF) energy and that can cause harmful interference to radio communications,’ which are implemented
through the equipment authorization program. In addition, the equipment authorization program helps
ensure that communications equipment comply with certain other policy objectives — which include
protecting the communications networks and supply chain from equipment that poses an unacceptable
risk to national security.®

4. Communications equipment must comply with the requirements under part 2 before they can
be marketed in or imported to the United States.” Under section 302(e),? the Commission has delegated
certain important responsibilities to TCBs and test labs with regard to implementing our equipment
authorization program.

4 Throughout this item, we use the term “eligibility” generally to mean FCC recognition or reliance upon the results
produced by the relevant entity.

347 U.S.C. § 302a. Section 302(b) states that “[n]o person shall manufacture, import, sell, offer for sale, or ship
devices or home electronic equipment and systems, or use devices, which fail to comply with regulations
promulgated pursuant to this section.”

6 See Protecting Against National Security Threats to the Communications Supply Chain through the Equipment
Authorization Program,; Protecting Against National Security Threats to the Communications Supply Chain through
the Competitive Bidding Program, ET Docket No. 21-232 and EA Docket No. 21-233, Notice of Proposed
Rulemaking, t and Order and Further Notice of Proposed Rulemaking, 36 FCC Red 10578, 10589-90, para. 23 (in
addition to minimizing harmful interference of devices, the equipment authorization program ensures that devices
comply with other policy objectives, such as human RF exposure limits and hearing aid compatibility of mobile
handsets, and the Anti-Drug Abuse Act of 1988); EA Security R&O, 37 FCC Recd 13493 (adopting rules prohibiting
authorization of equipment that poses an unacceptable risk to national security).

7 See 47 CFR part 2 subpart I, §§ 2.801 et seq. (Marketing of Radio Frequency Devices); part 2 subpart J, §§ 2.901
et seq. (Equipment Authorization Procedures); part 2 subpart K, §§ 2.1201 et seq. (Importation of Devices Capable
of Causing Harmful Interference). Under Section 302 of the Act, the Commission is authorized to make reasonable
regulations governing the interference potential of devices that emit radiofrequency (RF) energy and that can cause
harmful interference to radio communications. 47 U.S.C. § 302a. Section 302(b) states that “[n]o person shall
manufacture, import, sell, offer for sale, or ship devices or home electronic equipment and systems, or use devices,
which fail to comply with regulations promulgated pursuant to this section.” The purpose of the equipment
authorization rules is to promote efficient use of the radio spectrum, to ensure that the RF communications
equipment comply with all applicable Commission rules (including both technical and applicable policy
requirements), and to carry out various responsibilities associated with certain treaties and international regulations.
47 CFR § 2.901. The Office of Engineering and Technology (OET) administers day-to-day operation of the
equipment authorization program. See 47 CFR § 0.241(b). OET’s Laboratory Division maintains a webpage
devoted to the equipment authorization program. See the FCC’s, Equipment Authorization Approval Guide,
https://www.fcc.gov/engineering-technology/laboratory-division/general/equipment-authorization.

847 U.S.C. § 302a(e).
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A. Telecommunications Certification Bodies and Test Labs

5. Telecommunications Certification Bodies (TCBs). The Commission’s rules specify the
qualification criteria for TCBs and assign TCBs responsibility for issuing equipment certifications under
Commission direction and oversight.® In authorizing the use of TCBs, the Commission sought to speed
the process for bringing new technologies to market while also adopting an oversight framework to
ensure that the TCBs act impartially and consistent with their responsibilities.!® The creation and use of
TCBs in the equipment authorization process allowed the Commission to implement Mutual Recognition
Agreements (MRAs) with the European Union, the Asia-Pacific Economic Cooperation, and other foreign
trade partners.!'!

6. TCBs are responsible for reviewing and evaluating applications for equipment certification
for compliance with the Commission’s applicable requirements (including technical compliance testing
and other requirements) and determining whether to grant or to dismiss the application based on whether

% Amendment of Parts 0, 1, 2, and 15 of the Commission’s Rules regarding Authorization of Radiofrequency
Equipment, ET Docket No. 13-44, Report and Order, 29 FCC Red 16335 (2014) (2014 EA R&O); see id. at 16340-
41, paras. 9-10 (requiring that TCBs be solely responsible for grant of certification applications and noting the
Commission’s “continued the successful migration of additional responsibilities to TCBs while maintaining [FCC]
control over critical elements of the process”). In this decision, the Commission revised several rules appliable to
TCBs, including §§ 2.960, 2.962, and 2.964. See generally 2014 EA R&O. See also 1998 Biennial Regulatory
Review — Amendment of Parts 2, 25 and 68 of the Commission’s Rules to Further Streamline the Equipment
Authorization Process for Radio Frequency Equipment, Modify the Equipment Authorization Process for Telephone
Terminal Equipment, Implement Mutual Recognition Agreements and Begin Implementation of the Global Mobile
Personal Communications by Satellite (GMPCS) Arrangements, GEN Docket No. 98-68, Report and Order, 13 FCC
Red 24687 (1998) (1998 TCB Order). We note that while TCBs are authorized for purposes of certification of
equipment, certain equipment may be authorized pursuant to the Supplier’s Declaration of Conformity (SDoC)
procedures. See, e.g., EA Security R&O, 37 FCC Rcd at 13506, para. 26 (discussing certification and SDoC as the
two processes for equipment authorization); 47 CFR §§ 2.907 (“Certification”); 2.906 (“Supplier’s Declaration of

Conformity™).
10 See generally 2014 EA R&O, 29 FCC Rced 16335.

11 See 1998 TCB Order, 13 FCC Rcd 24687, , para. 10 (1998). MRAs are government-to-government trade
facilitating measures aimed at a global approach to conformity assessment, providing a framework for all member
economies (countries) to follow. In each of these agreements, participating countries agree to accept test results
and/or product approvals (e.g., certifications) performed by the conformity assessment bodies of the other country.
See, e.g., https://www.fcc.gov/general/equipment-authorization-mutual-recognition-agreements; KDB publication
901874, https://apps.fcc.gov/oetcf/kdb/forms/FTSSearchResultPage.cfm?switch=P&i1d=203873. In the United
States, MRAs as a general matter are negotiated through the U.S. Trade Representative. The Commission
participates in eight MRAs concerning TCBs — Asia-Pacific Economic Cooperation (APEC) Telecom MRA; Intra-
American Telecommunications Committee of the Organization of American States MRA; European Union MRA;
European Free Trade Association (EFTA) MRA; Japan MRA; Israel MRA; Mexico MRA; and United Kingdom
MRA. See KDB 901874, “Mutual Recognition Agreements,” found at https://www.fcc.gov/general/equipment-
authorization-mutual-recognition-agreements. See Asia-Pacific Economic Cooperation (APEC) Mutual Recognition
Arrangement for Conformity Assessment of Telecommunications Equipment, May 8, 1998 (APEC MRA);
Agreement on Mutual Recognition Between the United States of America and the European Community, May 18,
1998, KAV 5464 (EU MRA); Agreement on Mutual Recognition Between the United States of America and the
EEA EFTA States, Oct. 17, 2005 (EFTA MRA); The Inter-American Telecommunication Commission Mutual
Recognition Agreement for Conformity Assessment of Telecommunications Equipment, Oct. 29, 1999 (CITEL
MRA); Agreement on Mutual Recognition of Results of Conformity Assessment Procedures, with Annex, U.S.-Jap.,
Feb. 16, 2007 (Japan MRA); Mutual Recognition Agreement Between The Government of The United States of
America And the Government of the State of Israel for Conformity Assessment of Telecommunications Equipment,
U.S.-Isr., Oct. 15, 2012 (Israel MRA); Mutual Recognition Agreement for Conformity Assessment of
Telecommunications Equipment, with Appendices and Annexes, U.S.-Mex., May 26, 2011, TIAS 11-610 (Mexico
MRA); Agreement on Mutual Recognition, U.S.-U.K., Feb. 14, 2019 (U.K. MRA). Pursuant to five of these MRAs
(APEC, EU, EFTA, Japan, and UK), TCBs have been recognized.



https://www.fcc.gov/general/equipment-authorization-mutual-recognition-agreements
https://apps.fcc.gov/oetcf/kdb/forms/FTSSearchResultPage.cfm?switch=P&id=203873
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it is in accord with Commission requirements.'> TCBs must meet all the appropriate specifications in the
ISO/IEC 17065 standard,'* which include requirements to ensure that TCBs carry out their
responsibilities in a “competent, consistent, and impartial manner.”'* Commission rules also impose
certain obligations on each TCB to perform post-market surveillance, based on “type testing a certain
number of samples of the total number of product types” that the TCB has certified.!”

7. To carry out their prescribed equipment certification responsibilities, under current rules
TCBs must be accredited based on determinations made by a Commission-recognized accreditation
body!'¢ and recognized by the Commission before they are authorized to evaluate applications for
equipment authorization.!” Under Commission rules, TCBs must be located in the United States or in
countries that have entered into applicable Mutual Recognition Agreements (MRAs) with the United
States.!?

8. For TCBs located outside of the United States, designation is authorized in accordance with
the terms of an effective bilateral or multilateral MRA to which the United States is a party.' Pursuant
to each MRA, participating countries agree to accept the equipment authorizations performed by the
TCB-equivalent conformity assessment body of the other country.?® There are 15 FCC-recognized
Designating Authorities in MRA-partnered countries.?’ These Designating Authorities are governmental
organizations associated with MRA-partnered economies.??> Currently there are 40 FCC-recognized

12 See generally 47 CFR §§ 2.915, 2.960(a) (the TCB shall review the application to determine compliance with the
Commission’s requirements), 2.962(f) (“Scope of responsibility”). The TCB program — including the TCBs’ roles
and responsibilities — are discussed in KDB 641163 (2023). See Telecommunication Certification Body — Roles and
Responsibilities — KDB Publication 641163. If the Commission publishes a “Pre-approval Guidance List”
identifying categories of equipment or types of testing for which a TCB must request guidance, then the TCB must
request such guidance before approving equipment on the list. 47 CFR § 2.964(a).

13 See, e.g., 47 CFR § 2.962(c)(1).
4 ISO/IEC 17065 at v (“Introduction™). See also id., sections 4.2.2, 5.1.1, and 5.2; Annex A (“Impartiality”).
1547 CFR § 2.962(g)(1). TCBs may request samples of equipment directly from the grantee. Id. § 2.962(g)(4).

16 47 CFR § 2.962(c) (requiring that TCBs meet all the requisite requirements of ISO/IEC 17065). Section
2.962(c)(6) requires that the FCC “provide[] public notice of specific methods that will be used to accredit TCBs,
consistent with these qualification criteria.” 47 CFR § 2.962(c)(6). KDB 641163 ("TCB Roles and
Responsibilities™) https://apps.fcc.gov/oetef/kdb/forms/FTSSearchResultPage.cfm?switch=P&id=44683 and KDB
668797 (“TCB Program Technical Assessment”), found at
https://apps.fcc.gov/oetef/kdb/forms/FTSSearchResultPage.cfm?switch=P&id=59239.

17 See 47 CFR § 2.960(a) (the Commission may recognize TCBs that have been accredited and designated in the
United States or outside the United States provided that the TCB is designated in accordance with the terms of an
effective bilateral or multilateral MRA); 47 CFR § 2.962(e). See also KDB 901874, “Mutual Recognition
Agreements,” https://www.fcc.gov/general/equipment-authorization-mutual-recognition-agreements, at 5-6
(discussing general FCC requirements for recognition of TCBs).

18 TCBs located in the United States must be accredited by TCB accreditation bodies designated by the National
Institute of Standards and Technology (NIST) based on ISO/IEC 17065.

1947 CFR § 2.960(c). An equipment authorizing body in an MRA partner economy may authorize equipment to
U.S. requirements only if that economy permits bodies in the United States to authorize equipment to its
requirements. /d.

20 See generally id. The MR As do not attempt to harmonize the respective regulatory requirements or technical
standards. Id.

21 See https://apps.fcc.gov/oetef/teb/reports/acereditor_report.cfm.

22 As of March 26, 2024, the FCC recognizes TCB designations by Designating Authorities from outside the United
States in the following countries (under different MRAs) — Austria, Canada, the Czech Republic, Germany,
Denmark, Spain, France, Hong Kong, Ireland, Italy, Japan, Netherlands, Sweden, Singapore, and United Kingdom.
See https://apps.fcc.gov/oetct/tcb/reports/accreditor_report.cfm. Ten of these countries are within the European
(continued....)
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TCBs,? the majority of which are located in the United States and the rest are located in nine MRA-
partnered countries.?

9. Finally, the Commission will withdraw recognition of a TCB if the TCB’s designation or
accreditation is withdrawn, the Commission determines that there is “just cause,” or the TCB requests that
it no longer hold a recognition.?> Our rules also set forth specific procedures, including notification
requirements, that the Commission will follow if the Commission intends to withdraw its recognition of a
TCB.>

10. Test labs. Test labs ensure that subject equipment complies with the Commission’s
applicable technical rules?’ to minimize the risk of harmful interference, promote efficient use of
spectrum, and advance other policy goals, such as ensuring hearing aid compatibility and controlling the
environmental effects of RF radiation.?® The role and responsibilities of test labs specifically concern the
development of technical reports on testing equipment for which authorization is sought for compliance
with the Commission’s applicable technical requirements.?’ Applicants for equipment certification
provide the testing data to a TCB to show compliance with the FCC requirements.

11. For all granted applications, the TCBs must send to the FCC any test lab data and other
information relied upon by the TCB.** This information is made publicly available on the FCC website
upon grant of the equipment authorization. Under our rules, test labs do not have any role or

Community. Hong Kong is a member state in the APEC MRA, which was agreed upon by the APEC Ministers in
1998.

23 The Commission’s website provides a searchable database of all currently recognized TCBs. 47 CFR §
2.962(e)(5). See https://apps.fcc.gov/oetct/teb/reports/TCBSearch.cfm. With respect to our obligations toward those
TCBs designated pursuant to an MRA, each and every such agreement preserves the rights of, and provides specific
procedures for, the United States to contest the competency of, and withdraw recognition of, an exporting party’s
TCB. See EU MRA arts. 7-9; APEC MRA art 8; CITEL MRA art. 8; Israel MRA art. 9; Japan MRA art. 8; Mexico
MRA art. 8; EFTA MRA arts. 8-9; U.K. MRA art. 7.

24 Most TCBs are located in the United States (21), and the others (19) are located in nine different countries:
Austria (1), Canada (4), Germany (5), Hong Kong (1), Netherlands (1), Singapore (1), Spain (2), Sweden (1), and
United Kingdom (3).

2547 CFR § 2.962(e) (the Commission will withdraw its recognition of a TCB “if the Commission determines there
is just cause for withdrawing the recognition™).

26 47 CFR § 2.962(e)(2)-(4).

2747 CFR § 2.911(e) (submission of technical data to the TCB is one of several application requirements set forth in
section 2.911).

28 See, e.g., Amendment of Parts 0, 1, 2, and 15 of the Commission’s Rules regarding Authorization of
Radiofrequency Equipment, ET Docket No. 13-44, Notice of Proposed Rulemaking, 28 FCC Rcd 1606, 1614, para.
11 (2013). The Commission’s hearing aid compatibility rules promote equal access to communications services for
individuals with hearing loss, and ensure the availability of wireless handsets that are compatible with hearing aids
and cochlear implants. See, e.g., Improvements to Benchmarks and Related Requirements Governing Hearing Aid-
Compatible Mobile Handsets, WT Docket No. 15-285, Report and Order, 31 FCC Rcd 9336 (2016). The
Commission’s rules establish RF radiation exposure limits for devices as part of the equipment certification process
for mobile and portable devices. See 47 CFR §§ 1.1307(b), 1.1310, 2.1091, 2.1093. See also 47 CFR § 74.795,
which specifies the operating requirements that are part of the equipment certification process for digital low power
TV and TV translator transmitters, and 47 CFR § 15.117(h), which specifies the operating requirements that are part
of the equipment Verification procedure for DTV broadcast receivers.

29 See 47 CFR §§ 2.947-2.949 for applicable rules concerning test labs, including their roles and responsibilities, the
necessary accreditation (and periodic re-evaluation) of test labs by a Commission-recognized accrediting body, and
the Commission recognition of accredited test labs.

3047 CFR § 2.962(f)(8). Applicants may, under certain circumstances, apply for confidential treatment of
application data. See KDB 726920, available at
https://apps.fcc.gov/oetcf/kdb/forms/FTSSearchResultPage.cfm?switch=P&id=41731.
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responsibility for making any certification decision on whether the equipment would be in compliance,
nor do they have any role with respect to any other certification determination, including on whether the
equipment constitutes “covered” equipment; all certification activities (evaluation, review, and decisional
determinations) are reserved for TCBs.?!

12. Under Commission rules, testing for equipment certification can only be performed by a test
lab that has been accredited by an FCC-recognized accreditation body and recognized by the
Commission.’> Applicable rules require that these test labs be accredited based on ISO/IEC 17025.3* Our
rules require that entities wishing to become a recognized laboratory accreditation body must submit a
written request to the Chief of OET and submit evidence concerning their credentials and qualifications to
perform accreditation of laboratories that test equipment to Commission requirements, consistent with the
technical requirements set forth under section 2.948(e).>* Applicants must successfully complete and
submit a peer review.>® Under the ISO/IEC 17011 standard, accreditation body applicants must meet
specified impartiality, management, and accreditation requirements, and otherwise meet accreditation
body responsibilities.’* OET publishes its findings and maintains a webpage on FCC-recognized
accreditation bodies.?’

13. We note, however, that Commission rules do not currently require accreditation and FCC
recognition of test labs that are relied upon as part of the Supplier’s Declaration of Conformity (SDoC)
process for obtaining an equipment authorization.3® In 2017, the Commission revised its rules to no
longer require testing by accredited and FCC-recognized test labs for equipment with a reduced potential
to cause harmful interference authorized in the SDoC process. The SDOC process applies, generally, to
equipment that does not contain a radio transmitter and contains only digital circuitry—such as computer
peripherals, microwave ovens, ISM equipment, switching power supplies, LED light bulbs, radio
receivers, and TV interface devices.?

31 See 47 CFR §§ 2.915, 2.960(a) (the TCB shall review the application to determine compliance with the
Commission’s requirements), 2.962(f) (“Scope of responsibility”).

3247 CFR § 2.948(a).

3347 CFR §§ 2.948(a), (e); ISO/IEC 17025:2017(E) (“General requirements for the competence of testing and
calibration laboratories™) (ISO/IEC 17025); see 47 CFR § 2.910(d). See 2014 EA R&O, 29 FCC Rcd at 16354-55,
para. 45 (requiring that all laboratories that perform certification testing be accredited to ISO/IEC 17025 and
revising sections 2.948(a) and (e) accordingly). In this decision, the Commission eliminated the long-standing
option for test labs located in countries that do not have an MRA with the United States to be recognized by the FCC
by filing a separate request (with submissions) under section 2.948 to obtain an OET approval. The Commission
sought to ensure that test labs are accredited to the same applicable standards under ISO/IEC 17025. Id. at 16354-
55, paras. 45-47.

3447 CFR § 2.949(a)-(b). See 2014 EA R&O, 29 FCC Rcd at 16356-58, paras. 50-53.

35 47 CFR § 2.949(b)(1) (applicants shall provide evidence of their credentials and qualifications to perform
accreditation of test labs, which includes “[sJuccessful completion of an ISO/IEC 17011 [ ] peer review”). See
ISO/IEC 17011 (“Conformity Assessment — General requirements for accreditation bodies accrediting conformity
assessment bodies”), ISO/IEC 17011:2004(E) (ISO/IEC 17011. Requirements contained in ISO/IEC 17011 are used
to support peer evaluation mechanisms created at regional and international levels. Highly qualified and
experienced experts conduct review to provide confidence that accreditation bodies around the world operate to the
same standards.

36 See generally ISO/IEC 17011.
371d. at 2-4. See https://apps.fce.gov/oetef/mra/reports/AccreditingBodyReport.cfm.

38 See Supplier’s Declaration of Conformity Guidance, 896810 D01 SDoC v02 (OET Dec. 20, 2019),
https://apps.fce.gov/oetcf/kdb/forms/FTSSearchResultPage.cfm?id=203240&switch=P.

3 Amendment of Parts 0, 1, 2, and 15 of the Commission’s Rules regarding Authorization of Radiofrequency

Equipment, ET Docket No. 15-170, Report and Order, 32 FCC Rcd 8746, 8749-51, paras. 4, 7-8 (2017) (noting

generally that equipment authorized under the SDoC process have reduced potential to cause harmful interference,
(continued....)
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14. The Commission recognizes four accreditation bodies in the U.S. that can designate test labs
that operate in the United States.*® As for accreditation of test labs outside of the United States in
countries that have entered into an MRA, section 2.948(f)(1) provides that test lab accreditation will be
acceptable if the accredited laboratory has been designated by a foreign designating authority and
recognized by the Commission under the terms of an MRA.#! Currently there are 24 such FCC-
recognized test lab accreditation bodies outside the United States, located in 23 different MR A-partnered
countries.*?

15. The Commission has a separate rule provision concerning the accreditation bodies that are
permitted to accredit test labs in countries that do not have an MRA with the United States. If the test lab
is located in a country that does not have an MRA with the United States, then the test lab must be
accredited by an organization recognized by the Commission to perform accreditations in non-MRA
countries.®* Currently, the Commission has recognized three such accrediting bodies.** In response to
requests from industry for clarifying the process by which test labs are accredited in non-MRA countries,
the Commission in 2016 directed OET to provided clearer guidance on accreditation of test labs in non-
MRA -partnered countries.* Current rules do not preclude an accreditation body that is not in an MRA-

the Commission concluded that accredited and FCC-recognized test labs were not needed for purposes of ensuring
compliance with RF rules designed to prevent harmful interference).

40 American Association for Laboratory Accreditation (A2LA), National Voluntary Laboratory Accreditation
Program (NVLAP), ANSI National Accreditation Board (ANAB), and Perry Johnson Laboratory Accreditation Inc.
(PILA).

4147 CFR § 2.948(f)(1). As noted above, the FCC participates in eight MRAs. A recognized designating authority
in any of the participating economies can assess and designate a competent testing lab to the FCC and request FCC
recognition. The designation process requires the designating authority submit information establishing the
capabilities of the test lab.

42 We note that the Test Lab Accrediting Bodies in MRA countries outside of the United States generally are
governmental agencies. https://apps.fcc.gov/oetcf/mra/reports/AccreditingBodyReport.cfm In its recognition of
these accreditation bodies, the FCC specifies for each accreditation body the countries in which the test labs can be
accredited for operation. For instance, IANZ of New Zealand is recognized to only designate test labs in New
Zealand but A2LA in the US is recognized to designate test labs in China, India, Philippines, Thailand, and the U.S.

4347 CFR § 2.948(f)(2). Since July 6, 2017, the Commission has recognized four test lab accrediting bodies that
potentially may accredit test labs in non-MRA-partnered countries. These are all based in the United States —
American Association for Laboratory Accreditation, National Voluntary Laboratory Accreditation Program, ANSI
National Accreditation Board, and Perry Johnson Laboratory Accreditation, Inc.

44 These accrediting bodies (all of which also can accredit test labs in the United States) are the American
Association for Laboratory Accreditation (which can accredit test labs in China, India, Philippines, Thailand); the
National Voluntary Laboratory Accreditation Program (which can accredit test labs in China, India, Indonesia,
Philippines, Russian Federation, Switzerland, Thailand, Ukraine); and the ANSI National Accreditation Board
(which can accredit test labs in China, India, Indonesia, Philippines, Russian Federation, Switzerland, Thailand,
Ukraine, and United States). See https://apps.fcc.gov/oetcf/mra/reports/AccreditingBodyReport.cfm. We note that
to date only U.S.-based accreditation bodies have applied for FCC recognition for the authority to accredit test labs
in countries that are not within any MR A-partnered economies.

4 See KDB 974614 (“Accredited Testing Laboratory Roles and Responsibilities D02”) (last updated March 2,
2018), https://apps.fce.gov/oetef/kdb/forms/FTSSearchResultPage.cfm?switch=P&id=44684. Commission rules do
not foreclose the possibility that an accreditation body in an MR A-partnered economy could be recognized by the
Commission to accredit test labs in non-MRA-partnered countries. See Amendment of Parts 0, 1, 2, and 15 of the
Commission’s Rules regarding Authorization of Radiofrequency Equipment, ET Docket No. 13-44, Memorandum
Opinion and Order on Reconsideration, 31 FCC Rcd 7426, 7427-28, 7429-30, paras. 5, 10-12 (directing OET to
publish guidance on the form and substance that such submissions should take) (20716 EA MO&O). In 2014, the
Commission required that all test labs be accredited under ISO/IEC 17025. This removed the previous process that
had permitted test labs in countries not located in MRA-partnered countries to file separate submissions and obtain
approval to test equipment. See 2014 EA R&O, 29 FCC Rcd at 16354-55, para. 45 (requiring that all laboratories
that perform certification testing be accredited to ISO/IEC 17025 and revising sections 2.948(a) and (e)
(continued....)
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partnered country from submitting a request to be recognized, but, to date, no accreditation body outside
of an MRA-partnered economy has submitted a request for FCC recognition.

16. Under the Commission rules, if a test lab has been accredited for the appropriate scope for the
types of equipment that it will test, then it “shall be deemed competent to test and submit test data for
equipment subject to certification.”¢ Test labs must be reassessed at least every two years.*” Under
current procedures, if the accreditation body re-assesses the test lab and concludes that it continues to
meet the requirements set forth under ISO/IEC 17025, the accreditation body will update the expiration
date for the test lab’s accreditation in the FCC’s Equipment Authorization Electronic System (EAS) for a
period of up to two years. While the Commission’s rules currently provide procedures for FCC
recognition of test lab accreditation bodies,* our rules do not currently include specific Commission rules
or procedures for withdrawing recognition of a test lab accreditation body.

17. The Commission maintains a list of FCC-recognized accredited test labs on its website,
which currently lists nearly 640 test labs.*” Currently, MRA-partnered economies have the most FCC-
recognized test labs,*® while there are also are many test labs in countries in economies that have not
entered an MRA with the United States.”!

B. Recent Commission Actions

18. The EA Security R&O and FNPRM. On November 11, 2022, the Commission adopted the
EA Security Report and Order, Order, and Further Notice of Proposed Rulemaking.”> Specifically, the
Commission established several new rules to prohibit authorization of communications equipment
identified on the Commission’s Covered List (“covered” equipment) developed pursuant to the Secure
Networks Act.>* The Covered List identifies certain types of communications equipment produced by
particular entities — currently, Huawei, ZTE, Hytera, Hikvision, and Dahua (and their respective
subsidiaries and affiliates), as well as certain services provided by particular entities. This list is derived
from specific determinations made by enumerated sources, including certain Executive Branch agencies
and Congress, under the Secure Network Act, that certain equipment poses an unacceptable risk to

accordingly). The Commission sought to ensure that all test labs are accredited to the same applicable standards
under ISO/IEC 17025. Id. at 16354-55, paras. 45-47.

46 47 CFR § 2.948(e).
47 See 47 CFR § 2.948(e) (requiring that accreditation bodies reassess test labs at least every two years).
4847 CFR § 2.949.

4947 CFR § 2.948(c). https://apps.fcc.gov/oetef/eas/reports/TestFirmSearch.cfm. As of March 25, 2024, there were
639 FCC-recognized test labs.

30 As of March 26, 2024, countries with many FCC-recognized test labs include, the United States (121), Taiwan
(114), Japan (60), South Korea (40), Germany (20), United Kingdom (18), and Canada (15).

31 For instance, as of March 26, 2024, there are 170 FCC-recognized test labs that are located in China.

32 See EA Security R&O and EA Security FNPRM, 37 FCC Red 13493. That proceeding commenced in June 2021.
See Protecting Against National Security Threats to the Communications Supply Chain through the Equipment
Authorization Program,; Protecting Against National Security Threats to the Communications Supply Chain through
the Competitive Bidding Program, ET Docket No. 21-232 & EA Docket No. 21-233, Notice of Proposed
Rulemaking and Notice of Inquiry, 36 FCC Red 10578 (2021).

3 See generally EA Security R&O, 37 FCC Red at 13509-98, paras. 32-263. Pursuant to sections 2(a) and (d) of the
Secure and Trusted Communications Networks Act of 2019, and sections 1.50002 and 1.50003 of the Commission’s
rules, the Federal Communications Commission’s Public Safety and Homeland Security Bureau (PSHSB) publishes
a list of communications equipment and services that have been determined by one of the sources specified in that
statute to pose an unacceptable risk to the national security of the United States or the security and safety of United
States persons (“covered” equipment). Secure and Trusted Communications Networks Act of 2019, Pub. L. No.
116-124, 133 Stat. 158 (2020) (codified as amended at 47 U.S.C. §§ 1601-1609 (Secure Networks Act); 47 CFR §§
1.50002, 1.50003.
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national security.** The EA Security R&O revised part 2 of the Commission’s rules concerning equipment
authorization requirements and processes.” To help implement the prohibition on authorization of any
“covered” equipment, applicants seeking equipment authorization are required to make certain
attestations (in the form of certifications) about the equipment for which they seek authorization. These
include attesting that the equipment is not prohibited from receiving authorization and whether the
applicant is an entity identified on the Covered List as an entity producing “covered” communications
equipment.’® TCBs, pursuant to their responsibilities as part of the Commission’s equipment
authorization program, review the applications and must ensure that only applications that meet all of the
Commission’s applicable technical and non-technical requirements are ultimately granted, and that none
of these grants are for prohibited equipment.>’

19. In affirming in the EA4 Security R&O its authority to prohibit authorization of
communications equipment that had been placed on the Covered List, the Commission also noted that it
has broad statutory authority, predating the Secure Networks Act and the Secure Equipment Act, under
sections 302 and 303(e) of the Communications Act and other statutory provisions, to take into account
national security concerns when promoting the public interest.>

20. Other Recent Commission Actions. Since adoption of the EA Security R&O, Order, and
FNPRM in November 2022, the Commission has taken several additional steps to address evolving
national security concerns to protect the security of America’s critical communications networks and
supply chains. In April 2023, in the Evolving Risks Order and NPRM, the Commission took additional
steps to protect the nation’s telecommunications infrastructure from threats in an evolving national
security and law enforcement landscape by proposing comprehensive changes to the Commission’s rules
that allow carriers to provide international telecommunications service pursuant to section 214 of the

34 These enumerated sources specifically include particular Executive Branch bodies with appropriate national
security expertise — including the Department of Homeland Security (DHS), the Department of Defense (DOD), the
Office of the Director of National Intelligence (ODNI), the National Security Agency (NSA), the Federal Bureau of
Investigation (FBI), and the Department of Commerce — as well as Congress (under section 889(f)(3) of the National
Defense Authorization Act of 2019)). See Secure Networks Act, sections 2(c)(1)-(2), (4); section 9(2).

35 TCBs now have the additional responsibility to carefully review equipment applications and to ensure, when
certifying equipment for compliance with Commission rules, that no “covered” equipment is authorized. See, e.g.,
EA Security R&O, 37 FCC Red at 13531-33, paras. 45-50 (requiring that any equipment produced by entities
identified on the Covered List can only be authorized under the Commission’s certification procedures, requiring
that all applications for equipment authorization must be reviewed by TCBs to ensure that no “covered” equipment
is authorized); id. at 13567-78, paras. 189-215 (providing significant Commission guidance on implementing the
prohibition on authorizing “covered” equipment; TCBs have the responsibility for reviewing the applications for
equipment certification, including the applicant attestations, and implementing this prohibition).

36 EA Security R&0, 37 FCC Red at 13516-18, paras. 52-55 (requiring applicants to submit certain attestations
concerning their equipment).

57 See, e.g., EA Security R&0, 37 FCC Red at 13514-16, 13518, paras. 48, 50, 52, 55; see also, e.g., 47 CFR §
2.962(e).

38 EA Report and Order, 37 FCC Red at 13511-12, paras. 38-43. Among other things, the Commission noted that
section 302 provides additional authority to make reasonable regulations governing RF devices, “consistent with the
public interest, convenience, and necessity,” thus giving the Commission broad authority to implement other
statutory responsibilities, including consideration of the national defense and the promotion of safety of life and
property, citing section 1 of the Act. Furthermore, it noted that section 303(e) gives the Commission authority to
“[r]egulate the kind of apparatus to be used with respect to its external effects,” and the Communications Assistance
for Law Enforcement Act (CALEA) gives the Commission authority to prescribe rules necessary to protect networks
from equipment that raises national security threats. See id. at 13511-12, para. 40-41. In the EA Security FNPRM,
the Commission sought comment on several issues that could help ensure effective implementation of the
prohibition on authorization of “covered” equipment. See generally EA Security FNPRM, 37 FCC Rcd at 13599-
602, paras. 267-332.
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Communications Act.*® The Commission proposed, among other things, to adopt a renewal framework
or, in the alternative, a formalized periodic review process for all international section 214 authorization
holders.®® The Commission stated that, in view of the evolving national security and law enforcement
concerns identified in its recent proceedings revoking the section 214 authorizations of certain providers
controlled by the Chinese government,°! it believes that a formalized system of periodically reassessing
international section 214 authorizations would better ensure that international section 214 authorizations,
once granted, continue to serve the public interest.? In the Evolving Risks Order, the Commission
required all international section 214 authorization holders to respond to a one-time collection to update
the Commission’s records regarding their foreign ownership, noting that “the information will assist the
Commission in developing a timely and effective process for prioritizing the review of international
section 214 authorizations that are most likely to raise national security, law enforcement, foreign policy,
and/or trade policy concerns.”® In the Evolving Risks NPRM, the Commission proposed, among other
things, to prioritize the renewal applications or any periodic review filings and deadlines based on, for
example, “reportable foreign ownership, including any reportable foreign interest holder that is a citizen
of a foreign adversary country,” as defined in the Commerce Department’s rule, 15 CFR § 7.4.%4 The

39 See generally Review of International Section 214 Authorizations to Assess Evolving National Security, Law
Enforcement, Foreign Policy, and Trade Policy Risks, Amendment of the Schedule for Application Fees Set Forth in
Sections 1.1102 through 1.1109 of the Commission’s Rules, IB Docket No. 23-119 and MD Docket No. 23-134, 38
FCC Rcd 4346, para. 1 (2023) (Evolving Risks Order and NPRM). Section 214(a) of the Act prohibits any carrier
from constructing, acquiring, or operating any line, and from engaging in transmission through any such line,
without first obtaining a certificate from the Commission “that the present or future public convenience and
necessity require or will require the construction, or operation, or construction and operation, of such . . . line.. . . .
47 U.S.C. § 214(a); see Reform of Rules and Policies on Foreign Carrier Entry Into the U.S. Telecommunications
Market, IB Docket No. 12-299, Report and Order, 29 FCC Red 4256, para. 2, n.2 (2014) (2014 Foreign Carrier Entry
Order) (“Any party seeking to provide common carrier telecommunications services between the United States, its
territories or possessions, and a foreign point must request authority by application pursuant to section 214(a) of the
Act, 47 U.S.C. § 214(a), and section 63.18 of the Commission’s rules, 47 C.F.R. § 63.18.”).

0 Evolving Risks Order and NPRM, 38 FCC Rcd at 4346, 4369, paras. 1, 41.

EE)

61 Id. at 4358, para. 15. In the context of section 214 authorizations, the Commission has also taken several
additional steps to promote national security and law enforcement. In the November 2021 China Telecom Americas
Order on Revocation and Termination, the February 2022 China Unicom Americas Order on Revocation, and
March 2022 Pacific Networks/ComNet Order on Revocation and Termination, the Commission revoked, and in
certain cases terminated for failure to satisfy certain conditions, certain carriers’ section 214 authority based on
recommendations and comments from interested Executive Branch agencies regarding evolving national security
and law enforcement concerns. China Telecom (Americas) Corporation, GN Docket No. 20-109, File Nos. ITC-
214-20010613-00346, ITC-214-20020716-00371, ITC-T/C-20070725-00285, Order on Revocation and
Termination, 36 FCC Red 15966 (2021) (China Telecom Americas Order on Revocation and Termination), aff’d,
China Telecom (Ams.) Corp. v. FCC, 57 F.4th 256 (D.C. Cir. 2022); China Unicom (Americas) Operations Limited,
GN Docket No. 20-110, File Nos. ITC-214-20020728-00361, ITC-214-20020724-00427, Order on Revocation, 37
FCC Rcd 1480 (2022) (China Unicom Americas Order on Revocation), argued No. 22-70029 (9th Cir. Feb. 15,
2023); Pacific Networks Corp. and ComNet (USA) LLC, GN Docket No. 20-111, File Nos. ITC-214-20090105-
00006, ITC-214-20090424-00199, Order on Revocation and Termination, 37 FCC Red 4220 (2022) (Pacific
Networks/ComNet Order on Revocation and Termination), aff’d, Pacific Networks Corp. v. FCC, 77 F.4th 1160
(D.C. Cir. 2023).

92 Evolving Risks Order and NPRM, 38 FCC Rcd at 4358, para. 15.
63 Id. at 4359, para. 16.

64 ]d. at 4375-76, para. 63; see id. at 4361, para. 20 (stating “[a] ‘foreign adversary’ country is defined in the
Department of Commerce’s rule, 15 CFR § 7.4.”); 15 CFR § 7.4 (“Determination of foreign adversaries”™)
(identifying The People’s Republic of China, including the Hong Kong Special Administrative Region (China),
Republic of Cuba (Cuba), Islamic Republic of Iran (Iran), Democratic People’s Republic of Korea (North Korea),
Russian Federation (Russia), and Venezuelan politician Nicolas Maduro (Maduro Regime)). The Commission
further proposed, among other things, to require applicants for international section 214 authority and modification,
assignment, transfer of control, and renewal of international section 214 authority to certify that they will not
(continued....)
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Commission also sought comment on whether to revise its ownership reporting threshold, currently set at
10% or greater direct and indirect equity and/or voting interests, to 5%, noting that the current 10%
threshold may not capture all of the foreign interests that may present national security, law enforcement
foreign policy, and/or trade policy concerns in today’s national security and law enforcement
environment.®> The Commission also proposed, among other things, to require applicants to certify in
their application whether or not they use equipment or services identified in the Commission’s Covered
List.%¢ The Commission stated that it intends to continue to collaborate with the relevant Executive
Branch agencies and refer matters to the Executive Branch agencies where warranted.®’

21. On March 14, 2024, the Commission adopted the Cybersecurity loT Labeling R&O to
strengthen the nation’s cybersecurity protections by adopting a voluntary cybersecurity labeling program
for wireless Internet of Things (IoT) products.®® Through this IoT Labeling Program, the Commission
will provide consumers with an FCC IoT label that includes the U.S. government certification mark
(referred to as the Cyber Trust Mark) that provides assurances that an [oT product that bears the FCC IoT
Label meets certain minimum cybersecurity standards and strengthens the chain of connected loT
products in their own homes and as part of a larger national [oT ecosystem.® The Order established a
new administrative framework and regulatory structure to implement this voluntary program, with the
Commission having program oversight while delegating certain responsibilities to new Cybersecurity
Labeling Administrators and FCC-recognized testing labs (e.g., Cybersecurity Testing Labs) to evaluate
whether particular IoT devices and products meet the prescribed criteria for obtaining the Cyber Trust
Mark.” Among other things, the Commission also determined that entities that are owned, controlled by,
or affiliated with “foreign adversaries,” as defined by the Department of Commerce, should be ineligible
for purposes of the Commission’s voluntary loT Labeling Program.”’ The Commission also generally
prohibited entities that produce equipment on the Covered List, as well as entities named on the DOD’s
list of Chinese military companies or the Department of Commerce’s Entity List, from any participation
in the IoT Labeling Program.”? Also, we specifically prohibited any of these entities from serving as a
Cybersecurity Label Administrator or serving as an FCC-recognized test lab for testing products for

purchase and/or use equipment made by entities (and their subsidiaries and affiliates) on the “Covered List” as a
condition of the potential grant of the application. Evolving Risks Order and NPRM, 38 FCC Rcd at 4405-06, para.
125.

9 Id.; see generally id. at 4392-96, paras. 89-97; id. at 4392, para. 89. See also id. at 4395, para. 95 (noting a 5%
reporting threshold is consistent with information that the Committee on Foreign Investment in the United States
(CFIUS) requires that parties to a voluntary notice filed with respect to transactions that they review); id. at 4394-95,
para. 94 (noting that a 5% reporting threshold also is consistent with information that U.S. companies and their
shareholders must provide to the Security and Exchange Commission).

% Jd. at 4350, para. 4; see generally id. at 4405-06, paras. 124-26.
7 Id. at 4362-63, para. 24.

8 See In the Matter of Cybersecurity Labeling for Internet of Things, PS Docket No. 23-239, Report and Order,
(FCC 24-26), FCCRcd  (adopted Mar. 14, 2024) (Cybersecurity IoT Labeling R&O).

® Id. at para. 1.
70 See id. at paras. 40-80.

71 See id. at para. 61 (agreeing with commenters that the Commission should establish rules that are not subject to
undue influence by foreign adversaries and noting that it would be problematic to rely on determinations made by
such entities).

72 See id. at paras. 33, 60-61, 74. See DOD National Defense Authorization Act for Fiscal Year 2021, Pub. L. No.
116-283, § 1260H, 134 Stat. 3388, 3580 (2021). The list can be found at
https://media.defense.gov/2024/Jan/31/2003384819/-1/-1/0/1260H-LIST.PDF (viewed January 31, 2024); Bureau of
Industry and Security, U.S. Department of Commerce, Supplement No. 4 to Part 744 — Entity List (2023),
https://www.bis.doc.gov/index.php/documents/regulations-docs/2326-supplement-no-4-to-part-744-entity-list-4/file
[https://perma.cc/STW5-B8GW].
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compliance with forthcoming cybersecurity technical standards.” The Commission concluded that these
lists represent the determination of relevant Federal agencies that entities on these lists may pose a
national security threat within their respective areas, and that it is not in the public interest to permit these
entities to provide assurance to the public that their products meet the new cybersecurity standards for
obtaining a Cyber Trust Mark.™

1. DISCUSSION

22. In this NPRM, we propose and seek comment on potential revisions to the Commission’s
rules designed to promote the integrity of our equipment authorization program and ensure that it serves
the Commission’s goals in protecting our communications equipment supply chain from entities posing
unacceptable national security concerns. First, we propose to prohibit from— recognition by the FCC and
participation in our equipment authorization program, any TCB or test lab in which an entity identified on
the Covered List (i.e., any named entity or any of its subsidiaries or affiliates) has direct or indirect
ownership or control. Second, we seek comment on the extent to which the Commission should impose
eligibility restrictions for TCBs and test labs based on lists developed by Executive Branch agencies that
reflect expert determinations about entities that pose national security risks. Third, we propose and seek
comment on collecting various ownership information from TCBs and test labs to strengthen our
oversight and implement any affiliation prohibitions that may be adopted. Fourth, we seek comment on
other aspects associated with implementation of our proposals as well as other considerations to
strengthen our oversight of TCBs and test labs. These include clarification of current rules and applicable
standards” to ensure the impartiality and integrity of TCBs.

A. Prohibiting Recognition of TCBs and Test Labs in which Entities Identified on the
Covered List have Direct or Indirect Ownership or Control

23. In 2022 in the EA Security R&O the Commission adopted rules to prohibit authorization of
certain equipment produced by entities named on the Covered List and adopted supply chain protections
that include new informational requirements that seek to ensure that these untrustworthy entities do not
adversely influence certification of equipment that poses unacceptable national security risks.”® The
Covered List is derived from specific determinations made by certain enumerated sources (particular
Executive Branch agencies with national security expertise and Congress’’) under the Secure Networks
Act that certain equipment poses an unacceptable risk to national security. Congress has also made
determinations in the Secure Networks Act that certain of these entities and their equipment pose an
unacceptable risk to national security. In the future, Executive Branch agencies may add to the Covered
List. Even before the Secure Networks Act, we designated Huawei and ZTE (along with their parents,
affiliates, and subsidiaries) as “covered companies” that pose a unique threat to the security and integrity

73 See In the Matter of Cybersecurity Labeling for Internet of Things, PS Docket No. 23-239, Report and Order, FCC
24-26 (adopted Mar. 14, 2024) (Cybersecurity loT Labeling R&0O). Cybersecurity Label Administrator helps
manage the program and certifies applications for compliance with Commission requirements for obtaining a Cyber
Trust Mark.

74 See, e.g., Cybersecurity IoT Labeling R&O at para. 60.
7> See, e.g., ISO/IEC 17065.

76 See generally EA Security R&O, 37 FCC Red 13493; see, e.g., 47 CFR §§ 2.903(b) (requiring that each entity
named on the Covered List provide information on their subsidiaries and affiliates that produce “covered”
equipment); 2.911(d)(5) (requiring applicants to submit particular information related to “covered” equipment.

77 The Covered List is based on specific determinations made by sources enumerated under the Secure Networks Act
— including the Department of Homeland Security (DHS), the Department of Defense (DOD), the Office of the
Director of National Intelligence (ODNI), the National Security Agency (NSA), the Federal Bureau of Investigation
(FBI) and the Department of Commerce — as well as Congress (under section 889(f)(3) of the National Defense
Authorization Act 0of 2019)). See Secure Networks Act, sections 2(c)(1)-(2), (4); section 9(2).
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of our nation’s communications networks and supply chains because of their close ties to the Chinese
government and military, and the security flaws in their equipment.”®

24. In light of these determinations from expert Executive Branch agencies and Congress about
the serious national security risks posed by entities with equipment on the Covered List, we tentatively
conclude that the Commission should not recognize or permit reliance on TCBs, test labs, or their
accrediting bodies, or permit them to have any role in our equipment authorization program, if they have
sufficiently close ties with Covered List entities.” Accordingly, we propose to restrict the eligibility of
entities that may serve as TCBs or test labs based on, at a minimum, the Covered List. Specifically, we
propose to prohibit from recognition by the Commission and participation in our equipment authorization
program, any TCB or test lab in which an entity identified on the Covered List (i.e., any named entity or
any of its subsidiaries or affiliates) has direct or indirect ownership or control. Our proposed prohibition
would preclude the use of such TCBs and test labs, as part of any equipment authorization-related
reliance or testing, not only with regard to certification of equipment, but also authorization of equipment
pursuant to SDoC procedures.®® We seek comment on this proposal.

25. Further, in the interest of national security, and out of an abundance of caution, we find that it
is imperative that we not allow entities identified on our Covered List to use test labs they own or control
to circumvent or otherwise undermine our prohibition on authorization of equipment identified on the
Covered List or undermine the integrity of our supply chain. To that end, we note that OET has taken
action to deny the re-recognition of a test lab apparently owned by an entity on the Covered List — Global
Compliance and Testing Center of Huawei Technologies — while allowing this test lab to provide
additional information on whether it is owned or controlled by Huawei Technologies Company or any
other entity on the Covered List, and to show cause why it should be allowed re-recognition.®!
Accordingly, we direct OET to suspend, pending the outcome of this proceeding, recognition of any TCB
or test lab for which there is sufficient evidence to conclude such TCB or test lab is owned or controlled
by an entity identified on the Covered List,?> while allowing such TCB or test lab thirty days from the
date of such suspension to certify, and provide supporting documentation, that no entity identified on the
Covered List holds a 10% or more direct or indirect ownership interest or controlling interest in the TCB
or test lab. We believe this action is necessary to protect against additional national security risks to our
equipment authorization program and supply chain, including protecting existing manufacturers from
unknowing reliance on untrustworthy entities, pending the implementation of the additional ownership
disclosures and transparency requirements we propose herein. Any burden on existing recognized TCBs
or test labs should be minimal, as only those entities for whom OET has reason to question their
ownership or control by an entity or entities identified on the Covered List will be impacted, and those
TCBs or test labs will be given an opportunity to show cause why their FCC recognition should not be
revoked for just cause. As we weigh the importance of our national security against these minimal

78 Protecting Against National Security Threats to the Communications Supply Chain Through FCC Programs, WC
Docket No. 18-89, Report and Order, Further Notice of Proposed Rulemaking, and Order, 34 FCC Red 11423,
11439-41, paras. 43-46 (2019) ( Supply Chain I R&O) (initially designating Huawei and ZTE as “covered”
companies that posed “a unique threat” to the security and integrity of the nation’s communications supply chains);
PSHSB Huawei Designation Order, 35 FCC Rcd 6604; PSHSB ZTE Designation Order, 35 FCC Red 663; Huawei
Designation Order, 35 FCC Rcd 14435.

7 We note that this action also would be consistent with actions taken in the E4 Security R&O, in which the
Commission has precluded entities identified on the Covered List from obtaining SDoC authorization, requiring that
any equipment produced by these entities file requests for authorization under our equipment certification
procedures. See EA Security R&O, 37 FCC Red at 13526-27, paras. 78-79.

80 As we noted above, under current rules the Commission does not require that only accredited and FCC-recognized
test labs can be relied upon in the SDoC process with regard to ensuring technical compliance. See supra paragraph
13.

81 Letter from Hermes, Jihad, Electronics Engineer, Laboratory Division, FCC Office of Engineering and
Technology, to Global Compliance and Testing Center of Huawei Tec (April 22, 2024).

82 See EA Security R&O at paras. 183-184 (defining affiliate and subsidiary in terms of ownership and control).
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measures to prevent entities on the Covered List from owning or controlling FCC-recognized TCBs or
test labs, we find that the compelling interest outweighs any burden imposed by such temporary
suspension.

B. Prohibiting Recognition of TCBs and Test Labs in which Other Entities that Raise
National Security Concerns have Direct or Indirect Ownership or Control

26. We also seek comment on whether there are other types of direct or indirect ownership or
control, or other types of influences beyond the Covered List determinations that potentially could
adversely affect a TCB’s or test lab’s trustworthiness, or otherwise undermine the public’s confidence. In
recognition that TCBs and test labs have access to proprietary, sometimes sensitive information about
suppliers and their devices, we seek comment on whether, and to what extent, the Commission should
apply other lists developed by Executive Branch agencies that reflect expert determinations about entities
that pose national security concerns.

27. The Covered List is only one source that identifies entities that raise national security
concerns that potentially affect the communications equipment supply chain. Several Executive Branch
agencies with particular national security responsibilities, and based upon specific statutory authorities,
have recently developed or updated lists that identify entities, technologies, or services that they have
determined raise national security concerns.$?

28. For example, the Department of Commerce maintains a list of “foreign adversary” countries®*
that identifies any foreign government or foreign non-government person that the Secretary of Commerce
has determined to have engaged in a “long-term pattern or serious instances of conduct significantly
adverse to the national security interest of the United States or security and safety of United States
persons.”® The Department of Commerce’s list of foreign adversaries currently includes several foreign
governments and foreign non-government persons, including China (including Hong Kong), Cuba, Iran,
and Russia.?® As discussed above, the Commission has recently relied in part on this foreign adversary

8 These include two agencies — the Commerce Department and DOD - that also are authorized to make Covered
List determinations about equipment that services that pose an unacceptable risk to national security. See Secure
Networks Act, sections 2(c)(1)-(2), (4); section 9(2).

8415 CFR § 7.4 (“Determination of foreign adversaries”). Section 7.4 was promulgated pursuant to Executive Order
13873 of May 15, 2019, “Securing the Information and Communications Technology and Services Supply Chain.”
See Executive Order 13873, of May 15, 2019, Securing the Information and Communications Technology and
Services Supply Chain, 84 Fed. Reg. 22689 (May 15, 2019) (Executive Order 13873). Executive Order 13873 was
issued pursuant to the President’s authority under the International Emergency Economic Powers Act, the National
Emergencies Act, and § 301 of Title 3 of United States Code. 50 U.S.C. § 1701 ef seq. (authorizing the President to
regulate commerce after declaring a national emergency in response to an unusual and extraordinary threat to the
U.S. which has its source in whole or in part outside the U.S.); 50 U.S.C. §§ 1601-1651 (empowering the President
to activate certain powers during a national emergency and imposing the procedural requirements when invoking
those powers); 3 U.S.C. § 301(delegation of functions). The list was first issued in an Interim Final Rule by the
Department of Commerce, on January 19, 2021. Department of Commerce, Securing the Information and
Communications Technology and Services Supply Chain, Interim Final Rule, 86 Fed. Reg. 4909-01 (Jan. 19, 2021)
(Interim Final Rule). Section 7.4(b) states further that the Secretary’s determination of foreign adversaries is solely
for the purposes of Executive Order 13873, this rule, and any subsequent rule promulgated pursuant to the Executive
Order. 15 CFR § 7.4(b). The Executive Order, in turn, names the Commission as well as the U.S. Trade
Representative and others as consultative agencies in implementing the Order. Executive Order 13873, 84 Fed. Reg.
at 22869 (Section 1).

8515 CFR § 7.2. A “foreign adversary” country is defined in the Department of Commerce’s rule, 15 CFR § 7.4,218
and includes China (including Hong Kong), Cuba, Iran, North Korea, Russia, and Maduro Regime.

8 15 CFR § 7.4 (identifying The People’s Republic of China, including the Hong Kong Special Administrative
Region (China), Republic of Cuba (Cuba), Islamic Republic of Iran (Iran), Democratic People’s Republic of Korea
(North Korea), Russian Federation (Russia), and Venezuelan politician Nicolas Maduro (Maduro Regime)). The
foreign adversaries identified in the current list have not changed since publication of the interim final rule in 2021.
Interim Final Rule, 86 Fed. Reg. at 4911. Section 7.4(d) provides that the Secretary of Commerce will periodically
(continued....)
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list (as well as the Covered List) in both the Evolving Risks Order and NPRM and the Cybersecurity loT
Labeling R&O when making proposals and taking particular actions, respectively, that serve to promote
the Commission’s national security goals in those proceedings. %

29. DOD, pursuant to section 1260H of the NDAA of 2021, has identified each entity that the
Secretary of Defense has determined is a “Chinese military company” that is “operating directly or
indirectly in the United States” and is “engaged in providing commercial services, manufacturing,
producing, or exporting.”® This DOD list (1260H List) currently includes 73 entities, including three of
the five equipment manufacturers listed on the Covered List.*® Beginning in 2026, pursuant to other
statutes, the DOD is prohibited from procurement from companies identified on the 1260H list.*

30. Meanwhile, the Department of Commerce’s Entity List identifies entities that are reasonably
believed to be involved in, or to pose a significant risk of being or becoming involved in, activities
contrary to U.S. national security or foreign policy interests.”’ Among other things, the Entity List seeks

review this list in consultation with appropriate agency heads and may add to, subtract from, supplement, or
otherwise amend the list. 15 CFR §7.4(d).

87 See discussion in paragraphs 20-21, above; see Evolving Risks Order and NPRM, at 4375-76, para. 63;
Cybersecurity loT Labeling R&O, FCC Rcd at __, para. 60.

88 National Defense Authorization Act for Fiscal Year 2021, Pub. L. No. 116283, § 1260H, 134 Stat. 3388, 3580
(2021). “Chinese military company” means an entity (not including natural persons) that (1) is “directly or
indirectly owned, controlled, or beneficially owned by, or in an official or unofficial capacity acting as an agent of
or on behalf of, the People’s Liberation Army or any other organization subordinate to the Central Military
Commission of the Chinese Communist Party” or (2) “identified as a military-civil fusion contributor to the Chinese
defense industrial base.” Id. at 1260H(d)(1). Available at https://media.defense.gov/2024/Jan/31/2003384819/-1/-
1/0/1260H-LIST.PDF. Section 1260H does not on its own impose prohibitions on these companies.

89 U.S. Department of Defense, DoD Releases List of People’s Republic of China (PRC) Military Companies in
Accord with Section 1260H of the National Defense Authorization Act for Fiscal Year 2022,
https://www.defense.gov/News/Releases/Release/Article/3661985/dod-releases-list-of-peoples-republic-of-china-
pre-military-companies-in-accord/ (last visited Feb 9, 2024). The actual list can be found at
https://media.defense.gov/2024/Jan/31/2003384819/-1/-1/0/1260H-LIST.PDF (January 31, 2024).

% National Defense Authorization Act for Fiscal Year 2024, Pub. L. No. 118-31, § 805 (2023) (prohibiting DOD
from entering into a contract for the procurement of goods and services from an entity on the 1260H list or
contracting for goods and services that include goods or services produced or developed by an entity on the 1260H
list or any entity subject to the control of an entity on the 1260H list). Id. § 805. The prohibitions do not extend to
purchases of goods, services, or technology that connect goods or services to third party services or to components,
which are items supplied to the federal government as part of an end item or of another component. 7d.

%115 CFR § 744.16. The End-User Review Committee (ERC), which is comprised of representatives of the
Departments of Commerce (Chair), State, Defense, Energy and, where appropriate, the Treasury, determines the
entities to be added to or removed from the list. The Bureau of Industry and Security (BIS) is the entity that
administers the Entity List for Commerce. See Bureau of Industry and Security, U.S. Department of Commerce,
Supplement No. 4 to Part 744 — Entity List (2023), https://www.bis.doc.gov/index.php/documents/regulations-
docs/2326-supplement-no-4-to-part-744-entity-list-4/file [https://perma.cc/STW5-BSGW]. Inclusion on the Entity
List subjects the entity to certain license requirements for the export, reexport, and/or transfer of specified items.
Consistent with Executive Order 13873, the Secretary of Commerce may prohibit or restrict certain transactions that
involve information and communications technology and services designed, developed, manufactured, or supplied
by persons owned by, controlled by, or subject to the jurisdiction or direction of foreign adversaries. 15 CFR § 7.1
et seq.; see Executive Order 13873. The Secretary of Commerce has determined the following (a) The Secretary has
determined that the following foreign governments or foreign non-government persons are foreign adversaries: the
People’s Republic of China, including the Hong Kong Special Administrative Region (China), Republic of Cuba
(Cuba), Islamic Republic of Iran (Iran), Democratic People's Republic of Korea (North Korea), Russian Federation
(Russia), and Venezuelan politician Nicolas Maduro (Maduro Regime).. The Secretary of Commerce’s
determination of foreign adversaries is based on multiple sources including: (1) the “National Security Strategy of
the United States,” (2) “[t]he Director of National Intelligence's 2016-2019 Worldwide Threat Assessments of the
U.S. Intelligence Community; (3) “[t]he 2018 National Cyber Strategy of the United States of America,” and (4)
(continued....)
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to ensure that sensitive technologies do not fall into the hands of known threats.”? As discussed above, in
its Cybersecurity loT Labeling R&O the Commission prohibited entities named on DOD’s 1260H List or
the Department of Commerce’s Entity List (as well as entities producing equipment on the Covered List)
from any participation in the Commission’s IoT Labeling Program.*

31. Further, there are various other Executive Branch agency lists that address national security
concerns in addition to those above. For instance, the Commerce Department also publishes a Military
End User List, which identifies foreign parties that pursuant to the Export Administration Regulations
(EAR) are prohibited from receiving particular items, including certain telecommunications equipment
and software, unless the exporter secures a license.”* These parties have been determined by the U.S.
Government to be “military end users,” and represent an unacceptable risk of use in or diversion to a
“military end use” or “military end user” in China, Russia, or Venezuela.”® The Department of Treasury’s
Office of Foreign Assets Control, in coordination with the Department of State and DOD, administers
various sanctions programs, including the Non-Specially Designated Nationals Chinese Military-
Industrial Complex Companies List (CMIC List),”” which identifies individuals and companies as
operating or having operated in the defense or surveillance technology sector of the People’s Republic of
China and from which U.S. persons are generally prohibited from purchasing or selling publicly traded
securities.” In section 5949 of the NDAA for FY 2023, Congress prohibited executive agencies from

“[r]eports and assessments from the U.S. Intelligence Community, the U.S. Departments of Justice, State and
Homeland Security, and other relevant sources. 15 CFR § 7.4(c). The Secretary of Commerce “will periodically
review this list in consultation with appropriate agency heads and may add to, subtract from, supplement, or
otherwise amend this list.” 15 CFR § 7.4(d).

9215 CFR § 744.16.
93 See discussion in paragraph 21, above; see Cybersecurity IoT Labeling R&O,  FCC Red at _, para. 60.

%4 These restrictions are described in Supplement No. 2 of Part 744 of the Export Administration Regulations (EAR).
See Supplement No. 7 to Part 744 of the EAR, 15 C.F.R. pt. 744, Supp. No. 7 (2024),
https://www.bis.doc.gov/index.php/documents/regulations-docs/2714-supplement-no-7-to-part-744-military-end-
user-meu-list/file. The MEU List can be found at https://www.bis.doc.gov/index.php/policy-guidance/lists-of-
parties-of-concern/1770.

9515 USC 744.21(g), available at https://www.bis.doc.gov/index.php/documents/regulations-docs/2343-part-744-
control-policy-end-user-and-end-use-based-2/file.

% See id.

97 U.S. Department of the Treasury, Office of Foreign Assets Control, Consolidated Sanctions List (Non-SDN
Lists), available at Available at: https://www.treasury.gov/ofac/downloads/ccme/nscmiclist.pdf (last visited Feb 9,
2024); see 15 CFR part 586. To date, there currently are 68 entities on the CMIC List. See generally
https://ofac.treasury.gov/consolidated-sanctions-list-non-sdn-lists (last visited March 26, 2024). See Office of
Foreign Assets Control, Notice of OFAC Sanctions Actions, 86 Fed. Reg. 30677, 30678-83 (Jun. 9, 2021) (adding
59 entities); Office of Foreign Assets Control, Notice of OFAC Actions, 86 Fed. Reg. 73842, 73843 (Dec. 28, 2021)
(adding 1 entity); Office of Foreign Assets Control, Notice of OFAC Sanctions Actions, 86 Fed. Reg. 72680, 72681
(Dec. 22, 2021) (adding 8 entities).

98 See Exec. Order No. 14,032, 86 Fed. Reg. 32,953 (2021) (addressing threat from securities investments financing
certain Chinese companies); Exec. Order No. 13,959, 85 Fed. Reg. 75,140 (2020) (addressing threat from securities
investments financing communist Chinese military companies); 50 U.S.C. §§ 1701-1706 (2023) (Int'l Emergency
Economic Powers Act); 50 U.S.C. §§ 1601-1651 (2023) (National Emergencies Act); 31 C.F.R. pt. 586 (2024)
(Chinese Military-Industrial Complex Sanctions Regulations); 88 Fed. Reg. 60,889 (2023) (Publication of Chinese
Military-Industrial Complex Sanctions Regulations Web General Licenses 1, 1A, 1B, and 2); 87 Fed. Reg. 8735
(2022) (Chinese Military-Industrial Complex Sanctions Regulations); U.S. Department of Treasury, Office of
Foreign Assets Control, Publication of Chinese Military-Industrial Complex Sanctions-related Frequently Asked
Questions (June 1, 2022); U.S. Department of Treasury, Office of Foreign Assets Control, Issuance of Chinese
Military-Industrial Complex Sanctions Regulations; Amendment of the Weapons of Mass Destruction Proliferators
Sanctions Regulations (Feb. 15, 2022); U.S. Department of Treasury, Office of Foreign Assets Control, Non-SDN
Chinese Military-Industrial Complex Companies (NS-CMIC) List Updates; Administrative Updates to the SDN,
(continued....)
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procuring, obtaining, or contracting with entities to obtain any electronic parts, products, or services that
include “covered semiconductor chips” produced by three Chinese companies (and their subsidiaries or
affiliates).” The legislation authorizes DOD and the Commerce Department to designate other “covered
products or services” if they determine them to be owned, controlled by, or connected to the government
of a foreign country of concern, including China, Russia, North Korea, and Iran.!?

32. We seek comment on whether, and if so, the extent to which, we should rely upon any of the
various lists developed by the Executive Branch agencies that involve particular determinations relating
to national security as a source to identify entities that raise national security concerns warranting a
prohibition on participation in our equipment authorization program. While each list is designed to
support specific prohibitions or agency objectives, the national security objectives common throughout
each may warrant that the Commission take a cautious approach, especially with respect to those products
for which relevant Federal agencies have expressed other security concerns. Are any such lists
particularly suitable, or ill-fitting, for the equipment authorization context? We also seek comment on
whether the Commission should consider any other Executive Branch agency lists to rely upon as a
source to identify entities that raise national security concerns and to restrict participation of those entities
in our equipment authorization program. What other lists or sources of information should the
Commission consider?

33. We note that the Commission has a longstanding policy of according deference to the
Executive Branch agencies’ expertise in identifying risks to national security and law enforcement
interests. With regard to each of these lists, to the extent that commenters recommend consideration of
any of these lists with regard to eligibility for recognition of a TCB or test lab, we ask that commenters
explain why such eligibility should be restricted based on the list, as well as any other considerations the
Commission should take into account in implementing such a restriction. We invite comment on any
other issues concerning consideration of any of these lists of Executive Branch determinations.

34. Further, we seek comment on other determinations on which we should rely to prohibit
participation in our equipment authorization program. Specifically, should any “foreign entity of
concern” as defined by the CHIPS Act be prohibited from participation?'®" What about entities subject to
exploitation, influence, or control by the government of a foreign adversary, such as foreign adversary
state-owned enterprises, including their U.S.-based subsidiaries, or entities that conduct research,
development, testing, and evaluation in support of the military or intelligence apparatus of a foreign
adversary (i.e. defense contractors)? What about entities with ownership interests by municipal, state, or
other governmental entities within a foreign adversarial country? Are there any other determinations
reflecting national security risks and/or practices contrary to U.S. interests, such as entities with
documented evidence of human rights abuses, forced labor, and similar practices, including entities who

Consolidated, NS-CMIC, and SSI Lists (various dates). In a fact sheet, OFAC stated that it “expects to use its
discretion to target, in particular, persons whose operations include or support, or have included or supported, (1)
surveillance of persons by Chinese technology companies that occurs outside of the PRC; or (2) the development,
marketing, sale, or export of Chinese surveillance technology that is, was, or can be used for surveillance of
religious or ethnic minorities or to otherwise facilitate repression or serious human rights abuse.” See FAQ 900:
https://home.treasury.gov/policy-issues/financial-sanctions/faqs/900.

9 National Defense Authorization Act for Fiscal Year 2023, Pub. L. No. 117-263, § 5949, 136 Stat. 2257, 2645
(2023). Specifically, this prohibition applies to any “covered semiconductor products or services” that are produced
by Semiconductor Manufacturing International Corporation (SMIC), ChangXin Memory Technologies, Yangtze
Memory Technologies Corp, or any subsidiary or affiliate of those entities. NDAA for FY 2023 § 5949()(3)(a), (b).

100 NDAA for FY 2023 at § 5949(b)(2). Notably, this law provides that the Commission is not required to designate
“covered semiconductor and services” to its Covered List. Specifically, under the Rule of Construction set forth in
Section 5949, the Commission is not required to “designate covered semiconductor products or services to its
Covered Communications Equipment or Services List maintained under [] the [Secure Networks Act] of 2019.” Id.

at § 5949(a)(2)(A)(4).
101 CHIPS Act of 2022, Sec. 10162, Pub. L. 117-167, 136 Stat. 1366, 1635 (2022).
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meet the criteria established by the Uyghur Forced Labor Prevention Act?'> Are there any other
determinations we should consider that would indicate the untrustworthiness of an entity in terms of our
equipment authorization program?

C. Ownership, Control, or Influence by Entities that Pose an Unacceptable Risk to
National Security

35. To further protect the nation’s telecommunications infrastructure and communications
equipment supply chain from threats in an evolving national security landscape and to ensure the integrity
of the equipment authorization program, we propose and seek comment on collecting various ownership
and control information from TCBs and test labs.

36. We note that, outside the context of the equipment authorization program, the Commission
and other government agencies have routinely adopted rules to identify direct or indirect ownership or
control of entities by third parties in order to address national security, competition, or other concerns.
The Commission in many cases has required regulated entities to disclose information regarding related
parties, whether those other parties control the entity, or have an ownership interest in it, or have some
other relationship with the entity that is relevant to the public interest. For example, applicants seeking a
new FCC satellite license, a modification of a satellite license, or the assignment or transfer of a satellite
license, must disclose certain information both about foreign ownership and corporate ownership.!* The
Commission’s rules also require the disclosure of ownership information and corporate ownership
information that would assist the Commission’s public interest review of applications for international
section 214 authority.'™ We note that in the recent Evolving Risks Order and NPRM, the Commission
sought comment on revising its ownership reporting threshold, currently set at 10% or greater direct and
indirect equity and/or voting interests, to 5%, noting that the current 10% threshold may not capture all of
the foreign interests that may present national security, law enforcement foreign policy, and/or trade
policy concerns in today’s national security and law enforcement environment.!% With respect to
wireless licenses, there are a number of rules requiring applicants and/or licensees to disclose certain
information on ownership and control.!? Similarly, with respect to radio and local television licenses, the

102 See generally Pub. L. 117-78, 135 Stat. 1525 (2021).

103 For example, FCC Form 312 asks each applicant for a satellite license to disclose, inter alia, whether the
applicant is: (1) a foreign government or representative of a foreign government, (2) an alien or representative of an
alien, (3) a corporation organized under the laws of a foreign government, (4) a corporation of which more than 20%
of its capital stock is owned of record or voted by aliens or by a foreign government or by a foreign corporation, or
(5) a corporation directly or indirectly controlled by another corporation of which more than 25% of the capital
stock is owned by aliens, a foreign government, or a foreign corporation. And if the applicant is a corporation, Form
312 further asks it to submit the names, address, and citizenship of stockholders holding 10% or more of the
applicant’s voting stock. See Form 312, questions 29-34 and 40. Form 312 also asks questions intended to inform
the Commission of the character of the applicant. For example, it asks whether the applicant or any party to the
application has had any FCC authorization or license revoked or whether it has had any application denied, and it
further asks whether the applicant or any party to the application or any party directly or indirectly controlling the
applicant has even been convicted of a felony by and state or federal court. See id., at questions 36 and 37. See
generally 47 USC 310; 47 CFR §§ 1.2112; 25.114.

104 See Evolving Risks Order and NPRM, 38 FCC Red at 4354, 4392-93, paras. 8, 89, 92.

105 Jd. at 4392, para. 89; see generally id. at 4392-96, paras. 90-97. See also id. at 4395, para. 95 (noting a 5%
reporting threshold is consistent with information that the Committee on Foreign Investment in the United States
(CFIUS) requires that parties to a voluntary notice filed with respect to transactions that they review); id. at 4394-95,
para. 94 (noting that a 5% reporting threshold also is consistent with information that that U.S. companies and their
shareholders must provide to the Security and Exchange Commission).

106 See, e.g., FCC Form 601 (requesting information for applicants seeking wireless licenses other than personal
radio); FCC Form 602 (requesting information of spectrum auction winners); FCC Form 603 (requesting
information of parties seeking transfers or assignments of wireless licenses); and FCC Form 608 (requesting
information of applicants seeking approvals to lease wireless licenses); see generally 47 CFR §§ 1.2112(a), 1.2114;
see also 47 CFR §§ 1.9020, 9030, and 9035 (regarding spectrum leases). These disclosures help the Commission to
(continued....)
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Commission’s media ownership rules require extensive disclosure of information.'”” The Commission
likewise requires that entities seeking small business bidding credits in Commission spectrum license
auctions have attributed to them revenues of parties with controlling interests in the entity, as well as
other entities that those parties control and other entities within its own control.'® In addition, such
entities will have the revenues of parties with an interest in their spectrum licenses beyond a specified
threshold attributed to them as well, to assure that those other parties are not using the entities as a conduit
for spectrum access obtained with a bidding credit.!® In order to enforce these ownership rules, the
Commission requires applicants for such licenses to supply certain information.!''?

37. Additionally, we note that other Executive Branch agencies also require entities to supply
information on ownership and control so that the agencies can carry out their statutory responsibilities.
For example, in the 2021 Standard Questions Order, the Commission adopted a set of standardized
national security and law enforcement questions (Standard Questions) that certain applicants and
petitioners with reportable foreign ownership will be required to answer as part of the Executive Branch
review process of their applications and petitions.''! With respect to such applications or petitions that the
Commission accepts for filing and refers to the relevant Executive Branch agencies for their review of
any national security, law enforcement, and other concerns related to the foreign ownership, as part of the
Commission’s public interest review of the application or petition, the applicants and petitioners will be
required to provide to the Committee information regarding all entities that hold or will hold an
ownership interest of five percent or more in the applicant or petitioner in question.!'> The Commission
has noted that this information is important to the Committee’s review of applications and petitions
referred by the Commission for national security and law enforcement concerns''® and will assist the
Committee’s determination whether to recommend to the Commission that grant of the application or
petition is consistent with U.S. national security and law enforcement interests. Similarly, the Hart-Scott-
Rodino Antitrust Improvements Act of 1976 (HSR) requires certain companies to file premerger
notifications with the Federal Trade Commission and the Antitrust Division of the Department of
Justice.!'* Companies required to submit a HSR pre-merger notification must supply certain information,

assure compliance with applicable rules and statutes generally, as well as restrictions on foreign ownership. See 47
USC 310(a) and (b); see also FCC Form 605 (specialized applications not necessarily covered by 47 CFR 1.2112
still requiring certification that the applicant is not a foreign government or a representative thereof).

107 See FCC Forms 323 and 323-E, Instructions, regarding ownership information, citing Review of the
Commission’s Regulations Governing Attribution of Broadcast and Cable/MDS Interests, MM Docket No. 94-150,
Report and Order, 14 FCC Red 12,559 (1999), recon. granted in part, 16 FCC Red 1097 (2000); and Corporate
Ownership Reporting and Disclosure by Broadcast Licensees, MM Docket No. 83-46, Report and Order, 97 FCC 2d
997 (1984), recon. granted in part, 58 RR 2d 604 (1985), further modified on recon., 61 RR 2d 739 (1986);
Promoting Diversification of Ownership in the Broadcasting Services, MB Docket No. 07-294, Second Report and
Order, and Order on Reconsideration, 31 FCC Rcd 398, 422-24, paras. 47-50 (2016). See also 2018 Quadrennial
Regulatory Review — Review of the Commission’s Broadcast Ownership Rules and Other Rules Adopted Pursuant
to Section 202 of the Telecommunications Act of 1996, MB Docket No. 18-349, FCC 23-117 (adopted Dec. 22,
2023) (describing and summarizing some of the Commission’s media ownership rules).

18 See 47 CFR § 1.2112(b)(1)(iv).

109 See 47 CFR 1.2112(b)(1)(iii), requiring disclosure of information used to assess compliance with 47 CFR
§ 1.2110(c)(2)(ii)(J), requiring attribution of revenues based on agreements for spectrum access.

110 See 47 CFR 1.2110(c)(2)(ii)(J); see also FCC Forms 175 (application to participate in competitive bidding); 609-
T, 611-T (filings regarding post-auction status).

1L See Process Reform for Executive Branch Review of Certain FCC Applications and Petitions Involving Foreign
Ownership, IB Docket No. 16-155, Second Report and Order, 36 FCC Red 14848, 14849, para. 1 (2021) (2021
Standard Questions Order).

112 See id.at 14855-56, para. 14.
113 See id. at 14856-57, paras. 16-17.
114 15U0.S.C. § 18a.
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including, infer alia, information on subsidiaries of the filing entity and minority shareholders of the
filing entity and its ultimate parent entity.!!?

38. TCB and test lab ownership and control reporting requirements. In order to more effectively
protect our equipment authorization program from the direction or influence of untrustworthy entities and
ensure the integrity of the program, we propose to require any entity seeking to become an FCC-
recognized TCB or test lab to submit to the Commission sufficient information for the Commission to
determine the TCB’s or test lab’s ownership and control, consistent with any threshold determinations we
may adopt, as proposed in this proceeding.

39. We believe that collection of certain general ownership and control information places the
Commission in the best position to evaluate any ownership interest concerns that potentially may be
raised regarding an entity’s impartiality or trustworthiness, particularly with regard to potential influence
by entities that raise national security concerns. Further, we also believe that such ownership information
could be relevant to establishing appropriate “qualifications and standards” under section 302(e)
regarding private entities to which the Commission has delegated and entrusted certain responsibilities as
part of its equipment authorization program. The Commission has broad authority under section 302,
when delegating certification responsibilities to private organizations such as TCBs and test labs, to
“establish such qualifications and standards as it deems appropriate” for certification and testing
activities.'!® In particular, such data can be instructive in efforts to bolster the integrity of the equipment
authorization program, such as ensuring that TCBs are complying with applicable impartiality
requirements and rules targeted at ensuring they are not owned or controlled by a manufacturer whose
equipment they must examine.''”

40. We propose that each TCB or test lab be required to report direct or indirect equity and/or
voting interest in the TCB or test lab of 5% or greater. In other similar information collections, the
Commission has agreed with Executive Branch determinations that a 5% threshold is appropriate because
in some instances less-than-ten percent foreign ownership interest—or a collection of such interests—may
pose a national security or law enforcement risk.!’® We seek comment on this proposal. Alternatively, we
seek comment on other levels and on whether we should raise or lower the ownership threshold for
purposes of disclosure. If we were to require submission of any such ownership information, how should
such information be collected (e.g., what particular information in what kind of submissions) and how
frequently should this information be reported to the Commission? Should there be a distinction between
foreign private ownership vs. foreign governmental ownership? We also seek comment on evolving

11516 CFR pt 801 and 803; see also Antitrust Improvements Act Notification and Report for Certain Mergers and
Acquisitions Instructions (available at
https://www.ftc.gov/system/files/ftc gov/pdf/HSRFormlInstructions02.27.23.pdf).

116 47 U.S.C. § 302a(e)(3).

117 Pursuant to the provisions of the ISO/IEC 17065 standard, TCBs must meet numerous requirements, including
ensuring impartiality; having an appropriate organizational structure and management; ensuring the competence of
its personnel; establishing effective processes for application review, evaluation, and certification; and maintenance
of records. See generally ISO/IEC 17065. For instance, regarding impartiality, the standard provides that the
certification body, here the TCB, “shall be responsible for the impartiality of its certification activities, and shall not
allow commercial, financial or other pressures to compromise impartiality.” ISO/IEC 17065, section 4.2.2. TCBs
must structure and manage their certification activities so as to safeguard impartiality. See, e.g., id. sections 5.1.1,
5.2, Annex A.2 (“Impartiality™).

18 See 2021 Standard Questions Order, 36 FCC Red at 14856, para. 16; see id. at 14855-57, paras. 14-17. The
Commission further noted, “[t]he Committee staff adds that when ownership is widely held, five percent can be a
significant interest and is consistent with requirements imposed by other agencies such as the Securities and
Exchange Commission, which requires disclosure beyond that threshold.” Id. at 14856, para. 16. In the Evolving
Risks Order and NPRM, the Commission is seeking comment, in consideration of an evolving national security and
law enforcement landscape, on revising the ownership reporting threshold, currently set at 10% or greater direct and
indirect equity and/or voting interests, to 5%. Evolving Risks Order and NPRM, 38 FCC Rcd at 4349, para. 4; see
generally id. at 4392-96, paras. 89-97.
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ownership and how to ensure that the Commission is timely informed of changes in ownership of TCBs
and test labs. Should additional reporting requirements apply to changes in ownership? If so, what
thresholds of change should trigger such reporting? We seek comment on relevant aspects to the
information that should be collected.

41. Further, to implement the proposed prohibition of Covered List entities discussed above and
align the prohibition with our equipment authorization program rules regarding prohibited equipment,'"?
we propose to prohibit from recognition by the FCC and participation in our equipment authorization
program any TCB or test lab in which an entity identified on the Covered List controls or holds a 10% or
more direct or indirect ownership interest. We seek comment on this proposal. We also invite comment
on any other threshold interest level that commenters may believe appropriate, and request that they
provide support for their views. We make this proposal while noting that, in the £4 Security R&O, the
Commission prohibited authorization of equipment produced by “affiliates” of entities named on the
Covered List and defined an “affiliate” as “an entity that (directly or indirectly) own or controls, is owned
or controlled by, or is under common ownership or control with another entity,”'?* and defined the term
‘own’ in this context as to “have, possess, or otherwise control an equity interest (or the equivalent
thereof) of more than 10 percent.”'?! We therefore propose to revise the term “own” in this context to
reflect ten percent or more, rather than more than 10 percent. We seek comment on this proposal. We
further propose to require that TCBs and test labs that are currently recognized by the FCC must: (1) no
later than 30 days after the effective date of any final rules adopted in this proceeding, certify that no
entity identified on the Covered List or otherwise specified in our final rules has direct or indirect
ownership or control of the relevant TCB or test lab, and (2) no later than 90 days after the effective date
of any final rules adopted in this proceeding identify any entity (including the ultimate parent of such
entities) that holds such ownership or control interest as our final rules require, currently proposed as 5%
or more ownership, as discussed above. We propose to adopt the definition of “ultimate parent entity”
used in the rules governing pre-merger notifications under the Hart-Scott-Rodino Antitrust Improvements
Act of 1976, which defines the ultimate parent entity as “an entity which is not controlled by any other
entity.”1?2 We seek comment on this proposal. In keeping with this proposal, we also propose to clarify
the requirement that every entity specifically named on the Covered List must provide to the Commission,
pursuant to § 2.903(b), information regarding all of its subsidiaries and affiliates, not merely those that
produce “covered” equipment. Further, we propose that, if a relevant TCB or test lab does not so certify,
or provides a false or inaccurate certification, we would suspend the recognition of any such TCB or test
lab and commence action to withdraw FCC recognition under applicable withdrawal procedures, as
discussed further below. We seek any additional comment on these proposals and their implementation.

D. Rule Revisions concerning TCBs and Test Labs
1. Telecommunications Certification Bodies

42. As discussed above, we propose to prohibit from recognition by the FCC and participation in
our equipment authorization program, any TCB or test lab in which an entity identified on the Covered
List controls or holds a 10% or more direct or indirect ownership interest and seek comment on a similar
prohibition with regard to other entities that raise national security concerns. We also propose to collect
certain ownership information from TCBs and test labs. In this section, we propose and seek comment on
additional issues regarding implementation of our proposed prohibition as well as any other revisions we

119 See 47 CFR § 2.903 (“Prohibition on authorization of equipment on the Covered List”).
120 47 CFR § 2.903(c).
121 [d

12215 CFR § 801.1. The rules further define entity as “any natural person, corporation, company, partnership, joint
venture, association, joint-stock company, trust, estate of a deceased natural person, foundation, fund, institution,
society, union, or club, whether incorporated or not, wherever located and of whatever citizenship, or any receiver,
trustee in bankruptcy or similar official or any liquidating agent for any of the foregoing, in his or her capacity as
such; or any joint venture or other corporation which has not been formed but the acquisition of the voting securities
or other interest in which, if already formed, would require notification under the act and these rules.” Id.
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may adopt in this rulemaking.

43. Post-market surveillance. We invite comment on whether the Commission should revise the
post-market surveillance rules, policies, or guidance to expressly require such surveillance of granted
authorizations, not only with respect to compliance with technical and attestation requirements, but also
regarding compliance relating to the prohibition on authorization of “covered” equipment. We seek
comment on reasonable practices TCBs could implement to identify erroneous authorizations of
“covered” equipment. Are there best practices or analogous legal frameworks that could be leveraged
here? Should we change the post-market surveillance requirements to require that TCBs review
certification grants by other TCBs? Should we require that any post-market surveillance testing be done
only by FCC-recognized labs in the United States and/or MRA countries?'?* What other measures should
we take to strengthen the integrity of the post-market surveillance process to ensure that prohibited
equipment has not been erroneously authorized? We also invite comment on any other revisions that the
Commission should consider in light of any revisions that the Commission adopts in this proceeding.

44. TCB accrediting bodies. In order for a TCB that is recognized by the FCC to remain so
recognized, the TCB’s accreditation body must perform an assessment at least every two years to
determine that the TCB remains competent to perform the work for the scopes for which it has been
recognized.'* Upon successful completion of the re-assessment by the accreditation body, the
information is sent to the TCB’s designating authority, which then updates this continued accreditation in
the FCC’s EAS database. Neither the ISO/IEC standards nor Commission rules include any specific
restrictions on the ownership or control of an accreditation body. MRAs generally focus on the capability
of accreditation bodies, and do not include specific provisions or restrictions on ownership other than
impartiality.

45. We seek comment on potential revisions concerning the Commission’s rules and procedures
for recognition and re-recognition of TCB accrediting bodies in light of any revisions that we may adopt
in this proceeding. What revisions are needed, if any, to ensure that the accreditation body’s assessment
of entities seeking to become TCBs includes a review of the TCB’s ownership and compliance with any
requirements the Commission may adopt in this proceeding?

46. Accreditation and reassessment of TCBs. We seek comment on whether the Commission
should clarify or revise its rules or procedures concerning the accreditation of TCBs to ensure that the
TCBs can meet their responsibilities. We seek comment on what particular steps or procedures in the
accreditation process could be implemented to examine how TCBs are structured, owned, or managed to
safeguard impartiality and otherwise ensure that commercial, financial, or other pressures do not
compromise impartiality on certification activities concerning prohibited equipment authorization.'??
Under our rules, each TCB must be reassessed for continued accreditation at least every two years.!?6 If
we were to decide to revise any rules or procedures to address impartiality or untrustworthiness concerns
along the lines indicated above, we similarly propose to require any reassessment for continued
accreditation to take those issues into account. Accordingly, we seek comment on the potential
clarifications or revisions to the process for the periodic reassessment of TCBs for continued recognition
by the Commission. Should, for instance, the Commission provide additional clarity on the reassessment
process for submitting the request for reassessment or the review by the accrediting body? Are there other
requirements that the Commission should adopt consistent with the issues raised above and our goals in

123 We note that limiting post-market surveillance testing to regulator-recognized labs in-country and/or in MRA
countries is consistent with the approach taken by other regulators. See, e.g., Recognition of Certification Bodies, C.
Gaz. SMSE-011-21 (Can.).(noting that a Canadian Certification Body (CB) can use, for post-market surveillance
testing, its in-house laboratory or another ISED-recognized laboratory located in an MRA economy with which the
CB has a valid contractual arrangement).

12447 CFR § 2.962(c)(7).
125 [SO/IEC 17065, sections 4.2.2, 5.1.1, and 5.2. See also id., Annex A (“Impartiality”).
126 47 CFR § 2.962(c)(7).
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this proceeding?

47. We also seek comment on whether any clarifications or revision of rules or procedures, either
for a new accreditation or a continued accreditation, may implicate or affect U.S. international agreements
such as MRAs concerning TCBs and TCB accreditation. Finally, to the extent any commenter proposes
further clarification or revisions, we ask that they address any implications under the existing MRAs and
whether and how to implement any suggested changes.

48. FCC recognition of TCBs. Considering the proposals and approaches we discuss above, we
seek comment on whether the Commission should consider potential revisions to the rules or processes by
which the Commission recognizes a TCB following its initial accreditation, and/or the process by which
accreditation is subsequently extended on a periodic basis, including any further review the FCC would
do to continue to recognize an accredited TCB.!?” Under our current rules, the Commission will
recognize as a TCB any organization in the United States that meets the qualification criteria and is
accredited and designated by NIST or NIST’s recognized accreditor.!?® Additionally, the Commission will
recognize as a TCB any organization outside the United States that meets the qualification criteria and is
designated pursuant to the applicable bilateral or multilateral MRA.!* We seek comment on whether we
should consider making any clarifications or changes to the FCC recognition process to better ensure that
TCBs have the capacity and procedures to meet their obligations under Commission rules, including any
requirements we adopt in this proceeding. We invite comment on the Commission’s rules and procedures
regarding recognition of TCBs as qualified for authorizing equipment. Are there any changes that should
be considered, either to the rules or procedures concerning the FCC’s initial recognition of a TCB, or its
continued recognition following any periodic reassessment or reaccreditation of TCBs? To the extent that
commenters suggest any changes to the rules or procedures, we ask that they address any implications for
MRAs applicable to equipment certification.

49. Withdrawal of FCC recognition. In addition, we seek comment on the Commission’s rules
and policies regarding withdrawal of FCC recognition of a TCB. Under our rules the Commission will
withdraw recognition of a TCB if its designation or accreditation is withdrawn, if the Commission
determines that there is “just cause” for withdrawing the recognition, or if the TCB requests that it no
longer be designated or recognized.'°

50. We invite comment on the procedures by which the Commission would withdraw recognition
of a TCB. Our rules require that the Commission notify a TCB in writing when it has concerns or
evidence that the TCB is not certifying equipment in accordance with the Commission rules and policies,
and request that the TCB explain and correct any deficiencies. The rules also provide particular
procedures for withdrawal, including notification requirements such as providing TCBs at least 60 days to
respond.’' To the extent the TCB was designated and recognized pursuant to an MRA, the Commission
must consult with the U.S. Trade Representative, as necessary, concerning any disputes involving the
Telecommunications Trade Act of 1988.132 In light of our proposals and issues raised above, we invite
comment on whether the Commission should consider clarifications or revisions to our rules or policies,
including the current notification requirements and procedures, and if so whether and to what extent such
changes would affect the MRAs.

2. Measurement Facilities (Test Labs)

51. In this section, we propose and seek comment on additional issues regarding implementation

127 See 47 CFR §§ 2.960, 2.962.
128 47 CFR § 2.962(e)(1)(i).
12947 CFR § 2.962(e)(1)(ii).

130 47 CFR § 2.962(¢)(2).

13147 CFR § 2.962(¢)(2)

132 See 19 U.S.C. 3106(a)(1)(B).
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of our proposed prohibition, as well as any other revisions we may adopt in this rulemaking, concerning
test labs.

52. Transparency. With the existing transparency requirements and public availability
requirements regarding any test lab data and information that TCBs rely upon, are there additional
transparency requirements that would be necessary or appropriate in light of the proposal above? We ask
that commenters recommending any particular changes address the implications of such changes for
existing Commission rules and policies, including the consistency of such changes with ISO/IEC 17025,
as well as any potential MRA-related implications.

53. Test lab accrediting bodies. We also invite comment on whether additional clarifications or
modifications to the current processes regarding the accreditation of test labs are appropriate in light of
our proposals and discussion above and our goals in this proceeding. We ask that commenters discuss
what changes may be needed with regard to the accreditation body’s expertise were the Commission to
adopt its proposals to preclude the accreditation of any test labs associated with entities identified on the
Covered List, as well as what changes may be needed in the event that the Commission concludes that
other indicia about test labs affect their eligibility. Commenters should address the specific reasons for
making changes that are not already addressed by Commission rules and policies. Finally, we ask that
commenters address any other implications of their suggestions, including the extent to which MRAs may
be affected.

54. Also, in light of evolving national security risks, such as those that may be reflected in the
Commerce Department’s “foreign adversaries” list, we propose to preclude accreditation bodies
associated with any such foreign adversary and seek comment. How would such association be
determined? We also seek comment on whether test lab accreditation bodies should be located only in
the United States or other MRA -partnered countries.

55. Accreditation of test labs. We also seek comment on the responsibilities and procedures by
which FCC-recognized accreditation bodies conduct their assessment of prospective test labs and
determine whether to accredit particular test labs. Should the Commission clarify its recognition
requirements with regard to any of the ISO/IEC 17025 standards into its rules and procedures to ensure
that the accreditation process for test labs is sufficiently robust to ensure that the requirements that labs be
competent and impartial, are managed to safeguard impartiality, and generate valid test results, and that
effective procedures are in place include ensuring that labs meet the ownership and control requirements
adopted in this proceeding?

56. We also request comment on whether any of these Commission rules or policies concerning
reassessment of test lab accreditation every two years should be clarified or revised in order to help
ensure that untrustworthy labs are not recognized and do not be continued to be recognized by the
Commission. We note that if we were to adopt clarifications of any ISO/IEC 17025 principles (e.g., on
personnel, training, or effective management) to ensure that test labs conduct testing in a competent and
impartial manner, we propose to require that the accreditation bodies reassess test labs under the new
requirements or procedures. Should OET establish additional specific procedures for reassessment and
FCC re-recognition of test labs? We seek comment on other potential revisions of our procedures for
reassessment of test labs every two years, as well as potential revisions of our procedures for recognition
and revocation of recognition. We also seek comment on any MRA-related issues/concerns that could
arise from adoption of any of these possible rule revisions.

57. Finally, we seek comment on whether, in light of evolving national security concerns, the
Commission should revisit its rules and procedures for recognizing test labs with regard to some or all of
the countries in economies that do not have an MRA with the United States.!3* For instance, should the
Commission no longer recognize any test lab that is located within a “foreign adversary” country that
does not have an MRA with the United States? To date, the Commission has recognized three

133 The Commission revised its policies with regard to accreditation of test labs in non-MRA economies in 2016.
2016 EA MO&O, 31 FCC Rced 7426 (2016).
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accreditation bodies, all located in the United States, to designate test labs that are located in non-MRA
countries. Under our current rules, these bodies accredit test labs based on ISO/IEC 17025, the same
standard by which test labs located in the United States and other MRA-partnered countries are
accredited.’** The Commission has recognized numerous test labs located in economies that do not have
an MRA with the United States. We also note that a number of these test labs also are owned and
controlled by TCBs, which must be located in economies that have entered into MRAs with the United
States.

58. FCC recognition. We seek comment on revisions to our rules concerning eligibility
restrictions on entities that will be recognized by the Commission as a test lab in our equipment
authorization program. We invite comment on whether any other clarifications or revisions to these
Commission rules, policies, or guidance would be appropriate. For example, we seek comment on any
necessary clarifications or revisions to the Commission’s process for its initial recognition of test labs and
to continued Commission recognition following any re-accreditation that occurs on a periodic basis at
least every 2 years. We also invite comment on whether the Commission should adopt a more formal
FCC review process before initially recognizing a test lab or continued recognition of test labs, and, if so,
ask that commenters provide any suggestions they may have as to what such new procedures should look
like. We also seek comment on any MRA-related issues or concerns that may arise from any changes to
the current TCB recognition process.

59. Withdrawal of recognition. We propose and seek comment on clarifying or modifying the
steps that the Commission should take when it determines whether to withdraw recognition of a test lab if
the Commission were to adopt changes regarding the type of entities that it will recognize as test labs, or
continue to recognize, under the equipment authorization program.

60. To the extent that the Commission ultimately adopts any of the proposals discussed above
(e.g., making test labs associated with entities identified on the Covered List ineligible) or takes other
actions to restrict eligibility on entities (e.g., based on other ownership interests or controlling issues that
the Commission may prohibit), we propose that the Commission withdraw recognition of any test lab that
cannot meet the revised requirements for an FCC-recognized test lab. We seek comment on this proposal,
and on the procedures that the Commission should employ with regard to withdrawing continued
recognition of such test labs.

61. As with our discussion of TCBs above, we also believe that repeated failure of a test lab to
provide accurate test results, or a test lab’s lack candor with regard to interactions with the Commission,
would constitute sufficient basis for withdrawal of recognition, and propose that were such circumstances
to be presented, the Commission would move forward with withdrawing any existing FCC recognition of
such a test lab. We seek comment on this proposal. We also invite comment on other bases that would
merit the Commission proceeding with withdrawing recognition of any existing test lab.

62. Use of accredited, FCC-recognized test labs in SDoC process. As we discussed above, our
current rules on authorization of equipment through the SDoC process do not require that any requisite
testing of equipment be conducted by an accredited, FCC-recognized test lab.!3> As we seek to ensure the
integrity of our equipment authorization program, including ensuring test labs in which entities identified
on the Covered List have certain direct or indirect ownership interests or control do not participate in our
equipment authorization program, we seek comment on whether the Commission also should require that
all equipment authorized pursuant to the SDoC process be tested by accredited and FCC-recognized test
labs. Such action could serve to further promote the integrity of the program in precluding untrustworthy
test labs from participation and our national security goals addressed in this proceeding. We seek

134 2016 EA MO&O, 31 FCC Rcd at 7429, para. 10.

135 As noted, in 2017 the Commission revised its rules to no longer require testing by accredited and FCC-
recognized test labs for equipment authorized in the SDoC process. Amendment of Parts 0, 1, 2, and 15 of the
Commission’s Rules regarding Authorization of Radiofrequency Equipment, ET Docket No. 15-170, Report and
Order, 32 FCC Red 8746, 8749-51, paras. 4, 7-8 (2017).
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comment on this approach.

63. Other issues. Finally, to the extent not specifically asked above, we ask that commenters
address whether and, if so, how any of our proposals herein might affect existing MR As and/or
necessitate further action regarding existing or potential MRAs. Commenters should address any legal
authority issues that may arise and the extent to which MRAs or other trade policies may be affected by
these proposals.

Iv. PROCEDURAL MATTERS

64. Regulatory Flexibility Act. The Regulatory Flexibility Act of 1980, as amended (RFA),'3¢
requires that an agency prepare a regulatory flexibility analysis for notice and comment rulemakings,
unless the agency certifies that “the rule will not, if promulgated, have a significant economic impact on a
substantial number of small entities.”'3” Accordingly, we have prepared an Initial Regulatory Flexibility
Analysis (IRFA) concerning the possible/potential impact of the rule and policy changes contained in this
Notice. The IRFA is found in Appendix B. The Commission invites the general public, in particular
small businesses, to comment on the IRFA. Comments must have a separate and distinct heading
designating them as responses to the IRFA and must be filed by the deadlines for comments indicated on
the first page of this document.

65. Paperwork Reduction Act. This document contains proposed new or modified information
collection requirements subject to the Paperwork Reduction Act of 1995 (PRA), Public Law No. 104-13.
The Commission, as part of its continuing effort to reduce paperwork burdens, invites the general public
and the Office of Management and Budget (OMB) to comment on any information collection
requirements contained in this document. In addition, pursuant to the Small Business Paperwork Relief
Act of 2002, Public Law 107-198, see 44 U.S.C. 3506(c)(4), we seek specific comment on how we might
“further reduce the information collection burden for small business concerns with fewer than 25
employees.”

66. Providing Accountability Through Transparency Act. Consistent with the Providing
Accountability Through Transparency Act, Public Law 118-9, a summary of this document will be
available on https://www.fcc.gov/proposed-rulemakings.

67. OPEN Government Data Act. The OPEN Government Data Act,'* requires agencies to make
“public data assets” available under an open license and as “open Government data assets,” i.e., in
machine-readable, open format, unencumbered by use restrictions other than intellectual property rights,
and based on an open standard that is maintained by a standards organization.'* This requirement is to be
implemented “in accordance with guidance by the Director” of the OMB.!* The term “public data asset”
means “a data asset, or part thereof, maintained by the Federal Government that has been, or may be,
released to the public, including any data asset, or part thereof, subject to disclosure under [the Freedom
of Information Act (FOIA)].”4! A “data asset” is “a collection of data elements or data sets that may be

136 5U.S.C. § 603. The RFA, 5 U.S.C. §§ 601-612, was amended by the Small Business Regulatory Enforcement
Fairness Act of 1996 (SBREFA), Pub. L. No. 104-121, Title II, 110 Stat. 857 (1996).

1375 U.S.C. § 605(b).

138 Congress enacted the OPEN Government Data Act as Title IT of the Foundations for Evidence-Based
Policymaking Act of 2018, Pub. L. No. 115-435 (2019), §§ 201-202.

13944 U.S.C. §§ 3502(20), (22) (definitions of “open Government data asset” and “public data asset™),
3506(b)(6)(B) (public availability).

140 OMB has not yet issued final guidance.
14144 U.S.C. § 3502(22).
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grouped together,”'%> and “data” is “recorded information, regardless of form or the media on which the
data is recorded.”!#?

68. Ex Parte Rules — Permit but Disclose. This proceeding shall be treated as a “permit-but-
disclose” proceeding in accordance with the Commission’s ex parte rules.'** Persons making ex parte
presentations must file a copy of any written presentation or a memorandum summarizing any oral
presentation within two business days after the presentation (unless a different deadline applicable to the
Sunshine period applies). Persons making oral ex parte presentations are reminded that memoranda
summarizing the presentation must (1) list all persons attending or otherwise participating in the meeting
at which the ex parte presentation was made, and (2) summarize all data presented and arguments made
during the presentation. If the presentation consisted in whole or in part of the presentation of data or
arguments already reflected in the presenter’s written comments, memoranda or other filings in the
proceeding, the presenter may provide citations to such data or arguments in his or her prior comments,
memoranda, or other filings (specifying the relevant page and/or paragraph numbers where such data or
arguments can be found) in lieu of summarizing them in the memorandum. Documents shown or given
to Commission staff during ex parte meetings are deemed to be written ex parte presentations and must
be filed consistent with rule 1.1206(b). In proceedings governed by rule 1.49(f) or for which the
Commission has made available a method of electronic filing, written ex parte presentations and
memoranda summarizing oral ex parte presentations, and all attachments thereto, must be filed through
the electronic comment filing system available for that proceeding, and must be filed in their native
format (e.g., .doc, .xml, .ppt, searchable .pdf). Participants in this proceeding should familiarize
themselves with the Commission’s ex parte rules.

69. Comment Period and Filing Procedures. Pursuant to sections 1.415 and 1.419 of the
Commission’s rules, 47 CFR §§ 1.415, 1.419, interested parties may file comments and reply comments
on or before the dates indicated on the first page of this document. All filings must refer to ET Docket
24-136.

* Electronic filers: Comments may be filed electronically using the Internet by
accessing the Commission’s Electronic Comment Filing System (ECFS):
https://www.fcc.gov/ects. See Electronic Filing of Documents in Rulemaking
Proceedings, 63 FR 24121 (1998).

*  Paper Filers: Parties who choose to file by paper must file an original and one copy
of each filing.

o Filings can be sent by commercial overnight courier, or by first-class or
overnight U.S. Postal Service mail. All filings must be addressed to the
Commission’s Secretary, Office of the Secretary, Federal Communications
Commission.

o Commercial overnight mail (other than U.S. Postal Service Express Mail and
Priority Mail) must be sent to 9050 Junction Drive, Annapolis Junction, MD
20701.

o U.S. Postal Service first-class, Express, and Priority mail must be addressed
to 45 L Street NE, Washington, DC 20554.

» Effective March 19, 2020, and until further notice, the Commission no longer accepts
any hand or messenger delivered filings. This is a temporary measure taken to help
protect the health and safety of individuals, and to mitigate the transmission of
COVID-19. See FCC Announces Closure of FCC Headquarters Open Window and

142 44 U.S.C. § 3502(17).
14344 U.S.C. § 3502(16).
144 14, §§ 1.1200 et seq.
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Change in Hand-Delivery Policy, Public Notice, DA 20-304 (March 19, 2020).
https://www.fcc.gov/document/fce-closes-headquarters-open-window-and-changes-
hand-delivery-policy.

70. People with Disabilities. To request materials in accessible formats for people with
disabilities (braille, large print, electronic files, audio format), send an e-mail to fcc504@fcc.gov or call
the Consumer & Governmental Affairs Bureau at 202-418-0530 (voice), 202-418-0432 (tty).

71. Availability of Documents. Comments, reply comments, and ex parte submissions will be
publicly available online via ECFS. When the FCC Headquarters reopens to the public, these documents
will also be available for public inspection during regular business hours in the FCC Reference Center,
Federal Communications Commission, 45 L Street NE, Washington, DC 20554.

72. Further Information. For further information, contact Jamie Coleman of the Office of
Engineering and Technology, at 202-418-2705 or Jamie.Coleman@fcc.gov.

V. ORDERING CLAUSES

73. Accordingly, IT IS ORDERED, pursuant to the authority found in sections 1, 4(i), 229, 301,
302, 303, 309, 312, 403, and 503 of the Communications Act of 1934, as amended, 47 U.S.C. §§ 151,
154(1), 229, 301, 302a, 303, 309, 312, 403, and 503, section 105 of the Communications Assistance for
Law Enforcement Act, 47 U.S.C. § 1004; the Secure and Trusted Communications Networks Act of
2019, 47 U.S.C. §§ 1601-1609; and the Secure Equipment Act of 2021, Pub. L. 117-55, 135 Stat. 423, 47
U.S.C. § 1601 note, that this Notice of Proposed Rulemaking IS HEREBY ADOPTED.


https://www.fcc.gov/document/fcc-closes-headquarters-open-window-and-changes-hand-delivery-policy
https://www.fcc.gov/document/fcc-closes-headquarters-open-window-and-changes-hand-delivery-policy
mailto:fcc504@fcc.gov
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74. 1T IS FURTHER ORDERED that the Commission’s Office of the Secretary, SHALL SEND
a copy of this Notice of Proposed Rulemaking, including the Initial Regulatory Flexibility Analysis, to the
Chief Counsel for Advocacy of the Small Business Administration.

FEDERAL COMMUNICATIONS COMMISSION

Marlene H. Dortch
Secretary
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APPENDIX A
Proposed Rules

Part 2 — FREQUENCY ALLOCATIONS AND RADIO TREATY MATTERS; GENERAL
RULES AND REGULATIONS

L. The authority citation for part 2 continues to read as follows:
Authority: 47 U.S.C. 154, 302a, 303, and 336 unless otherwise noted.

2. Revise § 2.903 paragraph (b)(1) and the definition of “Affiliate” in paragraph (c) to read
as follows:

§ 2.903 Prohibition on authorization of equipment on the Covered List.

k ok %k ok ok

(b) Each entity named on the Covered List, as established pursuant to § 1.50002 of this chapter,
must provide to the Commission the following information: the full name, mailing address or
physical address (if different from mailing address), e-mail address, and telephone number of
each of that named entity’s associated entities (e.g., subsidiaries or affiliates).

(1) Each entity named on the Covered List must provide the information described in
paragraph (b) of this section no later than [30 DAYS AFTER PUBLICATION OF
FINAL RULES IN THE FEDERAL REGISTER];

(1) Each entity named on the Covered List must provide the information described in
paragraph (b) of this section no later than [30 DAYS AFTER PUBLICATION OF
FINAL RULES IN THE FEDERAL REGISTER];

(2) Each entity named on the Covered List must provide the information described in
paragraph (b) of this section no later than 30 days after the effective date of each updated
Covered List; and

(3) Each entity named on the Covered List must notify the Commission of any changes to
the information described in paragraph (b) of this section no later than 30 days after such
change occurs.

(c) For purposes of implementing this subpart with regard to the prohibition on authorization of
communications equipment on the Covered List, the following definitions apply:

Affiliate. The term “affiliate” means an entity that (directly or indirectly) owns or controls, is
owned or controlled by, or is under common ownership or control with, another entity; for
purposes of this paragraph, the term ‘own’ means to have, possess, or otherwise control an
equity or voting interest (or the equivalent thereof) of 10 percent or more.

%k ok 3k

k ok ok ok sk


https://www.ecfr.gov/current/title-47/section-2.903#p-2.903(b)
https://www.ecfr.gov/current/title-47/section-2.903#p-2.903(b)
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3. Revise § 2.938 paragraph (b)(1)(ii) to read as follows:
§ 2.938 Retention of Records
% ok ok ok ok

(i1) State the name of the test laboratory, company, or individual performing the testing. The
Commission may request additional information regarding the test site, the test equipment, or the
qualifications of the company or individual performing the tests, including documentation identifying any
entity that holds a 5% or greater direct or indirect equity or voting interest in the test laboratory, company,
or individual performing the testing;

k ok sk ok sk

4, Revise § 2.948 paragraph (b)(1) by adding paragraphs (viii) and (ix); redesignating
paragraph (c)(9) as paragraph (c)(10); and adding new paragraphs (c)(9), (g), and (h) to read as follows:

§ 2.948 Measurement facilities.

k %k ok ok ok

(viii) Certification from each measurement facility that no entity identified on the Covered List has,
possesses, or otherwise controls an equity or voting interest of 10% or more in the measurement
facility; and

(ix) Documentation identifying any entity that holds a 5% or greater direct or indirect equity or
voting interest in the measurement facility.

% sk sk sk ok

(c) The Commission will maintain a list of accredited laboratories that it has recognized. The
Commission will make publicly available a list of those laboratories that have indicated a willingness to
perform testing for the general public. Inclusion of a facility on the Commission's list does not
constitute Commission endorsement of that facility. In order to be included on this list, the accrediting
organization (or Designating Authority in the case of foreign laboratories) must submit the information
listed below to the Commission's laboratory:

k ok ok ok ok

(9) Each recognized laboratory must certify to the Commission, no later than [30 DAYS AFTER
THE EFFECTIVE DATE OF A FINAL RULE], and no later than 30 days after any relevant change
in the required information takes effect, that no entity identified on the Covered List has, possesses, or
otherwise controls an equity or voting interest of 10% or more in the laboratory;

(10) Other information as requested by the Commission.

% %k ok ok ok
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(g) No equipment will be authorized under either the certification procedure or the Supplier’s
Declaration of Conformity if such authorization is reliant upon testing performed at a laboratory or
measurement facility in which any entity identified on the Covered List, as established pursuant to §
1.50002 of this chapter, has, possesses, or otherwise controls an equity or voting interest of 10% or
more.

(h) Regardless of accreditation, the Commission will not recognize any test lab:

(1) In which any entity identified on the Covered List, as established pursuant to § 1.50002 of this
chapter, has, possesses, or otherwise controls an equity or voting interest of 10% or more;

(2) That fails to provide, or provides a false or inaccurate, certification as required in paragraph (c)(9)
of this section; or

(3) That repeatedly fails to provide accurate test results or lacks candor with regard to interactions
with the Commission.

4. Amend § 2.949 by adding paragraph (c) as follows:

§ 2.949 Recognition of laboratory accreditation bodies.

k ok ok ok 3k

(c) The Commission will not recognize a laboratory accreditation body that has any affiliation with a
foreign adversary as designated by the U.S. Department of Commerce at 15 CFR § 7.4.

5. Amend § 2.960 by adding paragraph (d) as follows:

§ 2.960 Recognition of Telecommunication Certification Bodies (TCBs).

% sk sk ok ok

(d) The Commission will not recognize any TCB for which any entity identified on the Covered List, as
established pursuant to § 1.50002 of this chapter, has, possesses, or otherwise controls an equity or
voting interest of 10% or more.

6. Amend § 2.962 by revising paragraph (2) and adding paragraphs (6) through (9) as
follows:

§ 2.962 Requirements for Telecommunication Certification Bodies.

(e) Recognition of a TCB.

& %k sk sk ok

(2) The Commission will notify a TCB in writing of its intention to withdraw or limit the scope of the
TCB's recognition and provide at least 60 days for the TCB to respond. In the case of a TCB
designated and recognized pursuant to an bilateral or multilateral mutual recognition agreement or
arrangement (MRA), the Commission shall consult with the Office of the United States Trade
Representative (USTR), as necessary, concerning any disputes arising under an MRA for compliance
with the Telecommunications Trade Act of 1988 (Section 1371-1382 of the Omnibus Trade and
Competitiveness Act of 1988).


https://www.ecfr.gov/current/title-47/section-1.50002
https://www.ecfr.gov/current/title-47/section-1.50002
https://www.ecfr.gov/current/title-47/section-1.50002
https://www.ecfr.gov/current/title-47/section-1.50002
https://www.ecfr.gov/current/title-47/section-1.50002
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(i) The Commission will withdraw its recognition of a TCB if:

(A) The TCB's designation or accreditation is withdrawn, if the Commission determines there is
just cause for withdrawing the recognition;

(B) The TCB requests that it no longer hold its designation or recognition;
(C) The TCB fails to provide the certification required in paragraph (8); or

(D) The TCB fails to fulfill its obligations to the Commission to ensure that no authorization is
granted for any equipment that is produced by any entity identified on the Covered List,
established pursuant to § 1.50002 of this chapter.

(i1) The Commission will limit the scope of equipment that can be certified by a TCB if its
accreditor limits the scope of its accreditation or if the Commission determines there is good cause
to do so.

(ii1)) The Commission will notify a TCB in writing of its intention to withdraw or limit the scope of
the TCB's recognition and provide at least 60 days for the TCB to respond. In the case of a TCB
designated and recognized pursuant to an bilateral or multilateral mutual recognition agreement or
arrangement (MRA), the Commission shall consult with the Office of the United States Trade
Representative (USTR), as necessary, concerning any disputes arising under an MRA for
compliance with the Telecommunications Trade Act of 1988 (Section 1371-1382 of the Omnibus
Trade and Competitiveness Act of 1988).

k ok ok ok ok

(6) The Commission will not recognize as a TCB any organization in which any entity identified on
the Covered List, as established pursuant to § 1.50002 of this chapter, has, possesses, or otherwise
controls an equity or voting interest of 10% or more.

(7) A TCB must have an organizational and management structure in place, including personnel with
specific training and expertise, to verify that no authorization is granted for any equipment that is
produced by any entity identified on the Covered List, established pursuant to § 1.50002 of this
chapter.

(8) Each recognized TCB must certify to the Commission, no later than [30 DAYS AFTER THE
EFFECTIVE DATE OF A FINAL RULE], and no later than 30 days after any relevant change in the
required information takes effect that no entity identified on the Covered List has, possesses, or
otherwise controls an equity or voting interest of 10% or more of the TCB.

(9) Each recognized TCB must provide to the Commission, no later than [90 DAYS AFTER THE
EFFECTIVE DATE OF A FINAL RULE], and no later than 30 days after any relevant change in the
required information takes effect, documentation identifying any entity that holds a 5% or greater
direct or indirect equity or voting interest in the TCB.

k ok ok ok ok


https://www.ecfr.gov/current/title-47/section-1.50002
https://www.ecfr.gov/current/title-47/section-1.50002
https://www.ecfr.gov/current/title-47/section-1.50002
https://www.ecfr.gov/current/title-47/section-1.50002
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APPENDIX B
Initial Regulatory Flexibility Analysis

I. As required by the Regulatory Flexibility Act of 1980, as amended (RFA),! the Federal
Communications Commission (Commission) has prepared this Initial Regulatory Flexibility Analysis
(IRFA) of the possible significant economic impact on a substantial number of small entities by the
policies and rules proposed in the Notice of Proposed Rulemaking (NPRM). As required by the
Regulatory Flexibility Act of 1980, as amended (RFA),? the Federal Communications Commission
(Commission) has prepared this Initial Regulatory Flexibility Analysis (IRFA) of the possible significant
economic impact on a substantial number of small entities by the policies and rules proposed in the
Notice of Proposed Rulemaking (NPRM). Written public comments are requested on this IRFA.
Comments must be identified as responses to the IRFA and must be filed by the deadlines for comments
specified in the NPRM. The Commission will send a copy of the NPRM, including this IRFA, to the
Chief Counsel for Advocacy of the Small Business Administration (SBA).? In addition, the NPRM and
IRFA (or summaries thereof) will be published in the Federal Register.*

A. Need for, and Objectives of, the Proposed Rules

2. In the NPRM, pursuant to section 302(e) of the Communications Act,” we seek further
comment on several matters, proposed rules, and potential revisions to our rules to address issues that
pose a threat to national security and may affect the ability of small entities to implement the prohibition
on the use of Covered Equipment on our nation’s communications networks and equipment supply
chains. Specifically, we consider restrictions affecting telecommunications certification bodies (TCBs)
and measurement facilities (test labs) as part of our equipment authorization program based on entities
1dentified on our Covered List. In the NPRM, we seek comment on revisions to our TCB and test labs
rules to further support the Commission’s goals by considering adoption of new eligibility requirements,
ensuring the impartiality, effectiveness, and trustworthiness of those third party entities to which the
Commission is delegating significant responsibilities regarding equipment that potentially raises national
security concerns. Lastly, we seek comment on revisions to part 2 of the Commission’s rules which
address how we recognize a TCB or test lab following its initial accreditation, and the process by which
accreditation is extended, withdrawal of recognition of a TCB or test lab for “just cause,” and procedures
concerning TCBs and test labs in the equipment authorization process.

B. Legal Basis

3. The proposed action is authorized pursuant to sections 4(i), 301, 302, 303, 309, 312, 403,
and 503 of the Communications Act of 1934, as amended, 47 U.S.C. §§ 154(i), 301, 302a, 303, 309, 312,
403, and 503.

C. Description and Estimate of the Number of Small Entities to Which the Proposed
Rules Will Apply

4. The RFA directs agencies to provide a description of and, where feasible, an estimate of,
the number of small entities that may be affected by the proposed rules, if adopted.® The RFA generally

I'5U.S.C. § 603. The RFA, 5 U.S.C. §§ 601-612, has been amended by the Small Business Regulatory
Enforcement Fairness Act of 1996 (SBREFA), Pub. L. No. 104-121, Title II, 110 Stat. 857 (1996).

25U.S.C. § 603. The RFA, 5U.S.C. §§ 601-612, has been amended by the Small Business Regulatory
Enforcement Fairness Act of 1996 (SBREFA), Pub. L. No. 104-121, Title II, 110 Stat. 857 (1996).

3 1d. § 603(a).

“1d.

547 U.S.C. § 302a(e).
65U.S.C § 603(b)(3).
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defines the term “small entity” as having the same meaning as the terms “small business,” “small
organization,” and “small governmental jurisdiction.”” In addition, the term “small business” has the
same meaning as the term “small business concern” under the Small Business Act.® A small business
concern is one that: (1) is independently owned and operated; (2) is not dominant in its field of operation;
and (3) satisfies any additional criteria established by the SBA.?

5. Small Businesses, Small Organizations, Small Governmental Jurisdictions. Our actions,
over time, may affect small entities that are not easily categorized at present. We therefore describe, at
the outset, three broad groups of small entities that could be directly affected herein.!® First, while there
are industry specific size standards for small businesses that are used in the regulatory flexibility analysis,
according to data from the Small Business Administration’s (SBA) Office of Advocacy, in general a
small business is an independent business having fewer than 500 employees.!! These types of small
businesses represent 99.9% of all businesses in the United States, which translates to 33.2 million
businesses.!?

6. Next, the type of small entity described as a “small organization” is generally “any not-
for-profit enterprise which is independently owned and operated and is not dominant in its field.”!* The
Internal Revenue Service (IRS) uses a revenue benchmark of $50,000 or less to delineate its annual
electronic filing requirements for small exempt organizations.!* Nationwide, for tax year 2022, there
were approximately 530,109 small exempt organizations in the U.S. reporting revenues of $50,000 or less
according to the registration and tax data for exempt organizations available from the IRS.!

7. Finally, the small entity described as a “small governmental jurisdiction” is defined
generally as “governments of cities, counties, towns, townships, villages, school districts, or special

71d. § 601(6).

8 See id. § 601(3) (incorporating by reference the definition of “small-business concern” in the Small Business Act,
15 U.S.C. § 632). Pursuant to 5 U.S.C. § 601(3), the statutory definition of a small business applies “unless an
agency, after consultation with the Office of Advocacy of the Small Business Administration and after opportunity
for public comment, establishes one or more definitions of such term which are appropriate to the activities of the
agency and publishes such definition(s) in the Federal Register.”

915U.S.C. § 632.
1057U.S.C. § 601(3)-(6).

11 See SBA, Office of Advocacy, “What’s New With Small Business?,” https://advocacy.sba.gov/wp-
content/uploads/2023/03/Whats-New-Infographic-March-2023-508c.pdf (Mar. 2023).

1214,
135U.S.C. § 601(4).

14 The IRS benchmark is similar to the population of less than 50,000 benchmark in 5 U.S.C § 601(5) that is used to
define a small governmental jurisdiction. Therefore, the IRS benchmark has been used to estimate the number of
small organizations in this small entity description. See Annual Electronic Filing Requirement for Small Exempt
Organizations — Form 990-N (e-Postcard), “Who must file,” https://www.irs.gov/charities-non-profits/annual-
electronic-filing-requirement-for-small-exempt-organizations-form-990-n-e-postcard. We note that the IRS data
does not provide information on whether a small exempt organization is independently owned and operated or
dominant in its field.

15 See Exempt Organizations Business Master File Extract (EO BMF), “CSV Files by Region,”
https://www.irs.gov/charities-non-profits/exempt-organizations-business-master-file-extract-eo-bmf. The IRS
Exempt Organization Business Master File (EO BMF) Extract provides information on all registered tax-
exempt/non-profit organizations. The data utilized for purposes of this description was extracted from the IRS EO
BMF data for businesses for the tax year 2022 with revenue less than or equal to $50,000 for Region 1-Northeast
Area (71,897), Region 2-Mid-Atlantic and Great Lakes Areas (197,296), and Region 3-Gulf Coast and Pacific Coast
Areas (260,447) that includes the continental U.S., Alaska, and Hawaii. This data includes information for Puerto
Rico (469).



https://advocacy.sba.gov/wp-content/uploads/2023/03/Whats-New-Infographic-March-2023-508c.pdf
https://advocacy.sba.gov/wp-content/uploads/2023/03/Whats-New-Infographic-March-2023-508c.pdf
https://www.irs.gov/charities-non-profits/annual-electronic-filing-requirement-for-small-exempt-organizations-form-990-n-e-postcard
https://www.irs.gov/charities-non-profits/annual-electronic-filing-requirement-for-small-exempt-organizations-form-990-n-e-postcard
https://www.irs.gov/charities-non-profits/exempt-organizations-business-master-file-extract-eo-bmf
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districts, with a population of less than fifty thousand.”'¢ U.S. Census Bureau data from the 2022 Census
of Governments!” indicate there were 90,837 local governmental jurisdictions consisting of general
purpose governments and special purpose governments in the United States.!® Of this number, there were
36,845 general purpose governments (county,'’ municipal, and town or township?°) with populations of
less than 50,000 and 11,879 special purpose governments (independent school districts?') with enrollment
populations of less than 50,000.22 Accordingly, based on the 2022 U.S. Census of Governments data, we
estimate that at least 48,724 entities fall into the category of “small governmental jurisdictions.”??

8. Satellite Telecommunications. This industry comprises firms “primarily engaged in
providing telecommunications services to other establishments in the telecommunications and
broadcasting industries by forwarding and receiving communications signals via a system of satellites or
reselling satellite telecommunications.”?* Satellite telecommunications service providers include satellite
and earth station operators. The SBA small business size standard for this industry classifies a business
with $38.5 million or less in annual receipts as small.2’ U.S. Census Bureau data for 2017 show that 275
firms in this industry operated for the entire year.? Of this number, 242 firms had revenue of less than

165 U.S.C. § 601(5).

1713 U.S.C. § 161. The Census of Governments survey is conducted every five (5) years compiling data for years
ending with “2” and “7”. See also Census of Governments, https://www.census.gov/programs-surveys/economic-
census/year/2022/about.html.

18 See U.S. Census Bureau, 2022 Census of Governments — Organization Table 2. Local Governments by Type and
State: 2022 [CG22000RGO02], https://www.census.gov/data/tables/2022/econ/gus/2022-governments.html. Local
governmental jurisdictions are made up of general purpose governments (county, municipal and town or township)
and special purpose governments (special districts and independent school districts). See also tbl.2. CG22000RG02
Table Notes Local Governments by Type and State 2022.

19 See id. at tbl.5. County Governments by Population-Size Group and State: 2022 [CG22000RGO05],
https://www.census.gov/data/tables/2022/econ/gus/2022-governments.html. There were 2,097 county governments
with populations less than 50,000. This category does not include subcounty (municipal and township)
governments.

20 See id. at tbl.6. Subcounty General-Purpose Governments by Population-Size Group and State: 2022
[CG22000RGO6], https://www.census.gov/data/tables/2022/econ/gus/2022-governments.html. There were 18,693
municipal and 16,055 town and township governments with populations less than 50,000.

21 See id. at tbl.10. Elementary and Secondary School Systems by Enrollment-Size Group and State: 2022
[CG22000RG10], https://www.census.gov/data/tables/2022/econ/gus/2022-governments.html. There were 11,879
independent school districts with enrollment populations less than 50,000. See also tbl.4. Special-Purpose Local
Governments by State Census Years 1942 to 2022 [CG22000RG04], CG22000RG04 Table Notes_Special Purpose
Local Governments by State_Census Years 1942 to 2022.

22 While the special purpose governments category also includes local special district governments, the 2022 Census
of Governments data does not provide data aggregated based on population size for the special purpose governments
category. Therefore, only data from independent school districts is included in the special purpose governments
category.

23 This total is derived from the sum of the number of general purpose governments (county, municipal and town or
township) with populations of less than 50,000 (36,845) and the number of special purpose governments -
independent school districts with enrollment populations of less than 50,000 (11,879), from the 2022 Census of
Governments - Organizations tbls. 5, 6 & 10.

24 See U.S. Census Bureau, 2017 NAICS Definition, “517410 Satellite Telecommunications,”
https://www.census.gov/naics/?input=517410&year=2017&details=517410.

25 See 13 CFR § 121.201, NAICS Code 517410.

26 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Sales, Value of Shipments,
or Revenue Size of Firms for the U.S.: 2017, Table ID: EC1700SIZEREVFIRM, NAICS Code 517410,
https://data.census.gov/cedsci/table?y=2017&n=517410&tid=ECNSIZE2017.EC1700SIZEREVFIRM&hidePrevie

w=false.


https://www.census.gov/programs-surveys/economic-census/year/2022/about.html
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https://www.census.gov/data/tables/2022/econ/gus/2022-governments.html
https://www.census.gov/data/tables/2022/econ/gus/2022-governments.html
https://www.census.gov/data/tables/2022/econ/gus/2022-governments.html
https://www.census.gov/data/tables/2022/econ/gus/2022-governments.html
https://www.census.gov/naics/?input=621410&year=2017&details=621410
https://data.census.gov/cedsci/table?y=2017&n=517410&tid=ECNSIZE2017.EC1700SIZEREVFIRM&hidePreview=false
https://data.census.gov/cedsci/table?y=2017&n=517410&tid=ECNSIZE2017.EC1700SIZEREVFIRM&hidePreview=false
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$25 million.”” Additionally, based on Commission data in the 2022 Universal Service Monitoring Report,
as of December 31, 2021, there were 65 providers that reported they were engaged in the provision of
satellite telecommunications services.?® Of these providers, the Commission estimates that approximately
42 providers have 1,500 or fewer employees.?” Consequently, using the SBA’s small business size
standard, a little more than half of these providers can be considered small entities.

9. All Other Telecommunications. This industry is comprised of establishments primarily
engaged in providing specialized telecommunications services, such as satellite tracking, communications
telemetry, and radar station operation.’® This industry also includes establishments primarily engaged in
providing satellite terminal stations and associated facilities connected with one or more terrestrial
systems and capable of transmitting telecommunications to, and receiving telecommunications from,
satellite systems.3! Providers of Internet services (e.g. dial-up ISPs) or Voice over Internet Protocol
(VoIP) services, via client-supplied telecommunications connections are also included in this industry.?
The SBA small business size standard for this industry classifies firms with annual receipts of $35 million
or less as small.** U.S. Census Bureau data for 2017 show that there were 1,079 firms in this industry that
operated for the entire year.* Of those firms, 1,039 had revenue of less than $25 million.’> Based on this
data, the Commission estimates that the majority of “All Other Telecommunications” firms can be
considered small.

10. Fixed Satellite Small Transmit/Receive Earth Stations. Neither the SBA nor the
Commission have developed a small business size standard specifically applicable to Fixed Satellite
Small Transmit/Receive Earth Stations. Satellite Telecommunications® is the closest industry with an
SBA small business size standard. The SBA size standard for this industry classifies a business as small
if it has $38.5 million or less in annual receipts.’” For this industry, U.S. Census Bureau data for 2017
show that there was a total of 275 firms that operated for the entire year.’® Of this total, 242 firms had

27 Id. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard. We also note that according to the U.S. Census Bureau glossary, the terms receipts and
revenues are used interchangeably, see https://www.census.gov/glossary/#term_ReceiptsRevenueServices.

28 Federal-State Joint Board on Universal Service, Universal Service Monitoring Report at 26, Table 1.12 (2022),
https://docs.fec.gov/public/attachments/DOC-391070A1.pdf.

2.

30 See U.S. Census Bureau, 2017 NAICS Definition, “517919 All Other Telecommunications,”
https://www.census.gov/naics/?input=517919&year=2017&details=517919.

3.
2.
33 See 13 CFR § 121.201, NAICS Code 517919 (as of 10/1/22, NAICS Code 517810).

34 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Sales, Value of Shipments,
or Revenue Size of Firms for the U.S.: 2017, Table ID: EC1700SIZEREVFIRM, NAICS Code 517919,

https://data.census.gov/cedsci/table?y=2017&n=517919&tid=ECNSIZE2017.EC1700SIZEREVFIRM&hidePrevie
w=false.

35 Id. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard. We also note that according to the U.S. Census Bureau glossary, the terms receipts and
revenues are used interchangeably, see https://www.census.gov/glossary/#term ReceiptsRevenueServices.

36 See U.S. Census Bureau, 2017 NAICS Definition, “517410 Satellite Telecommunications,”
https://www.census.gov/naics/?input=517410&year=2017&details=517410.

37 See 13 CFR § 121.201, NAICS Code 517410.

38 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Sales, Value of Shipments,
or Revenue Size of Firms for the U.S.: 2017, Table ID: EC1700SIZEREVFIRM, NAICS Code 517410,

https://data.census.gov/cedsci/table?y=2017&n=517410&tid=ECNSIZE2017.EC1700SIZEREVFIRM&hidePrevie
w=false.
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revenue of less than $25 million.** Additionally, based on Commission data in the 2022 Universal
Service Monitoring Report, as of December 31, 2021, there were 65 providers that reported they were
engaged in the provision of satellite telecommunications services.*? Of these providers, the Commission
estimates that approximately 42 providers have 1,500 or fewer employees.*! Consequently, using the
SBA’s small business size standard, a little more than half of these providers can be considered small
entities.

11. Mobile Satellite Earth Stations. Neither the SBA nor the Commission have developed a
small business size standard specifically applicable to Mobile Satellite Earth Stations. Satellite
Telecommunications* is the closest industry with a SBA small business size standard. The SBA small
business size standard classifies a business with $38.5 million or less in annual receipts as small.** For
this industry, U.S. Census Bureau data for 2017 show that there were 275 firms that operated for the
entire year.* Of this number, 242 firms had revenue of less than $25 million.*> Thus, for this industry
under the SBA size standard, the Commission estimates that the majority of Mobile Satellite Earth Station
licensees are small entities. Additionally, based on Commission data as of February 1, 2024, there were
16 Mobile Satellite Earth Stations licensees.* The Commission does not request nor collect annual
revenue information, and is therefore unable to estimate the number of mobile satellite earth stations that
would be classified as a small business under the SBA size standard.

12. Wireless Telecommunications Carriers (except Satellite). This industry comprises
establishments engaged in operating and maintaining switching and transmission facilities to provide
communications via the airwaves.*’” Establishments in this industry have spectrum licenses and provide
services using that spectrum, such as cellular services, paging services, wireless Internet access, and
wireless video services.*® The SBA size standard for this industry classifies a business as small if it has
1,500 or fewer employees.* U.S. Census Bureau data for 2017 show that there were 2,893 firms in this

3 Id. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard. We also note that according to the U.S. Census Bureau glossary, the terms receipts and
revenues are used interchangeably, see https://www.census.gov/glossary/#term ReceiptsRevenueServices.

40 Federal-State Joint Board on Universal Service, Universal Service Monitoring Report at 26, Table 1.12 (2022),
https://docs.fce.gov/public/attachments/DOC-391070A 1.pdf.

a7d

42 See U.S. Census Bureau, 2017 NAICS Definition, “517410 Satellite Telecommunications,”
https://www.census.gov/naics/?input=517410&year=2017&details=517410.

43 See 13 CFR § 121.201, NAICS Code 517410.

4 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Sales, Value of Shipments,
or Revenue Size of Firms for the U.S.: 2017, Table ID: EC1700SIZEREVFIRM, NAICS Code 517410,
https://data.census.gov/cedsci/table?y=2017&n=517410&tid=ECNSIZE2017.EC1700SIZEREVFIRM&hidePrevie

w=false.

4 Id. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard. We also note that according to the U.S. Census Bureau glossary, the terms receipts and
revenues are used interchangeably, see https://www.census.gov/glossary/#term ReceiptsRevenueServices.

46 Based on a FCC Space Bureau, International Communication Filing System (ICFS), Advanced Search on
February 1, 2024, https://licensing.fcc.gov/cgi-bin/ws.exe/prod/ib/forms/reports/swr030b.hts?set=. Search Terms
used - Nature of Application Service = SES - Satellite Earth Station; Application Type = All; Class of Station =
MES — Mobile Earth Station; and under “Filing Status” = Current.

47 See U.S. Census Bureau, 2017 NAICS Definition, “517312 Wireless Telecommunications Carriers (except
Satellite),” https://www.census.gov/naics/?input=517312&year=2017&details=517312.

®1d.
4 See 13 CFR § 121.201, NAICS Code 517312 (as of 10/1/22, NAICS Code 517112).
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industry that operated for the entire year.® Of that number, 2,837 firms employed fewer than 250
employees.’! Additionally, based on Commission data in the 2022 Universal Service Monitoring Report,
as of December 31, 2021, there were 594 providers that reported they were engaged in the provision of
wireless services.”? Of these providers, the Commission estimates that 511 providers have 1,500 or fewer
employees.”> Consequently, using the SBA’s small business size standard, most of these providers can be
considered small entities.

13. Wired Telecommunications Carriers. The U.S. Census Bureau defines this industry as
establishments primarily engaged in operating and/or providing access to transmission facilities and
infrastructure that they own and/or lease for the transmission of voice, data, text, sound, and video using
wired communications networks.** Transmission facilities may be based on a single technology or a
combination of technologies. Establishments in this industry use the wired telecommunications network
facilities that they operate to provide a variety of services, such as wired telephony services, including
VolIP services, wired (cable) audio and video programming distribution, and wired broadband Internet
services.” By exception, establishments providing satellite television distribution services using facilities
and infrastructure that they operate are included in this industry.’® Wired Telecommunications Carriers
are also referred to as wireline carriers or fixed local service providers.>

14. The SBA small business size standard for Wired Telecommunications Carriers classifies
firms having 1,500 or fewer employees as small.’® U.S. Census Bureau data for 2017 show that there
were 3,054 firms that operated in this industry for the entire year.”® Of this number, 2,964 firms operated
with fewer than 250 employees.®® Additionally, based on Commission data in the 2022 Universal Service
Monitoring Report, as of December 31, 2021, there were 4,590 providers that reported they were engaged
in the provision of fixed local services.®' Of these providers, the Commission estimates that 4,146

30 See U.S. Census Bureau, 2017 Economic Census of the United States, Employment Size of Firms for the U.S.:
2017, Table ID: EC1700SIZEEMPFIRM, NAICS Code 517312,
https://data.census.gov/cedsci/table?y=2017&n=517312&tid=ECNSIZE2017.EC1700SIZEEMPFIRM&hidePrevie

w=false.

SUId. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard.

2 Federal-State Joint Board on Universal Service, Universal Service Monitoring Report at 26, Table 1.12 (2022),
https://docs.fce.gov/public/attachments/DOC-391070A 1.pdf.

3.

34 See U.S. Census Bureau, 2017 NAICS Definition, “517311 Wired Telecommunications Carriers,”
https://www.census.gov/naics/?input=517311&year=2017&details=517311.

S 1d.
36 Id.

37 Fixed Local Service Providers include the following types of providers: Incumbent Local Exchange Carriers
(ILECs), Competitive Access Providers (CAPs) and Competitive Local Exchange Carriers (CLECs), Cable/Coax
CLECs, Interconnected VOIP Providers, Non-Interconnected VOIP Providers, Shared-Tenant Service Providers,
Audio Bridge Service Providers, and Other Local Service Providers. Local Resellers fall into another U.S. Census
Bureau industry group and therefore data for these providers is not included in this industry.

38 See 13 CFR § 121.201, NAICS Code 517311 (as of 10/1/22, NAICS Code 517111).

3 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Employment Size of Firms
for the U.S.: 2017, Table ID: EC1700SIZEEMPFIRM, NAICS Code 517311,
https://data.census.gov/cedsci/table?y=2017&n=517311&tid=ECNSIZE2017.EC1700SIZEEMPFIRM&hidePrevie
w=false.

0 Jd. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard.

61 Federal-State Joint Board on Universal Service, Universal Service Monitoring Report at 26, Table 1.12 (2022),
(continued....)
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providers have 1,500 or fewer employees.®> Consequently, using the SBA’s small business size standard,
most of these providers can be considered small entities.

15. Facilities-Based Carriers (International Telecom Services). Facilities-based providers of
international telecommunications services fall into the larger category of interexchange carriers. Neither
the Commission nor the SBA has developed a small business size standard specifically for providers of
interexchange services. Wired Telecommunications Carriers® is the closest industry with a SBA small
business size standard.* The SBA small business size standard for Wired Telecommunications Carriers
classifies firms having 1,500 or fewer employees as small.%> U.S. Census Bureau data for 2017 show that
there were 3,054 firms that operated in this industry for the entire year.®® Of this number, 2,964 firms
operated with fewer than 250 employees.®” Additionally, based on Commission data in the 2022
Universal Service Monitoring Report, as of December 31, 2021, there were 127 providers that reported
they were engaged in the provision of interexchange services.®® Of these providers, the Commission
estimates that 109 providers have 1,500 or fewer employees.®® Consequently, using the SBA’s small
business size standard, the Commission estimates that the majority of providers in this industry can be
considered small entities.

16. Private Land Mobile Radio Licensees. Private land mobile radio (PLMR) systems serve
an essential role in a vast range of industrial, business, land transportation, and public safety activities.
Companies of all sizes operating in all U.S. business categories use these radios. Wireless
Telecommunications Carriers (except Satellite) ° which encompasses business entities engaged in
radiotelephone communications, is the closest industry with an SBA small business size standard
applicable to these services. The SBA small size standard for this industry classifies a business as small if
it has 1,500 or fewer employees.”! U.S. Census Bureau data for 2017 show that there were 2,893 firms
that operated in this industry for the entire year.”? Of this number, 2,837 firms employed fewer than 250

https://docs.fcc.gov/public/attachments/DOC-391070A1.pdf. https://docs.fcc.gov/public/attachments/DOC-
379181A1.pdf

2.

63 See U.S. Census Bureau, 2017 NAICS Definition, “517311 Wired Telecommunications Carriers,”
https://www.census.gov/naics/?input=517311&year=2017&details=517311.

4 See 13 CFR § 121.201, NAICS Code 517311 (as of 10/1/22, NAICS Code 517111).
S Id.

% See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Employment Size of Firms
for the U.S.: 2017, Table ID: EC1700SIZEEMPFIRM, NAICS Code 517311,
https://data.census.gov/cedsci/table?y=2017&n=517311&tid=ECNSIZE2017.EC1700SIZEEMPFIRM&hidePrevie

w=false.

7 Id. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard.

%8 Federal-State Joint Board on Universal Service, Universal Service Monitoring Report at 26, Table 1.12 (2022),
https://docs.fec.gov/public/attachments/DOC-391070A 1.pdf.

9 Id.

70 See U.S. Census Bureau, 2017 NAICS Definition, “517312 Wireless Telecommunications Carriers (except
Satellite),” https://www.census.gov/naics/?input=517312&year=2017&details=517312.

"' See 13 CFR § 121.201, NAICS Code 517312 (as of 10/1/22, NAICS Code 517112).

72 See U.S. Census Bureau, 2017 Economic Census of the United States, Employment Size of Firms for the U.S.:
2017, Table ID: EC1700SIZEEMPFIRM, NAICS Code 517312,
https://data.census.gov/cedsci/table?y=2017&n=517312&tid=ECNSIZE2017.EC1700SIZEEMPFIRM&hidePrevie

w=false.
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employees.” Thus, under the SBA size standard, the Commission estimates licensees in this industry can
be considered small.

17. Based on Commission data as of December 14, 2021, there are approximately 387,370 active
PLMR licenses.” Active PLMR licenses include 3,577 licenses in the 4.9 GHz band;”* 19,011 licenses in
the 800 MHz band;’¢ and 2,716 licenses in the 900 MHz band.”” Since the Commission does not collect
data on the number of employees for licensees providing these services, at this time we are not able to
estimate the number of licensees with active licenses that would qualify as small under the SBA’s small
business size standard. Nevertheless, the Commission believes that a substantial number of PLMR
licensees are small entities.

18. Radio and Television Broadcasting and Wireless Communications Equipment
Manufacturing. This industry comprises establishments primarily engaged in manufacturing radio and
television broadcast and wireless communications equipment.”® Examples of products made by these
establishments are: transmitting and receiving antennas, cable television equipment, GPS equipment,
pagers, cellular phones, mobile communications equipment, and radio and television studio and
broadcasting equipment.” The SBA small business size standard for this industry classifies businesses
having 1,250 employees or less as small.?® U.S. Census Bureau data for 2017 show that there were 656
firms in this industry that operated for the entire year.®! Of this number, 624 firms had fewer than 250

73 1d. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard.

74 Based on a FCC Universal Licensing System search on December 14, 2021,
https://wireless2.fcc.gov/UlsApp/UlsSearch/searchAdvanced.jsp. Search parameters: Service Group = All, “Match
only the following radio service(s)”, Radio Service = GB, GE, GF, GI, GJ, GO, GP, GU, IG, 1Q, PA, PW, QM, QQ,
RS, SG, SL, SP, SY, YB, YE, YF, YG, YL, YJ, YO, YP, YU, YW; Authorization Type = All; Status = Active. We
note that the number of active licenses does not equate to the number of licensees. A licensee can have one or more
licenses.

75 Based on a FCC Universal Licensing System search on December 14, 2021,

https://wireless2.fcc.gov/UlsApp/UlsSearch/searchAdvanced.jsp. Search parameters: Service Group = All, “Match
only the following radio service(s)”, Radio Service = PA; Authorization Type = All; Status = Active. We note that
the number of active licenses does not equate to the number of licensees. A licensee can have one or more licenses.

76 Based on a FCC Universal Licensing System search on December 14, 2021,
https://wireless2.fcc.gov/UlsApp/UlsSearch/searchAdvanced.jsp. Search parameters: Service Group = All, “Match
only the following radio service(s)”, Radio Service = GB, GE, GF, GJ, GM, GO, GP, YB, YE, YF, YJ, YM, YO,
YP, YX; Authorization Type = All; Status = Active. We note that the number of active licenses does not equate to
the number of licensees. A licensee can have one or more licenses.

77 Based on a FCC Universal Licensing System search on December 14, 2021,
https://wireless2.fcc.gov/UlsApp/UlsSearch/searchAdvanced.jsp. Search parameters: Service Group = All, “Match
only the following radio service(s)”, Radio Service = GI, GR, GU, YD, YS, YU; Authorization Type = All; Status =
Active. We note that the number of active licenses does not equate to the number of licensees. A licensee can have
one or more licenses.

78 See U.S. Census Bureau, 2017 NAICS Definition, “334220 Radio and Television Broadcasting and Wireless
Communications Equipment Manufacturing,”
https://www.census.gov/naics/?input=334220&year=2017&details=334220.

PId.
80 See 13 CFR § 121.201, NAICS Code 334220.

81 See U.S. Census Bureau, 2017 Economic Census of the United States, Employment Size of Firms for the U.S.:
2017, Table ID: EC1700SIZEEMPFIRM, NAICS Code 334220,
https://data.census.gov/cedsci/table?y=2017&n=334220&tid=ECNSIZE2017.EC1700SIZEEMPFIRM&hidePrevie
w=false. https://factfinder.census.gov/bkmk/table/1.0/en/ECN/2012_US/31SG2//naics~334220
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employees.®? Thus, under the SBA size standard, the majority of firms in this industry can be considered
small.

19. Auxiliary, Special Broadcast and Other Program Distribution Services. This service
involves a variety of transmitters, generally used to relay broadcast programming to the public (through
translator and booster stations) or within the program distribution chain (from a remote news gathering
unit back to the station). Neither the SBA nor the Commission have developed a small business size
standard applicable to broadcast auxiliary licensees. The closest applicable industries with a SBA small
business size standard fall within two industries - Radio Stations®* and Television Broadcasting.* The
SBA small business size standard for Radio Stations classifies firms having $41.5 million or less in
annual receipts as small.?> U.S. Census Bureau data for 2017 show that 2,963 firms operated in this
industry during that year.?® Of that number, 1,879 firms operated with revenue of less than $25 million
per year.?” For Television Broadcasting, the SBA small business size standard also classifies firms
having $41.5 million or less in annual receipts as small.¥ U.S. Census Bureau data for 2017 show that
744 firms in this industry operated for the entire year.® Of that number, 657 firms had revenue of less
than $25 million per year.® Accordingly, based on the U.S. Census Bureau data for Radio Stations and
Television Broadcasting, the Commission estimates that the majority of Auxiliary, Special Broadcast and
Other Program Distribution Services firms are small under the SBA size standard.

20. Radio Frequency Equipment Manufacturers (RF Manufacturers). There are several
analogous industries with an SBA small business size standard that are applicable to RF Manufacturers.
These industries are Fixed Microwave Services, Other Communications Equipment Manufacturing, Radio

82 Id. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard.

83 See U.S. Census Bureau, 2017 NAICS Definition, “515112 Radio Stations,”
https://www.census.gov/naics/?input=515112&year=2017&details=515112.

8 See U.S. Census Bureau, 2017 NAICS Definition, “515120 Television Broadcasting,”
https://www.census.gov/naics/?input=515120&year=2017&details=515120.

85 See 13 CFR § 121.201, NAICS Code 515112 (as of 10/1/22 NAICS Code 516110).

86 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Sales, Value of Shipments,
or Revenue Size of Firms for the U.S.: 2017, Table ID: EC1700SIZEREVFIRM, NAICS Code 515112,
https://data.census.gov/cedsci/table?y=2017&n=515112&tid=ECNSIZE2017.EC1700SIZEREVFIRM&hidePrevie
w=false. We note that the US Census Bureau withheld publication of the number of firms that operated for the
entire year.

87 Id. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard. We note that the U.S. Census Bureau withheld publication of the number of firms that
operated with sales/value of shipments/revenue in the individual categories for less than $100,000, and $100,000 to
$249,999 to avoid disclosing data for individual companies (see Cell Notes for the sales/value of shipments/revenue
in these categories). Therefore, the number of firms with revenue that meet the SBA size standard would be higher
that noted herein. We also note that according to the U.S. Census Bureau glossary, the terms receipts and revenues
are used interchangeably, see https://www.census.gov/glossary/#term_ReceiptsRevenueServices.

88 See 13 CFR § 121.201, NAICS Code 515120 (as of 10/1/22 NAICS Code 516120).

89 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Sales, Value of Shipments,
or Revenue Size of Firms for the U.S.: 2017, Table ID: EC1700SIZEREVFIRM, NAICS Code 515120,
https://data.census.gov/cedsci/table?y=2017&n=515120&tid=ECNSIZE2017.EC1700SIZEREVFIRM&hidePrevie
w=false.

% Jd. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard. We also note that according to the U.S. Census Bureau glossary, the terms receipts and
revenues are used interchangeably, see https://www.census.gov/glossary/#term_ReceiptsRevenueServices.
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and Television Broadcasting and Wireless Communications Equipment Manufacturing. A description of
these industries and the SBA small business size standards are detailed below.

21. Fixed Microwave Services. Fixed microwave services include common carrier,®' private-
operational fixed,’? and broadcast auxiliary radio services.”® They also include the Upper Microwave
Flexible Use Service (UMFUS),** Millimeter Wave Service (70/80/90 GHz),” Local Multipoint
Distribution Service (LMDS),* the Digital Electronic Message Service (DEMS),?” 24 GHz Service,*®
Multiple Address Systems (MAS),” and Multichannel Video Distribution and Data Service (MVDDS),!%
where in some bands licensees can choose between common carrier and non-common carrier status.'?!
Wireless Telecommunications Carriers (except Satellite)!?? is the closest industry with an SBA small
business size standard applicable to these services. The SBA small size standard for this industry
classifies a business as small if it has 1,500 or fewer employees.'®® U.S. Census Bureau data for 2017
show that there were 2,893 firms that operated in this industry for the entire year.!* Of this number,
2,837 firms employed fewer than 250 employees.'® Thus, under the SBA size standard, the Commission
estimates that a majority of fixed microwave service licensees can be considered small.

22. The Commission’s small business size standards with respect to fixed microwave services
involve eligibility for bidding credits and installment payments in the auction of licenses for the various
frequency bands included in fixed microwave services. When bidding credits are adopted for the auction
of licenses in fixed microwave services frequency bands, such credits may be available to several types of
small businesses based average gross revenues (small, very small and entrepreneur) pursuant to the
competitive bidding rules adopted in conjunction with the requirements for the auction and/or as

91 See 47 CFR part 101, subparts C and 1.
92 See id. subparts C and H.

9 Auxiliary Microwave Service is governed by part 74 of Title 47 of the Commission’s Rules. See 47 CFR part 74.
Available to licensees of broadcast stations and to broadcast and cable network entities, broadcast auxiliary
microwave stations are used for relaying broadcast television signals from the studio to the transmitter, or between
two points such as a main studio and an auxiliary studio. The service also includes mobile TV pickups, which relay
signals from a remote location back to the studio.

94 See 47 CFR part 30.

95 See 47 CFR part 101, subpart Q.

% See id. subpart L.

97 See id. subpart G.

% See id.

9 See id. subpart O.

100 See id. subpart P.

101 See 47 CFR §§ 101.533, 101.1017.

102 See U.S. Census Bureau, 2017 NAICS Definition, “517312 Wireless Telecommunications Carriers (except
Satellite),” https://www.census.gov/naics/?input=517312&year=2017&details=517312.

103 See 13 CFR § 121.201, NAICS Code 517312 (as of 10/1/22, NAICS Code 517112).

104 See U.S. Census Bureau, 2017 Economic Census of the United States, Employment Size of Firms for the U.S.:
2017, Table ID: EC1700SIZEEMPFIRM, NAICS Code 517312,
https://data.census.gov/cedsci/table?y=2017&n=517312&tid=ECNSIZE2017.EC1700SIZEEMPFIRM&hidePrevie
w=false.

105 Jd. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard.
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identified in part 101 of the Commission’s rules for the specific fixed microwave services frequency
bands.!%

23. In frequency bands where licenses were subject to auction, the Commission notes that as a
general matter, the number of winning bidders that qualify as small businesses at the close of an auction
does not necessarily represent the number of small businesses currently in service. Further, the
Commission does not generally track subsequent business size unless, in the context of assignments or
transfers, unjust enrichment issues are implicated. Additionally, since the Commission does not collect
data on the number of employees for licensees providing these services, at this time we are not able to
estimate the number of licensees with active licenses that would qualify as small under the SBA’s small
business size standard.

24. Other Communications Equipment Manufacturing. This industry comprises establishments
primarily engaged in manufacturing communications equipment (except telephone apparatus, and radio
and television broadcast, and wireless communications equipment).'”” Examples of such manufacturing
include fire detection and alarm systems manufacturing, Intercom systems and equipment manufacturing,
and signals (e.g., highway, pedestrian, railway, traffic) manufacturing.'® The SBA small business size
standard for this industry classifies firms having 750 or fewer employees as small.'”® For this industry,
U.S. Census Bureau data for 2017 shows that 321 firms operated for the entire year.''? Of that number,
310 firms operated with fewer than 250 employees.!!! Based on this data, we conclude that the majority
of Other Communications Equipment Manufacturers are small.

25. Radio and Television Broadcasting and Wireless Communications Equipment
Manufacturing. This industry comprises establishments primarily engaged in manufacturing radio and
television broadcast and wireless communications equipment.'’? Examples of products made by these
establishments are: transmitting and receiving antennas, cable television equipment, GPS equipment,
pagers, cellular phones, mobile communications equipment, and radio and television studio and
broadcasting equipment.''> The SBA small business size standard for this industry classifies firms having
1,250 employees or less as small.!'* U.S. Census Bureau data for 2017 show that there were 656 firms in

106 See 47 CFR §§ 101.538(a)(1)-(3), 101.1112(b)-(d), 101.1319(a)(1)-(2), and 101.1429(a)(1)-(3).

107 See U.S. Census Bureau, 2017 NAICS Definitions, “334290 Other Communications Equipment Manufacturing,”
https://www.census.gov/naics/?input=334290&year=2017&details=334290.

108 4
109 See 13 CFR 121.201, NAICS Code 334290.

110 See U.S. Census Bureau, 2017 Economic Census of the United States, Selected Sectors: Employment Size of
Firms for the U.S.: 2017, Table ID: EC1700SIZEEMPFIRM, NAICS Code 334290,
https://data.census.gov/cedsci/table?y=2017&n=334290&tid=ECNSIZE2017.EC1700SIZEEMPFIRM&hidePrevie
w=false.

1 Jd. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard.

112 See U.S. Census Bureau, 2017 NAICS Definition, “334220 Radio and Television Broadcasting and Wireless
Communications Equipment Manufacturing,”
https://www.census.gov/naics/?input=334220&year=2017&details=334220.

13 jq
114 See 13 CFR § 121.201, NAICS Code 334220.
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this industry that operated for the entire year.''> Of this number, 624 had fewer than 250 employees.!'°
Based on this data, we conclude that a majority of manufacturers in this industry are small.

D. Description of Projected Reporting, Recordkeeping, and Other Compliance
Requirements for Small Entities

26. If adopted, the proposed rules set forth in the NPRM would likely impose new or additional
reporting or recordkeeping or other compliance obligations on small entities. However, we seek further
comment on any steps that could be taken to minimize significant economic impact to small businesses.
Further, the proposals made in the NPRM may require additional provisions to the way the equipment
authorization program operates under part 2 of the Commission’s rules.

27. To promote the overall integrity of the equipment authorization program, we seek a number
of potential revisions including adoption of new eligibility requirements to ensure trustworthiness of third
party entities, periodic reassessment, and a possible ownership information collection requirement.
Although the responsibilities of TCBs and test labs are different, these third party entities are required to
meet certain broad principles set forth in the various ISO/IEC standards when performing their respective
roles. We propose adopting eligibility restrictions on TCBs and test labs with regard to recognition or
reliance based on associations of the TCB or test lab with entities identified on the Covered List. We seek
comment as to whether there are other types of direct or indirect ownership or controlling interests, or
other types of influences, that could adversely affect the TCB or test lab in carrying out its
responsibilities.

28. In addition, TCBs are responsible for reviewing and evaluating applications for equipment
certification for compliance with the Commission’s applicable requirements and determining whether to
grant or dismiss the application based on whether it is in accord with Commission requirements.
Therefore, we find it necessary and appropriate to seek comment to ensure that, in accordance with
ISO/IEC 17065 standard and Commission rules, TCBs do not grant certification for any equipment on the
Covered List. Commission rules require that all requests for equipment certification must be submitted to
TCBs in writing and must contain all of the information necessary for the TCB to process the request,
including any required applicant attestations and testing results about or for the equipment for which
authorization is sought. TCBs must comply with the Commission’s rules and must be located in the
United States or in countries that have entered into applicable Mutual Recognition Agreements (MRAs)
with the United States. In addition, the Commission is considering possible steps for TCBs to provide
certain general information about ownership.

29. We are also considering revisions to the process for the periodic reassessment of TCBs for
continued recognition by the Commission. We currently require TCBs to be reassessed for continued
accreditation at least every two years. However, we are open to potential clarifications on the procedures
to the process that should be reflected in the rules or any Knowledge Database (KDB) to ensure that the
TCB does not grant authorization of “covered” equipment.

30. The Commission has recognized 24 test lab accreditation bodies outside of the United States
within its MRA with the USA. To ensure the Commission is in a better position to identify test labs that
could pose such a national security risk now or in the future, we’re considering collecting general
ownership information on test labs. The reporting could consist of direct or indirect equity or voting

115 See U.S. Census Bureau, 2017 Economic Census of the United States, Employment Size of Firms for the U.S.:
2017, Table ID: EC1700SIZEEMPFIRM, NAICS Code 334220,
https://data.census.gov/cedsci/table?y=2017&n=334220&tid=ECNSIZE2017.EC1700SIZEEMPFIRM&hidePrevie
w=false.

116 Jd. The available U.S. Census Bureau data does not provide a more precise estimate of the number of firms that
meet the SBA size standard.
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interests of at least 5%, or of greater than 5%. Alternatively, the reporting could require that test labs
report other thresholds of ownership interest and affiliation. We seek comment as to the most effective
approach that would provide the least amount of burden for small entities attempting to comply with the
proposed rules, if adopted. Considering the Commission’s Covered List may evolve over time, it is vital
this information is received but currently unknown of its frequency and the necessity of the distinction
between private vs. governmental ownership. Nevertheless, we are considering a reasonable transition
period and further questions concerning TCBs and test labs to ensure that our rules, policies, and
procedures will advance our goal and protect the nation’s communications supply chain from equipment
that may pose a risk to national security. This may require reporting or third-party recordkeeping.

31. At this time, the record does not include a detailed cost/benefit analysis that would allow us
to quantify the costs of compliance for small entities, including whether it would be necessary for small
entities to hire professionals in order for them to comply with the proposed rules, should they be adopted.
The Commission invites comment on the costs and burdens of the proposals in the NPRM and expects the
information received in comments including, where requested, cost and benefit analyses, to help the
Commission identify and evaluate relevant compliance matters for small entities, including compliance
costs and other burdens that may result if the proposals and associated requirements discussed in the
Second FNPRM are adopted.

E. Steps Taken to Minimize the Significant Economic Impact on Small Entities, and
Significant Alternatives Considered

32. The RFA requires an agency to describe any significant, specifically small business,
alternatives that it has considered in reaching its proposed approach, which may include the following
four alternatives (among others): “(1) the establishment of differing compliance or reporting requirements
or timetables that take into account the resources available to small entities; (2) the clarification,
consolidation, or simplification of compliance or reporting requirements under the rule for such small
entities; (3) the use of performance rather than design standards; and (4) an exemption from coverage of
the rule, or any part thereof, for such small entities.”!!”

33. In the NPRM, the Commission proposes to takes steps and considers alternatives
concerning how to minimize significant economic burdens to small entities as a result of the proposed
rules, should they be adopted. For example, the Commission is proposing a requirement that TCBs have
an organizational and management structure in place that ensures the TCB conducts the necessary level of
review and scrutiny so as to prevent authorization of any “covered” equipment. In doing so, we consider
what information and requirements would be appropriate for the TCB to provide, such as general
ownership information, the name of the person responsible for determining whether equipment is
“covered” equipment, as well as a statement providing a rationale for determining that the particular
equipment that the TCB is authorizing is not “covered” equipment. Additional information could be
required of the TCBs depending on information subsequently added to the record in response to the
NPRM. Such information would allow the Commission to consider alternative approaches that take into
account the limited budgetary and personnel resources experienced by small TCBs, such as simplified
reporting mechanisms or providing small entities with a more manageable timeframe in which they could
comply. We encourage comment from small entities that can provide us with information detailing what,
if any, economic burdens they would face in order to comply with the proposed rules, if adopted.

34, In this proceeding, the Commission seeks comment on various steps it could take to
balance its objective of fine tuning its equipment authorization program for TCBs and test labs without
creating significant economic burdens to small entities. We believe that taking the approach of amending
our part 2 rules to narrow the equipment authorization process will achieve the Commission’s national
security goals in a cost-effective manner and seek further comment from third party entities and other
interested parties on the best method to ensure the reliability of TCBs and test labs, and execute the

175 U.S.C. § 603(c)(1)-(4).



Federal Communications Commission FCC 24-58

prohibition on authorizing Covered List equipment under our part 2 equipment authorization rules.
F. Federal Rules that May Duplicate, Overlap, or Conflict with the Proposed Rules
35. None.
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STATEMENT OF
CHAIRWOMAN JESSICA ROSENWORCEL

Re: Promoting the Integrity and Security of Telecommunications Certification Bodies, Measurement
Facilities, and the Equipment Authorization Program, ET Docket No. 24-136, Notice of
Proposed Rulemaking (May 23, 2024).

Our wireless future is about connecting everything. It is about opening up possibilities for
connectivity that we cannot even fully imagine today. By exponentially increasing the connections
between people and things around us, wireless technologies are set to become an input in everything we
do—improving agriculture, education, healthcare, energy, transportation, and more.

At the Federal Communications Commission, we have a front row seat. Every day we get to see
how these innovations are changing our world. We also see how important it is that every one of these
connections is secure.

For decades, the FCC equipment authorization program has been a vital part of ensuring the
safety of radiofrequency devices in the United States. In fact, we process more than 30,000 new device
authorizations every year, resulting in millions of new wireless products. That’s a lot of Wi-Fi routers,
sensors, smartphones, and baby monitors. We check them, and other devices that connect using our
airwaves, to make sure that they do so safely, without harmful interference, and in a manner that complies
with our rules.

To keep this process moving along, the FCC has authorized the use of Telecommunications
Certification Bodies, or TCBs. That means innovators bring their new devices to test labs that produce
technical reports assessing their products. Then they take those reports to TCBs. The TCBs, in turn,
evaluate this information and determine if the new devices comply with FCC rules. If they do, the TCB
can certify the device under the equipment authorization program.

This process has worked well. But as the number of wireless connections around us multiply and
the importance of the security of those connections matters more than ever before, this system needs an
update. That is what we propose here today.

This action is part of a broader effort at this agency to make network security a priority. For the
first time in history, we have revoked the authorization of Chinese state-affiliated carriers that have been
identified as a national security threat. We have built a first-of-its-kind program to remove insecure
foreign equipment from our nation’s communications networks. We have revamped our policies for
assessing the security of proposed undersea cables for the first time in twenty years. We are proposing
new measures to address the insecurities in Border Gateway Protocol, which can be used by malicious
foreign actors to hijack internet traffic. On top of that, we now publish and update a Covered List of
communications equipment and services that pose an unacceptable risk to national security. We exclude
this equipment from our universal service programs. We also prevent its processing in our equipment
authorization program.

With these efforts in the background, in this rulemaking we do three key things to update our
security policies and practices with respect to TCBs and test labs. First, we propose to prohibit all entities
on the Covered List from owning or controlling TCBs or test labs. As part of this effort, we have already
suspended the approval of a test lab operated by Huawei and flagged for our national security colleagues
other labs with possible ties to the government of the People’s Republic of China. Second, we seek
comment on prohibiting the recognition of TCBs and test labs owned or controlled by a foreign adversary
or any other entity that has been found to pose a risk by national security agencies. Third, to implement
these changes we propose to collect information on the ownership and control of TCBs and test labs.

The pace at which we are seeing new technologies that depend on wireless connections helped
spur this effort. But so did a recommendation from Commissioner Carr, who rightfully and thoughtfully
suggested that our practices needed an update. I want to thank him for his close collaboration. Our
equipment authorization program will be more secure because of it.
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Thank you also to my other colleagues and to the staff who worked on this rulemaking, including
Reza Biazaran, Jamie Coleman, David Duarte, Paul Murray, Siobahn Philemon, Ron Repasi, Dana
Shaffer, Ross Slutsky, Jim Szeliga, George Tannahill, and Krista Witanowski from the Office of
Engineering and Technology; Justin Cain, Michael Connolly, David Furth, Jessica Hynosky, Debra
Jordan, Zenji Nakazawa, Sonja Rodriguez, and Jim Schlichting from the Public Safety and Homeland
Security Bureau; Saurbh Chhabra, Lloyd Coward, Susan Mort, and Roger Noel from the Wireless
Telecommunications Bureau; Shannon Lipp and Jeremy Marcus from the Enforcement Bureau; Patrick
Brogan, Rachel Kazen, Cher Li, Ken Lynch, Catherine Matraves, Mark Montano, Erik Salovaara,
Michelle Schaefer, Donald Stockdale, Patrick Sun, and Emily Talaga from the Office of Economics and
Analytics; Edward Carlson, Jared Carlson, Denise Coca, Kathleen Collins, Olga Madruga-Forti, Nese
Guendelsberger, Francis Gutierrez, Gabrielle Kim, David Krech, Ethan Lucarelli, Brandon Moss, and
Thomas Sullivan from the Office of International Affairs; Michael Gussow and Joy Ragsdale from the
Office of Communications Business Opportunities; and Marlene Dortch and Katura Jackson from the
Office of the Secretary.
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COMMISSIONER BRENDAN CARR

Re: Promoting the Integrity and Security of Telecommunications Certification Bodies, Measurement
Facilities, and the Equipment Authorization Program, ET Docket No. 24-136, Notice of
Proposed Rulemaking (May 23, 2024).

Starting with the last Administration, the United States has worked in a bipartisan manner to
reorient our nation’s approach to the serious threats posed by foreign adversaries. In particular, a broad
cross section of lawmakers and government officials alike have been working to address the enormous
risks posed by the Communist Party of China (CCP). At this point, the CCP has a well-documented
record of leveraging its control over aligned companies and using them to advance the CCP’s goals—
from surveillance to corporate espionage and IP theft. We’ve seen this in spades in the
telecommunications technology sectors in particular.

The FCC has played an important role in our government-wide initiative to address these types of
threats. Former FCC Chairman Pai and Chairwoman Rosenworcel each deserve recognition for their
work on this front. As a country, we’ve now taken significant actions across the entire network stack:
from the device layer, to the carrier layer, to the application layer with recent action on TikTok. The FCC
extends those efforts today by looking at the system the FCC relies on as part of its process for reviewing
and approving electronics for use in the U.S.

To put all of this work into context—the FCC first took action at the equipment level back in
2019 by prohibiting federal USF funds from flowing towards Huawei and ZTE gear based on the clear
national security risks posed by those entities.

Next, we took action at the carrier level in 2019 by moving to revoke the international Section
214 licenses of risky carriers like China Mobile, China Telecom and others with deep ties back to the
CCP. At that time, I said it was time for a top to bottom review of every carrier that may be beholden to
the CCP. I am pleased that those efforts have borne fruit in the FCC’s subsequent bipartisan decisions to
revoke additional Section 214 authorizations.

Then, after drawing attention to the “Huawei Loophole,” which allowed Huawei and ZTE to
continue receiving FCC approval for equipment and inserting their gear into our networks, provided that
USF dollars were not used, we took action that prohibits those entities on our Covered List from receiving
FCC equipment approval.

Most recently, Congress took perhaps the most significant action to date by enacting legislation
requiring TikTok to break up with the CCP.

While each of those individual decisions worked to address a specific threat, collectively, they
show that America has the resolve to stand up to the CCP’s aggression.

Now, we propose to take another important step forward in securing our communications
networks. This proposal, which I have been pleased to work on alongside Chairwoman Rosenworcel,
will ensure that the test labs and certification bodies (TCBs) that review electronic devices for compliance
with the FCC’s equipment authorization rules are trustworthy actors that the FCC can rely on. Despite
their relatively low public profile, these entities play an important role in evaluating whether electronic
devices that emit radio frequencies (RF) operate effectively and meet other FCC requirements before they
can be certified for use in the U.S. This covers a broad swath of consumer electronics from loT devices,
smartphones, fitness trackers, and baby monitors to network equipment like routers and base stations.

Historically, the FCC’s eligibility criteria for test labs and TCBs has looked to impartiality and
technical competence, rather than focusing on factors that are relevant to national security concerns. But
the need for this type of review has increased in recent years. Indeed, in 2022, the FCC adopted rules that
barred entities on the FCC’s Covered List from having their devices approved for use in the U.S. due to
national security risks. And we have expressed concern about white labeling devices—meaning, that
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someone slaps a new name on Huawei gear in an effort to sneak it through the equipment authorization
process.

So to complement our efforts on this front, the FCC’s proposal today will ensure that the TCBs
and test labs that review equipment for use in the U.S. and compliance with FCC rules are themselves
trustworthy actors.

Our concerns are well-founded. After identifying a test lab in Guangdong, China affiliated with
Huawei, the FCC rejected a request to renew the lab’s authorization on April 30th. Correctly so. Buta
further review of the FCC’s list of approved test labs'!® reveals other entities with deep and concerning
ties back to the CCP. The list includes entities that are affiliated with Chinese state-owned-enterprises;
entities that appear to play a role in supporting the CCP’s People’s Liberation Army; as well as some
PRC government agencies themselves. FCC records indicate those labs have processed thousands of
applications for U.S.-bound devices over the last several years. It is possible that other FCC-authorized
TCBs and test labs may be affiliated with foreign adversary governments or entities determined by the
U.S. government to pose an unacceptable security risk.

Our initiative is based on time-tested precedent, too. The FCC has long limited foreign control of
U.S. licensees in other contexts. Furthermore, the FCC proposes to rely on official security
determinations that the U.S. government has made, including the Department of Commerce’s Entity List
and the Defense Department’s List of Chinese Military Companies (1260H List). We also explore
regulations that could better align our rules governing TCBs and test labs with the Secure Equipment
Act’s provisions, which prohibit the authorization of covered equipment. So for my part, I am grateful to
the Chairwoman for moving this proposal forward. It has my strong support.

Finally, I would like to thank the many staff from the Office of Engineering and Technology and
the Public Safety and Homeland Security Bureau for their thorough work on this item. I’'m grateful for all
of their hard work and collaboration on this initiative.

118 A full list of test labs that are currently accredited by the FCC can be found here:
https://apps.fcc.gov/oetct/eas/reports/TestFirmSearch.cfm
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COMMISSIONER GEOFFREY STARKS

Re: Promoting the Integrity and Security of Telecommunications Certification Bodies, Measurement
Facilities, and the Equipment Authorization Program, ET Docket No. 24-136, Notice of
Proposed Rulemaking (May 23, 2024).

Electronic devices, or in FCC parlance, Radio Frequency (RF) devices -- from cell phones to
computers, baby monitors, garage openers, and televisions -- are an integral part of our daily lives.
Before these devices reach where we live, work and play, our rules require RF devices to be properly
authorized. These rules ensure that RF devices operate effectively without causing harmful interference
and otherwise comply with our FCC requirements.

Over the last several years we have undertaken significant efforts to protect the security of our
communications networks and devices. We updated our equipment authorization rules to prohibit
authorization of communications equipment identified on our Covered List. By stopping equipment
identified as a threat to the United States from entering our markets we decreased the risk that it can be
used against us.

Today, I’'m glad to support our proposal to update our rules governing Telecommunications
Certification Bodies (TCBs) and test labs to further protect Americans and ensure that our equipment
authorization processes are not undermined by the very entities that help us to enforce them.

TCBs and test labs play a critical role in approving tens of thousands of equipment authorizations
every year, and they are located all over the world. TCBs and test labs help ensure that equipment we
approve complies with our rules and regulations and that any prohibited equipment is kept out of our
nation’s supply chain. They are an important line of defense against improper and insecure equipment.
To that end, TCBs and test labs acting on our behalf must also be trustworthy, impartial, and free from
influence. Their ability to do so may be compromised if they are associated with any untrustworthy entity
or adversarial state that seeks to compromise our networks or communications supply chain.

Notably, this proposal is consistent with our recent efforts to create the Cyber Trust Mark. There,
we actually highlighted the importance of test labs to ensure that [oT devices receiving the mark are not
compromised. As the record develops, I am open and eager to review any comments on how these
proposed changes may affect the overall ecosystem for devices, including with regard to the Mutual
Recognition Agreements we have negotiated throughout the world aimed at creating a standardized global
approach to conformity assessments.

I thank the fantastic FCC staff for their hard work on this important proceeding. This item has
my strong support.
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STATEMENT OF
COMMISSIONER ANNA M. GOMEZ

Re: Promoting the Integrity and Security of Telecommunications Certification Bodies, Measurement
Facilities, and the Equipment Authorization Program, Docket No. 24-136, Notice of Proposed
Rulemaking (May 23, 2024).

The fast pace of creativity and innovation in wireless technology demands that we put in place the
right approval system to support this technology reaching consumers. The wireless devices that are
common in your life were reviewed in one of the nearly 640 FCC-recognized accredited test labs around
the world and certified by one of the 40 FCC-recognized telecommunications certification bodies. 11

In this age of wireless proliferation, we must also remain vigilant of technology and actors
infiltrating our wireless infrastructure to cause harm. The Commission’s equipment authorization
program rules already prohibit authorization of equipment that has been determined to pose an
unacceptable risk to national security and our safety. [ With today’s NPRM we seek to strengthen our
oversight of the test labs and telecommunications certifications bodies that review and certify the wireless
equipment that flows into the stream of commerce in our nation. [

Today, we begin the important and necessary steps to ensure that our equipment authorization
program to support rapid and flexible wireless innovation is not subject to influence or control by actors
that pose a risk to our security. [1 This is an important NPRM and I look forward to the record
developing. Thank you for the Office of Engineering and Technology for this important work. [



