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FINANCIAL
CYBER 2025
REPORT

The finance industry plays a vital role in the global economy, handling vast amounts of sensitive
data and facilitating billions of transactions every day. With its high-value assets and complex
digital infrastructure, financial institutions are a top target for cyber criminals. Effective cyber risk
management is essential to protect customer trust, ensure regulatory compliance, and safeguard
the stability of financial markets. Without robust security measures, even a single incident can lead
to significant financial losses and lasting reputational damage. This report contains important
information around the significance of robust cybersecurity protection.
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TOP CYBER RISKS Percentage of successful Percentage of successful
» Phishing Attacks: Deceptive emails intrusions that involved intrusions that involved the use
trick users into giving up credentials. ransomware of Stolen Credentials

+ Ransomware: Malware locks data, o o,
demanding payment for access. 30 /° 30 A’

o Insider Threats: Employees or
contractors misuse access or leak

data. WHY IS FINANCE TARGETED?
* Third-Party Vulnerabilities: Security « High Value of Financial Data: Banks and financial firms hold
CERS M VETERS O e RinErs Ieees sensitive personal and financial information that’s highly

institutions. -
» Data Breaches: Unauthorized access valuable to criminals.
to sensitive customer or financial « Direct Access to Funds: Cyber attackers can potentially steal
information. money directly from accounts or disrupt financial transactions.
 Account Takeover: Stolen credentials « Large Attack Surface: Financial institutions use complex

used to access and exploit accounts.
» Cloud Security Risks: Misconfigured
or vulnerable cloud services expose

systems, apps, and third-party vendors, creating more entry
points for attackers.

data. « Regulatory Pressure: Strict regulations mean a breach can
o DDoS Attacks: Flooding systems with cause costly fines and reputational damage, making institutions
traffic disrupts services and access. attractive for extortion.

+ Regulatory Compliance Failures: Not
meeting data protection laws leads to
fines and penalties.

« Frequent Transactions: High volume of daily transactions
increases the likelihood of vulnerabilities and chances to exploit
systems.

Percentage of attacks in finance The finance industry is the
that comprised personal details most targeted industry for

$74% Web Application Attacks

Sources: IBM Cost of a Data Breach Report 2025; Verizon 2025 Data Breach Investigations Report

SpearTip Services:

Advisory Services - Proactive preparation and assessment of cybersecurity posture.
Managed Security - Continuous monitoring and threat prevention of endpoints and identities.
Incident Response - Immediate response and recovery for data breaches.

SpearTip, a Zurich Company
1714 Deer Tracks Trail, St. Louis, MO
800.236.6550 www.speartip.com

For further information, please contact the SpearTip Security

Operations Center team at info@speartip.com

This is a general description of certain types of managed security services, and/or other risk engineering or risk management services provided by Zurich Resilience Solutions, which is part of the Commercial
Insurance business of Zurich Insurance Group and does not represent or alter any insurance policy or service agreement. Such services are provided to qualified customers by affiliates of Zurich Insurance
Company Ltd, including but not limited to SpearTip, LLC, 1714 Deer Tracks Trail Suite 150, Saint Louis, MO 63131, USA; and The Zurich Services Corporation and Zurich American Insurance Company, each at
1299 Zurich Way, Schaumburg, IL 60196, USA. The opinions expressed herein are those of SpearTip, LLC as of the date of the release and are subject to change without notice. This document has been
produced solely for informational purposes. All information contained in this document has been compiled and obtained from sources believed to be reliable and credible but no representation or warranty,
express or implied, is made by Zurich Insurance Company Ltd or any of its affiliated companies (collectively, Zurich Insurance Group) as to their accuracy or completeness. This document is not intended to be
legal, underwriting, financial, investment or any other type of professional advice. Zurich Insurance Group disclaims any and all liability whatsoever resulting from the use of or reliance upon this document. Nothing
express or implied in this document is intended to create legal relations between the reader and any member of Zurich Insurance Group. Certain statements in this document are forward-looking statements,
including, but not limited to, statements that are predictions of or indicate future events, trends, plans, developments or objectives. Undue reliance should not be placed on such statements because, by their
nature, they are subject to known and unknown risks and uncertainties and can be affected by numerous unforeseeable factors. The subject matter of this document is also not tied to any specific service offering
or an insurance product nor will it ensure coverage under any insurance policy. No member of Zurich Insurance Group accepts any liability for any loss arising from the use or distribution of this document. This
document does not constitute an offer or an invitation for the sale or purchase of securities in any jurisdiction. In the United States, managed security services are provided by SpearTip, LLC and risk engineering
and risk management services are provided by The Zurich Services Corporation.
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SpearTip Cyber Solutions to Assist Manufacturing

i Rapid Incident Response L] 24/7 Managed SOC
& Data Breach Investigation = Endpoint Protection

Decryption Assistance Identity Threat Detection

Digital Forensics

Risk Assessments O Vulnerability Assessments

Cybersecurity Health Check External & Internal

Cybersecurity Gap Analysis Web Application

Tabletop Exercises Wireless, Firewall, and Cloud

: Adversary Services = Security Program Development

: - Incident Response Plannin
Penetration Testing P 9

Phishing Campaign Assessment

Managed Security Awareness Training

Sources: IBM Cost of a Data Breach Report 2025; Verizon 2025 Data Breach Investigations Report

SpearTip, a Zurich Company
1714 Deer Tracks Trail, St. Louis, MO
800.236.6550 www.speartip.com

For further information, please contact the SpearTip Security

Operations Center team at info@speartip.com

This is a general description of certain types of managed security services, and/or other risk engineering or risk management services provided by Zurich Resilience Solutions, which is part of the
Commercial Insurance business of Zurich Insurance Group and does not represent or alter any insurance policy or service agreement. Such services are provided to qualified customers by affiliates of
Zurich Insurance Company Ltd, including but not limited to SpearTip, LLC, 1714 Deer Tracks Trail Suite 150, Saint Louis, MO 63131, USA; and The Zurich Services Corporation and Zurich American Insurance
Company, each at 1299 Zurich Way, Schaumburg, IL 60196, USA. The opinions expressed herein are those of SpearTip, LLC as of the date of the release and are subject to change without notice. This
document has been produced solely for informational purposes. All information contained in this document has been compiled and obtained from sources believed to be reliable and credible but no
representation or warranty, express or implied, is made by Zurich Insurance Company Ltd or any of its affiliated companies (collectively, Zurich Insurance Group) as to their accuracy or completeness. This
document is not intended to be legal, underwriting, financial, investment or any other type of professional advice. Zurich Insurance Group disclaims any and all liability whatsoever resulting from the use of
or reliance upon this document. Nothing express or implied in this document is intended to create legal relations between the reader and any member of Zurich Insurance Group. Certain statements in this
document are forward-looking statements, including, but not limited to, statements that are predictions of or indicate future events, trends, plans, developments or objectives. Undue reliance should not be
placed on such statements because, by their nature, they are subject to known and unknown risks and uncertainties and can be affected by numerous unforeseeable factors. The subject matter of this
document is also not tied to any specific service offering or an insurance product nor will it ensure coverage under any insurance policy. No member of Zurich Insurance Group accepts any liability for any
loss arising from the use or distribution of this document. This document does not constitute an offer or an invitation for the sale or purchase of securities in any jurisdiction. In the United States, managed
security services are provided by SpearTip, LLC and risk engineering and risk management services are provided by The Zurich Services Corporation.
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