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Zurich Cyber Insurance Policy

Highlights of
Major Changes

e The new Zurich Cyber Insurance Policy contains 19 coverage options from which to choose.

e There have been no reductions in coverage from the Zurich Security and Privacy Protection Policy.

» Several optional coverages previously available only via endorsement have been incorporated into the Zurich
Cyber Insurance Policy (see table below).

Coverage Enhancements

COVERAGE FEATURE

General Data
Protection Regulations
Proceedings Coverage

Payment Card Industry (PCI)
Demand Coverage

Reputational Harm

ENHANCEMENTS

e We have included a specific Insuring Agreement within the Zurich Cyber Insurance
Policy to affirmatively address the loss and defense costs associated in responding to
a proceeding brought under the General Data Protection Regulation.

e Previously only available via endorsement.

e We have included a specific Insuring Agreement within the Zurich Cyber Insurance
Policy to respond to the loss and defense costs associated with allegations of
noncompliance with PCl standards.

e Previously only available via endorsement.

e We have included a specific Insuring Agreement within the Zurich Cyber Insurance
Policy to address the loss associated with the reduction in value of a business’ reputation.

Continued ...



Coverage Enhancements

COVERAGE FEATURE ENHANCEMENTS

System Failure e  Previously only available via endorsement.

e We have included a specific Insuring Agreement within the Zurich Cyber Insurance
Policy to address the business income loss associated with computer system
failure/loss of function.

e  Expanded system failure coverage available via endorsement.

Voluntary Shutdown e Previously only available via endorsement.

e The Zurich Cyber Insurance Policy expands the definition of “Interruption of Service”
to include the voluntary shutdown of a computer system to avoid unauthorized use
or access.

Social Engineering Fraud e Previously only available via endorsement.

e We have included three separate Insuring Agreements within the Zurich
Cyber Insurance Policy to address the loss associated with social engineering crimes.

“Betterment” of e Previously only available via endorsement.

C ter Syst . . _—
omputer system e The Zurich Cyber Insurance Policy amends the definition of “Extra Expenses” to

include coverage for upgrading/improving Computer Systems if a policyholder needs
to install a more secure and efficient version of the affected computer system when
recovering from an event.

Claims Avoidance Coverage e We have included a specific Insuring Agreement within the Zurich Cyber Insurance
Policy with respect to the reimbursement of costs incurred in the prevention of a claim.
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This is intended as a general description of certain types of insurance and services available to qualified customers
through the companies of Zurich in North America, provided solely for informational purposes. Nothing herein
should be construed as a solicitation, offer, advice, recommendation, or any other service with regard to any type
of insurance product underwritten by individual member companies of Zurich in North America, including Zurich
American Insurance Company, 1299 Zurich Way, Schaumburg, IL 60196. Your policy is the contract that
specifically and fully describes your coverage, terms and conditions. The description of the policy provisions gives
a broad overview of coverages and does not revise or amend the policy. Coverages and rates are subject to
individual insured meeting our underwriting qualifications and product availability in applicable states. Some
coverages may be written on a nonadmitted basis through licensed surplus lines brokers.
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