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CyberCare Liability and
Privacy Insurance .
TEEIR , BERFERE Z%QEH

Cyber extortion threat supplementary enrollment form
,.ﬂ,unnﬁn’ﬁm SR (RIS Z R E R

Enquiry no. EFEE : +852 2968 2288
Please complete in BLOCK LETTERS. AR IEFEIESS -

1. General information EAXER]

Name of policyholder (Company)
REFAAEE (2F)

2. Maximum limit and premium table &S {RIEXEMFRER

Deductible
(each claim) (HKD)
RiZkE (BXREE) (&)

Maximum limit* (HKD)
RafRbEgE* (EBT)

Annual premium (HKD)
BFERE (#En)

[] 10,000 20,000 750 Insurance
+ Authplritthevy/:*
] 20,000 20,000 1,500 fRIBREBREHH

* The limit of liability of the cyber extortion threat extension is part of and not in addition to the limit of liability of the main policy.
AR B AR Rl B I IR I8 2 AR EIREA R AN R E RIS EIREEM —B0 D - MAZERSMREE -
** |A Levy applies according to levy rate at respective period. Please see below for details: £R & /S B iR AR FERS B 2 B R ULEY - S 1BWF ©

a) Jan 1,2018 - Mar 31, 2019 b) Apr 1, 2019 — Mar 31, 2020 c) Apr 1, 2020 - Mar 31, 2021 d) From Apr 1, 2021 onwards
(both dates inclusive) (both dates inclusive) (both dates inclusive) 20214818 RMU#E
20181818 - 2019%3H31H 0.04% 2019%4818 - 2020%3H31H 0.06% 2020%481H -2021%3831H 0.085% 0.1%
(BFEEEMA ) (BFEEEMA ) (BEEEMmA)

If the amount of levy for the policy includes a fraction of a cent, the amount is to be rounded to the nearest cent. fREHEREPAE—IURIER DG LUEIERAGTE -

3. Ransomware internal control information ASIAZE HI 81 ZERHERE R

1. Do you maintain a documented inventory of information assets that includes hardware, application software,
operating software and data?

REAARE—NENBEENXEEGLE (ETE2ENE - BRARG - BIFREREEBER ) ?

[]YesB []No&

2. Do you regularly validate the asset inventory, and if “Yes”, how do you perform this validation?
TBEEAEH %ﬁ"‘tili +4‘hyf7?u6f? ? [] ves& L1 NoE
ﬁl] "B - BENEETZEE

3. Do you follow a formal patchlng program that delivers patches to high risk assets within no more than 30 days, D Yes 75 D No &

or immediately if the threat is considered significant enough?
RESABRBREANEHENHSERBBEAZIRIORANETER / H]  NEEXIZRBRBETED
BERTE ?

4. Do you have compensating controls for assets that are no longer supported by the vendor, i.e. these assets no
Ionger receive patches, and if “Yes”, what are the controls?
SEHNEEHRERIABEMER (AZBBABENMT ) - CEEEBNER ?
mra, ZEFNZEE?

[] YesBE [INo&

5. Do you have an educational program for all employees that teach awareness and avoidance of phishing and
social media based threats?

BEAARCMAE LREFIIEE - DURBES - BoPR NS RImENEZRR ?

[]YesB [] No&

6. Does your incident response plan specifically describe various threat types, including ransomware, and specific
steps to be taken when encountering a specific threat type? D Yes D No &
THEHELHAPEEEERNPSEREEBEE  EEHRGMG  UREBIBEEBERERINWE
EEFEE a1 ?

7. Do your recovery procedures include offline storage of all backup data necessary to restore to a predetermined,
business -acceptable recovery point and recovery time? [ ves & [ No&

TR EREFEERESHAMANENRGENERE - DIKEZIREMEEMBRRERMKERRE ?

8. Have you identified your critical vendors? If “Yes”, do you have a documented recovery plan with each? [ ves 5 [ No

REECEIHCERRRIEEZ 20 "5,  BASRMMASELOUHE—ERETE ? e °

The following questions should be answered on behalf of third party vendors (including but not limited to all computer system/data handlers):
UTHERE=AHEBOZ (BFEERRRAEEMARREREERD) -

1. Do you follow a formal patching program that delivers patches to high risk assets within no more than 30 days,
or immediately if the threat is considered significant enough? D # D
ARESAEBREANEHEXHSRABEIBEAZIRIORNETERW / H] @ AEEXIZIRFHRBRIETED Yes No&
FIEmiTE?

2. Do you have compensating controls for assets that are no longer supported by the vendor, i.e. these assets no
longer receive patches, and if “Yes”, what are the controls?
ERNBEERABREEZER (ZBBEABENET )  BEEEHNES? [ ves & [ N
mra,  ZEHIEE?
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The following questions should be answered on behalf of third party vendors (including but not limited to all computer system/data handlers):
(continued)

UTHERE=AHEBOZ (BEERRRAEEMARKENEED) : (&)

3. Do you have compliance on your minimum security guidelines with your vendors?

R EBRCM BT R ERERETE 7 [Jyesm | [ No&E
4. Doyou have an educational program for all employees that teach awareness and avoidance of phishing and
social media based threats? L[] Yes’B L] No&

REEEREABIRHEEIFSE - DUEREH  BeM8fNdREENEBER ?

5. Does your incident response plan specifically describe various threat types, including ransomware, and specific
steps to be taken when encountering a specific threat type?
ME’]$E§UE“‘+2UEPEEE’@5EEE%E%EHTQEZE,‘:.@%@ L. aEHRRE - LREBIREREIRE [ Yes & [ N
RN EREETE / D8R

6. Do your recovery procedures include offline storage of all backup data necessary to restore to a predetermined,
business-acceptable recovery point and recovery time? u O]
TREBRERFEEAESERMALTNRAENEE - DIKERREMEEMBIREMMNRER ves 5 No#&
&2

7. Do you include the recovery of backup data in your tests for disaster recovery and business continuity, or do you
regularly test the restorability of archived data in some other manner?
MESBEEHARERENESEELWAZPEHEOEIERNRE - I2UEM A X ERRERERS [ ves & [ No
BB TIRIE M ?

4. Declaration ZHH

I/\We declare that the statements and particulars in this application/proposal are true and that no material facts have misstated, misrepresented or
suppressed after enquiry.

AN/ BEERBEAA / BESERILEFEERE / RESREZAEENEE - WRAHTOEESMELAE - EHBRMEINER -

I/\We agree that this application/proposal, together with any other information supplied by me/us shall form the basis of any contract of insurance
effected between the Insurer and me/us.

KA/ ZFREARA / RPERBIOREESARKRBILPFERE / 2ZREBREQTHEERA / HMARHEOERMETLL -

I/'We undertake to inform the Insurer of any material alteration to those facts occurring before the renewal/completion of the contract of insurance.

KA/ BPIEGER BRI EORER / IIRESABI R ENEREEER -

I/We understand that I/We shall refer to the Policy for details of the insurance coverage, exclusion clauses and terms and conditions.

KA/ BMBEABRESE - LARRBIE - ERRARBLULRIGET EIRERE -

I/\We understand IAwe must complete and provide all information requested in this form, failing which the Company cannot process my/our application
for the Policy.

AN/ BFEREARA / BANVETHRREHRIEREZFAEERN . BSATBAERIEARA / BRPAENAZ Z(REBHE

This insurance application will not be in force until the enrollment has been accepted by the Company and the premium has been paid.

ILRIBERRAT BARER EMPERBRUGZRERTREEN -

Authorized signature
BEREE
DayH MonthA YearfF
me
B
Name and title Company stamp
BRI PNEEE

This Insurance is provided by Zurich Insurance Company Ltd. ISR FHER R RIS R AT EIR -
The English version shall prevail in case of inconsistency between the English and Chinese versions. i1 S GERBZET AR - B ARBZE -

For internal use only Rt AEHES

Agent name

REASSE

Agent no.
RIBAGRE

Zurich Insurance Company Ltd (a company incorporated in Switzerland)
25-26/F, One Island East, 18 Westlands Road, Island East, Hong Kong

®
FRURBRARAS (RIHLEMRIZAT)
§%§%$$%E’1185)‘€5§;§¢/B\25 26T§A ZURICH

Telephone ZERE : +852 2968 2288 Fax & : +852 2968 0639  Website #81t : www.zurich.com.hk % .I_E.
my ’J\




