
Zurich Cyber Complete
Are you getting the most out of your cyber 
insurance solution? In partnership with Zurich 
Resilience Solutions (ZRS), Zurich Insurance is 
now offering either Cyber Health Check or Cyber 
Incident Response Exercise to policyholders at 
no additional cost.

Cyber Health Check 

Undertaking a gap analysis is an essential step in any cyber 
risk management strategy as it pinpoints strengths and 
weaknesses in the current approach. The Cyber Health Check 
considers risks across three dimensions - exposures, hazards 
and controls - and identifies improvements that will enhance 
organisational cyber resilience. 

Here are some of the key benefits:

•	 Understanding gaps in cyber maturity

•	 Provides a practical roadmap to improve cyber risk 
management

•	 Can be used to garner senior management buy-in  
for future cyber programmes

Cyber Incident Response 
Exercise
A Cyber Incident Response Exercise helps organisations 
improve their cyber incident response capabilities, by running  
a tabletop exercise to identify areas for improvement before an 
incident happens for real.

Here are some of the key benefits:

•	 Heightens stakeholder awareness of roles and responsibilities 
should an incident happen

•	 Tests the versatility of plans against a range of scenarios

•	 Identifies gaps in processes to improve efficiency of response

•	 Gives an objective and independent view of preparedness for 
an incident



How the process works

Cyber Health Check 

01. 
ZRS Cyber Risk 
Consultant contacts you 
to discuss your Cyber 
Health Check

02. 
They carry out 
in-depth interviews 
with those involved in 
managing your cyber 
security

03. 
They produce a report 
including cyber risk 
grading and industry 
benchmarking

04. 
ZRS Cyber Risk 
Consultant presents  
findings and 
recommendations to  
your organisation

Cyber Incident Response Exercise

01. 
ZRS Cyber Risk 
Consultant contacts 
you to understand your 
business environment

02. 
They develop an 
exercise tailored to 
your exposures

03. 
A table-top exercise is 
carried out with those 
involved in your IT 
security, covering 
different scenarios

04. 
ZRS Cyber Risk 
Consultant creates a 
report including 
recommendations to 
address gaps found

05. 
ZRS Cyber Risk 
Consultant presents 
findings and 
recommendations to 
your organisation

Face to face Virtual chat Zurich Resilience Solutions
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Risk management beyond risk transfer
Zurich Resilience Solutions (ZRS) is the Risk Engineering Services division of Zurich Insurance. 
Zurich Resilience Solutions was created to provide customers with the most in-depth expertise, 
data and insight to manage their risks. We provide data, tools and insight for customers to make 
informed decisions to reduce their total cost of risk.

Cyber consultancy is one of the key risk areas where we have capabilities, complemented by 
external partnerships with security firms. We can provide a holistic and comprehensive cyber 
resilience risk advisory service for customers to help them tackle the cyber threat landscape.

For more information visit  
www.zurich.co.uk/business/our-expertise/
zurich-resilience-solutions/cyber-complete 
or follow up with your usual broker  
or Zurich underwriting contact
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