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Are you getting the most out of your cyber
insurance solution? In partnership with Zurich
Resilience Solutions (ZRS), Zurich Insurance is
now offering either Cyber Health Check or Cyber

Cyber Health Check

Undertaking a gap analysis is an essential step in any cyber
risk management strategy as it pinpoints strengths and
weaknesses in the current approach. The Cyber Health Check

Incident Response Exercise to po|icyho|ders at considers risks across three dimensions - exposures, hazards
L. and controls - and identifies improvements that will enhance
no additional cost. organisational cyber resilience.

Here are some of the key benefits:
- Understanding gaps in cyber maturity

- Provides a practical roadmap to improve cyber risk
management

+ Can be used to garner senior management buy-in
for future cyber programmes

Cyber Incident Response
Exercise

A Cyber Incident Response Exercise helps organisations
improve their cyber incident response capabilities, by running
a tabletop exercise to identify areas for improvement before an
incident happens for real.

Here are some of the key benefits:

- Heightens stakeholder awareness of roles and responsibilities
should an incident happen

+ Tests the versatility of plans against a range of scenarios
+ Identifies gaps in processes to improve efficiency of response

- Gives an objective and independent view of preparedness for
an incident




Cyber Health Check

9 How the process works
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Cyber Incident Response Exercise

01.

ZRS Cyber Risk
Consultant contacts
you to understand your
business environment
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security
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your organisation
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02.

They develop an
exercise tailored to
your exposures

03.

A table-top exercise is
carried out with those
involved in your IT
security, covering
different scenarios

04.

ZRS Cyber Risk
Consultant creates a
report including
recommendations to
address gaps found

05.

ZRS Cyber Risk
Consultant presents
findings and
recommendations to
your organisation
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Risk management beyond risk transfer

Zurich Resilience Solutions (ZRS) is the Risk Engineering Services division of Zurich Insurance. . . !
Zurich Resilience Solutions was created to provide customers with the most in-depth expertise, For more. |nf0rmat|0n V.ISIt .
data and insight to manage their risks. We provide data, tools and insight for customers to make www.zurich.co.uk/business/ou r-expertlse/

informed decisions to reduce their total cost of risk. zurich-resilience-solutions/cyber-complete
Cyber consultancy is one of the key risk areas where we have capabilities, complemented by

external partnerships with security firms. We can provide a holistic and comprehensive cyber or fO”OW up with your USUG' brOker
resilience risk advisory service for customers to help them tackle the cyber threat landscape. or Zurich u nderwrltlng contact
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A public limited company incorporated in Switzerland. Registered in the Canton of Zurich, No. CHE-105.833114, registered offices at Mythenquai 2, 8002 Zurich. UK Branch registered in England and Wales no
BROO0O105. UK Branch Head Office: The Zurich Centre, 3000 Parkway, Whiteley, Fareham, Hampshire PO15 7JZ. Zurich Insurance Company Ltd is authorised and regulated in Switzerland by the Swiss Financial
Market Supervisory Authority FINMA. Authorised by the Prudential Regulation Authority. Subject to regulation by the Financial Conduct Authority and limited regulation by the Prudential Regulation Authority.
Details about the extent of our regulation by the Prudential Regulation Authority are available from us on request. Our firm reference number is 959113. Communications may be monitored or recorded to improve
our service and for security and regulatory purposes. © Copyright — Zurich Insurance Company Ltd 2023. All rights reserved. Reproduction, adaptation or translation without prior written permission is prohibited
except as allowed under copyright laws.

This is a general description of services such as risk engineering or risk management services by Zurich Resilience Solutions which is part of the Commercial Insurance business of Zurich Insurance Group, and
does not represent or alter or supplement the terms of or coverages provided under any insurance policy or service agreement. Such services are provided to qualified customers subject to the terms of the
applicable agreements issued by affiliated companies of Zurich Insurance Company Ltd, including but not limited to Zurich Management Services Limited, The Zurich Centre, 3000b Parkway, Whiteley,
Fareham, Hampshire, PO15 7JZ, UK.

The opinions expressed herein are those of Zurich Resilience Solutions as of the date of the release and are subject to change without notice. This document has been produced solely for informational
purposes. All information contained in this document has been compiled and obtained from sources believed to be reliable and credible but no representation or warranty, express or implied, is made by Zurich
Insurance Company Ltd or any of its affiliated companies (Zurich Insurance Group) as to their accuracy or completeness. This document is not intended to be legal, underwriting, financial, investment or any
other type of professional advice. Zurich Insurance Group disclaims any and all liability whatsoever resulting from the use of or reliance upon this document. Nothing express or implied in this document is
intended to create legal relations between the reader and any member of Zurich Insurance Group.

Certain statements in this document are not based on historical facts and may constitute projections, forecasts and forward-looking statements, including, but not limited to, statements that are predictions of or
indicate future events, trends, plans, developments or objectives. Undue reliance should not be placed on such statements, which speak only as of the date of this document, because, by their nature, they are
inherently subject to known and unknown risks and uncertainties and can be affected by numerous unforeseeable factors and may also reflect various assumptions concerning anticipated results, which
assumptions may or may not prove to be correct. The subject matter of this document does not constitute solicitation or invitation and it is also not tied to any specific service offering or an insurance product nor
will it ensure coverage under any insurance policy.

This document may not be distributed or reproduced either in whole, or in part, without prior written permission from Zurich Management Services Limited, The Zurich Centre, 3000b Parkway, Whiteley, Fareham,
Hampshire, PO15 7JZ, UK. No member of Zurich Insurance Group accepts any liability for any loss arising from the use or distribution of this document. This document does not constitute an offer or an invitation
for the sale or purchase of securities in any jurisdiction.

Risk Engineering UK, Business Development Team, 6th Floor, The Colmore Building, 20 Colmore Circus, Queensway|Birmingham, B4 6AT
For further information about any of the topics mentioned in this document please speak to your local Zurich contact, or email Zurich Resilience Solutions at zrs.enquiries@uk.zurich.com or
alternatively call this number +44 (0) 121 697 9131. We may record or monitor call to improve our service.

For more information please visit
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