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Breach Response Guide

Everything you need to prepare for,
handle, and respond to a breach

Experiencing a Breach?

< Email &) Call
breachresponse@speartip.com 833.997.7327

What to Expect

Free Consultation

o @ o We offer a complimentary consultation to assess the situation and
(Yl recommend the path of action that is in your best interest.

Immediate Protection Measures

@) Once a breach is suspected or confirmed, we can immediately deploy
24/7 protection measure to stabilize the situation and avoid escalation.

Expansive Network of Resources at Negotiated Rates

° 2 We can help you on the entire lifecycle of the incident, from forensics, to
o Y ransomware negotiation, to restoration. We also partner with expert legal firms.

Who is SpearTip?
e Our team of certified incident response engineers has handled intrusions since

our inception in 2005 and we understand cybersecurity threats and innovations
as a risk mitigation strategy.

e We are wholly owned by Zurich, one of the largest multi-line insurers in the world.



How It Works D

Overview Timeline
¢ Incident is initially friaged to determine its nature and
Phase 1 severity. 0-15 Minut
Emergency e Arapid oss'essmen’r occurs to identify potential risks and - INnuTes
urgent actions.
Call e Ascoping callis scheduled to organize stakeholders and

response efforts.

e Key stakeholders, including the IR feam, client leadership,
and legal counsel, join to review the incident timeline

Phqse 2 . ?hned ’r:\é?ri:c\j\k/aclj?k?’re;ocillsséess business and regulatory i t

gulatory impact,
Nele]e][gle! clarify whether sensitive data may be involved, and 1-2 Hours
Call preserve critical evidence.

¢ The call determines whether the incident is confirmed, if
data breach a data breach or ransomware appear fo
be present, and what next steps are needed.

e Specialized teams are activated based on incident

specifics:
Phqse 3 o EDR /ITDR for endpoint or identity threats.
Technical o Attorneys for confirmed breaches or regulatory issues. 2-72 Hours
o Ransomware negotiation experts if a ransom note is
Response present.

o Restoration team to recover system after containment.

e Parallel workstreams begin for forensic investigation,
system restoration, and recovery.

Phqse 4 e Regular status calls and progress updates.
. . e Threat actors are removed, affected systems restored, 3-14D ays
Investigation and monitoring confirms no further malicious activity for
and Recovery atf least 7 days.

e Root cause is addressed, vulnerabilities are remediated,
and a final comprehensive report is delivered.

24-Hour Incident Response Availability
When you call our feam, you aren't met with chatbots or third-party call centers. You get access to a human on the
SpearTip feam who will help start your journey to quick response and recovery after a breach.



Additional Services

Advisory Services: From penetration testing to security awareness training, we can help you
prepare for a breach, find gaps in your digital environments, and assess your overall cybersecurity
posture.

Managed Security: Standalone services are great, but taking your protection a step further with
constant and continuous monitoring of your endpoints, digital identities, and user behaviors allows
you to see exactly what's happening within your systems.

Incident Response Why Take the Assessment?
Readiness Assessment

Scan to Learn More

Clarity
Answer straightforward questions about your current
incident response practices and procedures.

Insight
Receive a clear, actionable score that shows where
your organization stands today.

Guidance
Meet with our experts to discuss your results and identify
next steps to strengthen your cybersecurity posture.

Contact us: Breach Response:
800.236.6550 833.997.7327

Info@speartip.com Breachresponse@speartip.com

SpearTip

1714 Deer Tracks Trail, Suite 150 St. Louis, MO 63131
800.236.6550 www.speartip.com

This is infended as a general description of certain types of managed security services, including incident response, continuous security monitoring, and
advisory services available to qualified customers through SpearTip, LLC, as part of Zurich Resilience Solutions, which is part of the Commercial Insurance
Business of Zurich Insurance Group. SpearTip, LLC does not guarantee any particular outcome. The opinions expressed herein are those of SpearTip, LLC as of
the date of the release and are subject fo change without notice. This document has been produced solely for informational purposes. Allinformation
contained in this document has been compiled and obtained from sources believed to be reliable and credible but no representation or warranty, express
orimplied, is made by Zurich Insurance Company Ltd or any of its affiliated companies (collectively, Zurich Insurance Group) as fo their accuracy or
completeness. This document is not intended to be legal, underwriting, financial, investment or any other type of professional advice. Zurich Insurance Group
disclaims any and all liability whatsoever resulting from the use of or reliance upon this document. Nothing express or implied in this document is infended to
create legal relations between the reader and any member of Zurich Insurance Group. Certain statements in this document are forward-looking statements,
including, but not limited to, statements that are predictions of or indicate future events, trends, plans, developments or objectives. Undue reliance should not
be placed on such statements because, by their nature, they are subject to known and unknown risks and uncertainties and can be affected by numerous
unforeseeable factors. The subject matter of this document is also not tied to any specific service offering or an insurance product nor will it ensure coverage
under any insurance policy. No member of Zurich Insurance Group accepts any liability for any loss arising from the use or distribution of this document. This
document does not constitute an offer or an invitation for the sale or purchase of securities in any jurisdiction.
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