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Managed Identity Threat

Detection and Response

Secure SaaS Applications
Before a Loss Occurs

The Risks

|dentity related cyber attacks against SaaS
applications are on the rise, and a leading
cause of cyber loss for organizations,
Business Email Compromises alone resulted
in almost 2.8 Billion dollars in financial losses
in 2024.*

ldentity aftacks are often easier for threat
actors to perform than other forms of attack,
such as Ransomware, because they are
highly automated, can target all your users,
and often less security controls are in place
to to detect them.

*I1C3 FBI report 2024
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Streamlined Deployment

We combine automation
with human expertise to
deliver an industry
leading mean time to
remediate (MTTR).

We deploy in under 5
minutes, delivering
immediate value and
security benefits with
minimal effort.
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SMBs Targeted

Small and medium businesses are highly
targeted by identity attacks.

e Almost a third of organizations do not
have Unified Audit Logs enabled within
M365 to accurately monitor user
activities.

e On average, organizations detect
identity compromises after 36 days, often
too late to prevent wire fraud.*

o 32% of identity incidents result in wire
fraud with an average loss of $320,000.*

*Based on information from SpearTip’s Incident
Response Data in 2024
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High Risk Alert Priority Threat Intelligence

We filter out noise and
investigate raw telemetry
SO you only receive alerts
for confirmed or high-risk

threats.

Every detection is
informed by frontline
research collected by

our Managed SOC
team.
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.O. All monitored by our 24/7/365 US Based Managed Security Operations Center

Contact us to learn more at

Info@speartip.com or 800.236.6550

Integrations Included
Google Workspace, Microsoft Office 365, Okta, Duo,

Ninja RMM, Microsoft Defender and Salesforce.
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Breach Response:
833.997.7327

Breachresponse@speartip.com

SpearTip

1714 Deer Tracks Trail, Suite 150 St. Louis, MO 63131
800.236.6550 www.speartip.com

This is infended as a general description of certain types of managed security services, including incident response, continuous security monitoring, and
advisory services available to qualified customers through SpearTip, LLC, as part of Zurich Resilience Solutions, which is part of the Commercial Insurance
Business of Zurich Insurance Group. SpearTip, LLC does not guarantee any particular outcome. The opinions expressed herein are those of SpearTip, LLC as of
the date of the release and are subject fo change without notice. This document has been produced solely for informational purposes. Allinformation
contained in this document has been compiled and obtained from sources believed to be reliable and credible but no representation or warranty, express
orimplied, is made by Zurich Insurance Company Ltd or any of its affiiated companies (collectively, Zurich Insurance Group) as to their accuracy or
completeness. This document is not intended to be legal, underwriting, financial, investment or any other type of professional advice. Zurich Insurance Group
disclaims any and all liability whatsoever resulting from the use of or reliance upon this document. Nothing express or implied in this document is infended to
create legal relations between the reader and any member of Zurich Insurance Group. Certain statements in this document are forward-looking statements,
including, but not limited to, statements that are predictions of or indicate future events, trends, plans, developments or objectives. Undue reliance should not
be placed on such statements because, by their nature, they are subject to known and unknown risks and uncertainties and can be affected by numerous
unforeseeable factors. The subject matter of this document is also not tied to any specific service offering or an insurance product nor will it ensure coverage
under any insurance policy. No member of Zurich Insurance Group accepts any liability for any loss arising from the use or distribution of this document. This
document does not constitute an offer or an invitation for the sale or purchase of securities in any jurisdiction.
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