SpearTip

Our mission is simple: day by day,
engagement by engagement, shift by
shift, alert by alert, we defend our
partners from cyber threats. Daily we
save jobs, businesses, communities,
governments, and livelihoods, and
ultimately allow them to fulfill their

oOwn mMissions.

SPEARTIP ¢4 ZURICH

A company of @@ ZURICH

Resilience Solutions

Experiencing a breach? Contact our 24/7/365 hotline by email at ir@speartip.com or call 833.997.7327

Who we are

For nearly two decades, SpearTip has
continually aimed to protect
businesses as they fulfill their own
missions. Our services can help
organizations avoid large financial and
data losses while building lasting
cyber resilience.

Cybersecurity is a top concern for
senior management and boards, as
companies are exposed to a wide
variety of vulnerabilities that pose
existential threats. Prioritizing investing
in cybersecurity can be daunting, with
risks evolving daily. The hardest part
can be knowing where to start.

SpearTip has been providing
cybersecurity services since

2005

900"' Organizations Actively

Benefits you can expect

Our team can provide a holistic view
of your organization’s controls and
their adequacy concerning your
exposure. Risk quantification can help
increase cyber insurability while
limiting limiting the presence and
severity of vulnerabilities.

Your organization can benefit from
our team’s extensive experience and
pragmatic approach.

o Advance your cybersecurity
maturity and mitigate risks that
were previously undiscovered

e Educate and train your team to
identify and avoid phishing and
social engineering schemes.

e Prepare for emerging cyber risks
through forward-looking insights

¢ Achieve stronger collaboration
between Risk Management and
Information Security / IT teams
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Rapid Incident Response

SpearTip is the trusted provider
of breach coaches and carriers
everywhere. Our U.S.-based SOC
(Security Operations Center) is
staffed 24/7/365 with certified
engineers and analysts working
in a continuous investigative
cycle, ready to respond to active
events a moment's notice.
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Cybersecurity Services Built to Address the Attack Lifecycle

Prepare

Advisory Services

Actively Monitor

Security Operations
Center

Respond

Incident Response

We provide expert
guidance on cybersecurity
strategies, risk
management, and threat
mitigation to help
organizations strengthen
their security posture and
protect against cyber
threats.

Services Snapshot
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Advisory
Services

« Penetration Testing

 Incident Response
Planning

o Cyber Gap Analysis

« Tabletop Exercises

» Risk Assessments

SpearTip, a Zurich Company
1714 Deer Tracks Trail, St. Louis, MO
800.236.6550 www.speartip.com

The SOC actively monitors,
detects and responds to
cybersecurity threats in
real-time to protect and
organization’s data,
reputation, and revenue
through endpoints and
SaaS identities.

U

Security Operations
Center

« Managed Detection and
Response

o |dentity Threat Detection

and Response
o Endpoint Detection and
Response
« Managed Security
Awareness Training

The incident response
team quickly addresses
and mitigates security
incidents, minimizing
damage, and restoring
normal operations while
investigating the root
cause and delivering
comprehensive reports.
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Incident
Response

» Data Breach Investigations
» Decryption Assistance
« Digital Forensics

For further information, please contact the Zurich Cyber Risk

Engineering Team at

This is a general description of certain types of managed security services, and/or other risk engineering or risk management services provided by Zurich Resilience Solutions, which is part of the
Commercial Insurance business of Zurich Insurance Group and does not represent or alter any insurance policy or service agreement. Such services are provided to qualified customers by affiliates of
Zurich Insurance Company Ltd, including but not limited to SpearTip, LLC, 1714 Deer Tracks Trail Suite 150, Saint Louis, MO 63131, USA; and The Zurich Services Corporation and Zurich American Insurance
Company, each at 1299 Zurich Way, Schaumburg, IL 60196, USA. The opinions expressed herein are those of SpearTip, LLC as of the date of the release and are subject to change without notice. This
document has been produced solely for informational purposes. All information contained in this document has been compiled and obtained from sources believed to be reliable and credible but no
representation or warranty, express or implied, is made by Zurich Insurance Company Ltd or any of its affiliated companies (collectively, Zurich Insurance Group) as to their accuracy or completeness. This
document is not intended to be legal, underwriting, financial, investment or any other type of professional advice. Zurich Insurance Group disclaims any and all liability whatsoever resulting from the use of
or reliance upon this document. Nothing express or implied in this document is intended to create legal relations between the reader and any member of Zurich Insurance Group. Certain statements in this
document are forward-looking statements, including, but not limited to, statements that are predictions of or indicate future events, trends, plans, developments or objectives. Undue reliance should not be
placed on such statements because, by their nature, they are subject to known and unknown risks and uncertainties and can be affected by numerous unforeseeable factors. The subject matter of this
document is also not tied to any specific service offering or an insurance product nor will it ensure coverage under any insurance policy. No member of Zurich Insurance Group accepts any liability for any
loss arising from the use or distribution of this document. This document does not constitute an offer or an invitation for the sale or purchase of securities in any jurisdiction. In the United States, managed
security services are provided by SpearTip, LLC and risk engineering and risk management services are provided by The Zurich Services Corporation.



