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SpearTip’s ShadowSpear Cloud Monitoring is 
a leading security platform created to help 
safeguard your critical assets, extending its 
protective reach to encompass both 
cyberattacks and data theft. ShadowSpear is 
a resource for your business, constantly on 
the lookout for cyber threats, and quickly 
alerting you to keep your company secure.

ShadowSpear can help remediate:
• Business Email Compromise

• User Account Takeover

• Multi-Factor Authentication Bypass

• Wire Transfer Fraud

Case Study: A customer in critical need

Challenge: A customer recently experienced a 
critical social engineering incident, compromising 
user login sessions, resulting in unauthorized 
access to sensitive data. 

ShadowSpear 
Cloud Monitoring
Help fortify operations and minimize 
threats

Trial includes Google Workspace and Microsoft 
integrations. No purchase necessary. Terms and 
conditions apply.

Provides 24/7 security 
operations, cloud monitoring, 
remote response capabilities, 

next generation Anti-
Virus, integrable security 

information and event 
management

ShadowSpear
Ecosystem 

Actions: The need for cloud application user 
monitoring was evident. During a free pilot of the 
service, the customer was successfully identified 
and alerted of 10 foreign logins that had gone 
unnoticed. SpearTip provided a comprehensive 
report illustrating their Microsoft Risk Score, 
which was below the industry-standard 
benchmark, and highlighted policy changes 
within their license agreement that could 
significantly elevate their risk score.

Results: The pilot significantly improved the 
customer’s risk score and exposure by 
enhancing their security posture. The customer 
expanded their pilot to a full-time service, 
helping prevent additional incidents in the long-
term.
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This is intended as a general description of certain types of managed security services, including incident response, continuous security monitoring, and 
advisory services available to qualified customers through SpearTip, LLC, as part of Zurich Resilience Solutions, which is part of the Commercial Insurance 
Business of Zurich Insurance Group. SpearTip, LLC does not guarantee any particular outcome. The opinions expressed herein are those of SpearTip, LLC as 
of the date of the release and are subject to change without notice. This document has been produced solely for informational purposes. All information 
contained in this document has been compiled and obtained from sources believed to be reliable and credible but no representation or warranty, express or 
implied, is made by Zurich Insurance Company Ltd or any of its affiliated companies (collectively, Zurich Insurance Group) as to their accuracy or completeness. 
This document is not intended to be legal, underwriting, financial, investment or any other type of professional advice. Zurich Insurance Group disclaims any 
and all liability whatsoever resulting from the use of or reliance upon this document. Nothing express or implied in this document is intended to create legal 
relations between the reader and any member of Zurich Insurance Group. Certain statements in this document are forward-looking statements, including, but 
not limited to, statements that are predictions of or indicate future events, trends, plans, developments or objectives. Undue reliance should not be placed on 
such statements because, by their nature, they are subject to known and unknown risks and uncertainties and can be affected by numerous unforeseeable 
factors. The subject matter of this document is also not tied to any specific service offering or an insurance product nor will it ensure coverage under any 
insurance policy. No member of Zurich Insurance Group accepts any liability for any loss arising from the use or distribution of this document. This document 
does not constitute an offer or an invitation for the sale or purchase of securities in any jurisdiction.
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