€2 Cyber Supply Chain @ zurich

Security vulnerabilities can occasionally arise from your third-party vendors,
suppliers or partners due to insufficient visibility of risks.
Zurich presents a customized solution to help tackle this issue.

Cyber Supply Chain risk management process

Classify the Conduct Track
: ) Implement )
third-parties assessments reporting on success of
by risk profiles third-parties risk controls

Understanding Defining KRls
your business together

Having spent some time to understand your business, we
define together some Key Risk Indicators (KRIs). These
KRIs help us to categorize your third-parties based on their
criticality to your organization. To do this, we consider various

factors such as, third party-involvement in your critical pra—
processes/systems, the type and amount of sensitive data ‘ .
they handle, and how dependant you are on this third-party. -—
This allows us to determine what level of assessment should

be implemented in order for you to develop the necessary -

confidence in your third-party cyber risk.
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Resilience Solutions

Building confidence This diagram shows which assessments are recommended

. L depending on the level of third-party criticality. Implementing these
AN SHOIel third party assessments will allow you to build the necessary confidence in
Cyber controls your third-party’s cyber controls.

@ CyberRisk Quantification

Cyber Maturity .
Assessment

Outside In-Scan —.

Penetration Testing

Assessment
Level

Critical-third
parties

Non-Critical
third parties

Benefits

{g} Reduced time, cost and effort
No questionnaire is required if the third party provides evidence of a relevant certification
or if we can utilize our existing Risk Assessments database (subject to consent)

Increased visibility with financial exposure
Through the process of Cyber Quantification, we integrate the risks associated with third-
parties into the overall risk framework of the company.

via API or providing Static report are also possible.

We complete the monitoring on your behalf

A~ ., Anintegrated solution
: @ o On-going monitoring and tracking on a Zurich Web Interface. Using your own Platform
@ Zurich tracks and monitors the progress of remediation actions

We can also offer our cyber resilience expertise in the following areas:

e &) e, a

Governance ClISOasa Penetration Cyber Crisis
Risk Compliance service testing Quantification Management

LX<

Contact us for more details
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Vivien Bilquez Sylvain Luiset Jean-Hermann Ly
Global Head Cyber Resilience Senior Cyber Risk Engineer Cyber Risk Engineer

vivien.bilquez@zurich.ch sylvain.luiset@zurich.ch jeanhermann.ly@zurich.ch
+4176 310 86 91 +4179 377 26 44 +4176 27410 95

Why Zurich Resilience Solutions?

We help you to enhance your insurability

We use claims and industry data to provide
benchmarking

Our services are tailored for every business size

We provide data-led solutions using methodology
that is supported by scientific research

Our global network allows us to support you
wherever your business is operating
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This document has been prepared by Zurich Insurance Company Ltd and the opinions expressed therein are those of Zurich Insurance Company Ltd as of the date of the release and are
subject to change without notice. This document has been produced solely for informational purposes. All information contained in this document has been compiled and obtained from
sources believed to be reliable and credible but no representation or warranty, express or implied, is made by Zurich Insurance Company Ltd or any of its subsidiaries as to their accuracy or
completeness. This document is not intended to be legal, underwriting, financial, investment or any other type of professional advice. Zurich Insurance Company Ltd disclaims any and all
liability whatsoever resulting from the use of or reliance upon this document. Certain statements in this document are forward-looking statements, including, but not limited to, statements
that are predictions of or indicate future events, trends, plans, developments or objectives. Undue reliance should not be placed on such statements because, by their nature, they are
subject to known and unknown risks and uncertainties and can be affected by numerous unforeseeable factors. The subject matter of this document is also not tied to any specific insurance
product nor will it ensure coverage under any insurance policy. This document may not be distributed or reproduced either in whole, or in part, without prior written permission of Zurich
Insurance Company Ltd, Mythenquai 2, 8002 Zurich, Switzerland. Neither Zurich Insurance Company Ltd nor any of its subsidiaries accept liability for any loss arising from the use or
distribution of this document. This document does not constitute an offer or an invitation for the sale or purchase of securities in any jurisdiction.

Zurich Insurance Company
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